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Abstract 
Online fraud substantially harms individuals and seniors are dis-
proportionately targeted. While family is crucial for seniors, little 
research has empirically examined how they protect seniors against 
fraud. To address this gap, we employed an inductive thematic anal-
ysis of 124 posts and 16,872 comments on RedNote (Xiaohongshu), 
exploring the family support ecosystem for senior-targeted online 
fraud in China. We develop a taxonomy of senior-targeted online 
fraud from a familial perspective, revealing younger members often 
spot frauds hard for seniors to detect, such as unusual charges. 
Younger family members fulfill multiple safeguarding roles, includ-
ing preventative measures, fraud identification, fraud persuasion, 
loss recovery, and education. They also encounter numerous chal-
lenges, such as seniors’ refusal of help and considerable mental and 
financial stress. Drawing on these, we develop a conceptual frame-
work to characterize family support in senior-targeted fraud, and 
outline implications for researchers and practitioners to consider 
the broader stakeholder ecosystem and cultural aspects. 

CCS Concepts 
• Human-centered computing → Human computer interac-
tion (HCI). 
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1 Introduction 
Online fraud is a highly prominent topic in the domains of Human-
Computer Interaction (HCI) and Security and Privacy (S&P) [47, 65, 
79, 83, 98, 99]. It is increasingly recognized as a critical global issue 
that impacts communities worldwide [11, 14, 20, 22, 28, 78]. The 
elderly might be disproportionately targeted and suffer more severe 
consequences when falling for online fraud, especially when they 
experience cognitive decline [43, 49], overly trust others [19, 59], are 
socially isolated [2, 57], or lack knowledge about fraud prevention 
[8, 30]. In China, 78% of seniors have received scam messages, with 
fake online shopping and investment being the common schemes, 
and between 20-30% seniors fall for the scam eventually [69]. 

To address this global threat, governments, organizations, and 
researchers worldwide have invested great efforts in safeguarding 
seniors from fraud. For instance, China enacted the Anti-Telecom 
and Online Fraud Law of the People’s Republic of China to prevent, 
curb, and penalize online fraud activities in 2022 [72]. China’s Min-
istry of Public Security launched the National Anti-Fraud Center 
(NAFC) mobile app to detect and report potential telecommuni-
cation fraud [104]. The US Federal Trade Commission (FTC) has 
dedicated advisory groups [22] and Age UK advocated for finan-
cial institutions to implement various nudges and frictions in their 
payment system to safeguard seniors from fraud [96]. 

Prior academic research has highlighted the significant role fam-
ily members play in safeguarding seniors from fraud [31, 34], such as 
how family members are often the primary sources of cybersecurity 
information for the elderly [71]. However, existing studies related 
to senior-targeted fraud have primarily focused on seniors’ per-
spectives, such as risks and threats faced by older adults [16, 53, 90] 
and their diverse needs [12, 77]. Little research has empirically 
and systematically investigated how family members safeguard 
seniors from online fraud in practice. 

Focusing on only seniors’ perspectives has a potential limitation: 
underreporting. Prior work has revealed many seniors were hesitant 
to disclose their experiences of fraud due to self-blame, concerns 
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about family reputation, and other factors [77, 97]. Additionally, 
some reports indicated that seniors might not fully grasp how 
their behaviors could make them vulnerable to fraud [73]. As such, 
family members can offer a fresh and supplementary perspective 
in understanding and combating senior-targeted fraud. 

Moreover, little is known about what family supportive behav-
iors are taken in order to counter senior-targeted online fraud 
and what challenges family members face when assisting older 
adults. Investigating senior-targeted fraud through the lens of fam-
ily members has the potential to shed light on the diverse scope and 
comprehensiveness of senior-targeted fraud, provide novel insights 
into the actual role of family support in anti-fraud efforts [67], and 
highlight the design, policy, and educational opportunities against 
senior-targeted fraud as a sociotechnical problem [87]. 

In China, the assistance provided by younger family members 
to the elderly is particularly important. Unlike Western cultures, 
Chinese society generally views younger family members’ support 
for the elderly as an obligation and responsibility (i.e., filial piety) 
[107]. Family is usually the primary source of both financial and 
caregiving support for older adults in China, making family support 
crucial in the lives of Chinese seniors [109, 110]. By investigating the 
support ecosystem against senior-targeted online fraud in China 
from the lens of family members, we also illuminate the social-
cultural aspects of fraud prevention and mitigation. Our research 
centers around the following questions: 

• RQ1: What vulnerabilities and corresponding senior-targeted 
online fraud are disclosed by younger family members? (se-
niors’ vulnerabilities and fraud practice) 

• RQ2: What measures do younger family members take to 
counter senior-targeted online fraud? (family support be-
haviors) 

• RQ3: What are the challenges when younger family mem-
bers attempt to assist seniors? (challenges in family sup-
port) 

To answer these questions, we conducted an inductive thematic 
analysis of 124 posts within 16,872 comments on RedNote (Xiao-
hongshu),1 a popular social media platform in China, to explore 
family support against senior-targeted online fraud. Our findings 
highlighted how online fraud was crafted to target seniors’ vulnera-
bilities in China, such as by exploiting seniors’ concerns about health 
and well-being and social relationships (RQ1). Younger family mem-
bers’ supportive behaviors occur throughout the entire anti-fraud 
process, including prevention, identification, persuasion, loss recovery 
and education (RQ2). Nonetheless, younger family members also 
faced challenges in family support, such as seniors guarding their 
information and refusal of help, as well as the enormous mental and 
financial stress they experienced in helping seniors recover from 
the fraud (RQ3). We discussed our findings’ implications and rec-
ommendations to counter senior-targeted fraud under the family 
support ecosystem. 

Our work makes the following contributions to HCI. 
• We unpack the family support ecosystem against senior-
targeted online fraud in China, using the perspectives of 
younger family members as a novel lens, and show that 

1https://www.xiaohongshu.com/explore 

the support is a long-term and evolving process including 
various stakeholders. 

• We reflect on how sociocultural factors in China shape the 
family support ecosystem, leading to tensions between fi-
nancial autonomy and security for older adults. 

• We demonstrate challenges for younger family members to 
support the elderly. These challenges inform recommenda-
tions of interventions to be deployed by platforms, education 
for older adults, and the support needed for younger family 
members themselves. 

2 Related Work 

2.1 Online Fraud and Anti-fraud 
Online fraud is defined as “the experience of an individual who has 
responded through the use of the internet to a dishonest invitation, 
request, notification or offer by providing personal information or 
money that has led to a financial or non-financial loss or impact 
of some kind” by Cassandra Cross [29]. While there are multiple 
definitions of online fraud, a fundamental aspect is the use of the 
internet as a means to perpetrate fraudulent activities [52]. The 
World Economic Forum identifies cyber threats as one of the most 
significant global risks [38]. Researchers in HCI and S&P explored 
how to counter fraud from diverse stakeholders’ perspectives, such 
as analyzing victims’ experiences to uncover systemic vulnerabili-
ties [47, 98], leveraging experts’ insights to advance fraud detection 
strategies [79, 99], and evaluating the impact of cybersafety commu-
niqué on older adults to develop more effective education solutions 
[65]. 

Fraud and anti-fraud efforts are deeply intertwined. A large body 
of existing works has examined fraud from the attackers’ viewpoint 
by studying their psychological tactics [84], attack intentions [5], 
and fraudulent techniques [25]. For instance, Mouton et al. intro-
duced a comprehensive framework for social engineering attacks 
[66]; building on this framework, Razaq et al. investigated the dif-
ferent schemes used by fraudsters [79]. These endeavors provided 
valuable insights into anti-fraud measures like fraud detection and 
prevention systems [1, 4, 55]. Additionally, other research has fo-
cused on the victims’ perspective by investigating why individuals 
fall for scams [14] as well as their perceptions and experiences 
[45]. These findings demonstrated victims’ anti-fraud strategies 
and inspired designs for educational and intervention programs 
[50, 111]. 

However, according to family systems theory [7], individuals 
often do not operate in isolation, as they share many material 
and emotional connections with family members. Moreover, many 
previous works highlighted the significance of family members 
in safeguarding seniors from fraud [33, 34]. As such, our research 
draws from the perspectives of younger family members to enrich 
the understanding of senior-targeted online fraud, rather than solely 
focusing on seniors themselves or fraudsters. 

2.2 Online Fraud and Seniors 
A related study highlighted that an average of 9.1% of adults aged 55 
to 64, 7.3% of those between 65 and 74, and 6.5% of individuals over 
75 fell prey to consumer fraud in the US [3]. There are numerous 
challenges in protecting the elderly against online fraud. 

https://www.xiaohongshu.com/explore
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First, factors such as cognitive decline, an overly trusting nature, 
social isolation, and a lack of knowledge regarding fraud preven-
tion can heighten seniors’ vulnerability to online fraud [17, 18, 56, 
60, 61, 87]. Second, there is a proliferation of scams specifically 
targeting older adults. The National Council on Aging in the US 
reported the top five financial scams aimed at older adults, such 
as government impersonation scams and grandparent scams [74]. 
Third, mainstream security mechanisms and application designs of-
ten do not adequately consider the needs and perspectives of older 
adults. For example, older adults might struggle with managing 
passwords [46], which may amplify potential senior-targeted fraud. 
Lastly, some older adults may exhibit lower proactive tendencies 
in avoiding fraud risks. Frik et al. indicated that older adults com-
monly employed passive strategies, such as limiting or avoiding 
technology use, while active mitigation strategies were less com-
mon [39]. However, Zou et al. found that the elderly applied some 
active strategies, such as configuring privacy and authentication 
settings, and selectively disclosing sensitive information [111]. 

Furthermore, the harm caused by senior-targeted fraud is pro-
found. The most apparent impact is financial loss. Moreover, falling 
victim to fraud often leads to traumatic experiences with signifi-
cant physical and mental health repercussions. Victims might suffer 
from major depression, generalized anxiety disorder, feelings of 
anger, shame, regret, and various somatic symptoms [13, 40]. The 
repercussions extend beyond seniors to their families, who may 
be equally affected by the financial and emotional consequences 
[6]. In essence, senior-targeted fraud is a pervasive, challenging to 
combat, and highly detrimental issue. 

What makes anti-fraud efforts harder is the under-reporting 
among older scam victims. While the majority of scams go unre-
ported [13], the reporting rate is even lower when it concerns older 
adults [76, 97]. Previous work has shown that senior victims were 
not willing to report crimes or seek assistance from their family 
or community due to a lack of accessible or sufficient emotional, 
educational, and technical support [77]. Consequently, it is highly 
likely that the actual incidence and prevalence of senior-targeted 
fraud extend far beyond the reported ones. 

Prior research on senior-targeted fraud has largely focused on 
the seniors’ perspectives through interviews [80, 85] and surveys 
[2, 51], etc. However, limited research is from the viewpoint of those 
close to seniors and aware of their online activities, i.e., younger 
family members, who may provide complementary insights. For 
example, for the under-reporting issue [77], the disclosures from 
family members may shed light on the diverse scope of senior-
targeted fraud. Moreover, older and younger individuals exhibit 
different patterns in detecting lies and discerning trustworthy faces 
in offline contexts [19, 82], which could carry over to the online 
fraud context. Our work aims to address this gap by exploring the 
nuances of seniors’ vulnerabilities, the various types and channels 
of fraud, and the tactics used by scammers through the lens of 
younger family members (RQ1). 

2.3 Family Dynamics in Safeguarding Seniors 
from Fraud 

Research on fraud against the elderly has increasingly underscored 
the significance of extending anti-fraud efforts from seniors to their 

family members [34, 77]. For example, DeLiema encouraged the 
involvement of family members in financial decision-making pro-
cesses and the implementation of legal and financial safeguards to 
protect the assets of older adults [33]. Scammers also noticed the 
potentially protective role of family members in countering fraud, 
so they exploited social isolation to manipulate targets to hide infor-
mation from family members [33]. In addition to the benefits that 
come with family involvement, there might be tensions and chal-
lenges during the support process. Younger family members might 
become overly paternalistic in their efforts to protect older adults, 
leading to what is known as “family surveillance” [68]. Moreover, 
Parti et al. demonstrated that in the realm of online fraud, US older 
adults were often hesitant to disclose their experiences of fraud 
to their family members due to self-blame, concerns about losing 
family status, particularly among younger family members, and 
trust issues [77]. 

The cultural, economic, and technological contexts in China 
have a profound influence on the family’s role in anti-fraud efforts. 
The high regard for filial piety within Chinese society shapes the 
cultural norm that the younger generation should care for and 
protect their elders [107]. Additionally, traditional parenting and 
family relationships in Chinese families give parents an authorita-
tive or authoritarian position [21]. This internal power structure 
within families might pose obstacles for the younger generation to 
intervene and prevent fraud. Economically, younger family mem-
bers often offer financial care to parents within Chinese families 
[88, 109]. Unlike in the US, where government assistance such as 
Medicaid is available for elderly adults who have exhausted their 
funds for long-term care, in China, family members represent the 
last line of financial security [110]. In this context, the financial 
support and education provided by the younger family members 
are crucial for preventing senior-targeted fraud. 

Prior research has examined family support in the context of 
older adults’ technology use and finances, such as family’s support 
in financial technology onboarding [93], family’s account sharing 
for digital inclusion [44] and general online security and privacy 
support [68]. Our study extends this work by shedding light on 
family support in safeguarding seniors from online fraud. Existing 
research on senior-targeted fraud primarily focuses on the perspec-
tives of the seniors themselves [53, 77], while sporadically men-
tioning the important role of family members, such as encouraging 
family members in assisting older adults with financial issues [33] or 
indicating that family members are one of the information sources 
of S&P news [31]. However, a systematic investigation of how 
younger family members engage in online fraud safeguarding re-
mains underexplored. Moreover, family support in senior-targeted 
fraud within the non-Western context of China remains unknown. 
As such, our research aims to fill the research gap by examining 
the family support ecosystem. We explore younger family mem-
bers’ supportive behaviors (RQ2) and the challenges (RQ3) they 
face, as well as provide implication insights for better mitigating 
senior-targeted online fraud. 

3 Method 
To systematically understand how younger family members safe-
guarded seniors from fraud, we collected discussions related to 
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seniors’ online fraud on social media and conducted thematic anal-
ysis [9] to discover meaningful patterns about online fraud targeted 
seniors perceived by younger family members (RQ1), their support 
behaviors (RQ2), and challenges (RQ3). The overall analytical flow 
is shown in Figure 1. 

3.1 Data Source 
We chose social media platforms as our data source, where younger 
family members shared their experiences about senior-targeted 
fraud. This method provides the following advantages: (1) Discus-
sions there occurred in a natural setting, unlike in interviews or 
surveys where responses might be influenced by social desirabil-
ity bias and the Hawthorne effect [64]. (2) Social media platforms 
provide access to extensive data, which addresses the limitations of 
small sample sizes that are typical in qualitative studies. (3) The in-
teractive features on social media (e.g., comments, likes, and shares) 
can foster ongoing discussions that yield deeper insights. 

We focused on discussions related to senior-targeted online fraud 
on RedNote (Xiaohongshu). RedNote, often referred to as the Chi-
nese Instagram, is a Chinese life-sharing platform [103]. Users of 
RedNote often share personal life experiences and opinions through 
text, photos, and videos, which aligns with our everyday context 
of senior-targeted online fraud. By 2020, RedNote had over 450 
million registered users, and more than 121 million monthly active 
users [91, 92]. Many prior work has explored user-generated con-
tent on experience sharing on RedNote [15, 35, 94]. We also looked 
through the related content on other popular social media platforms 
in China such as Weibo [102] and WeChat [100], but content about 
senior-targeted online fraud on these platforms tends to be more 
focused on news and official advice rather than personal stories. 
RedNote, similar to Instagram, has a threaded discussion struc-
ture where each initial post is followed by a series of subsequent 
comments over time. This structure allows for the observation of 
discourse and interaction dynamics among users. A screenshot of 
RedNote’s interface is shown in Figure 2. 

3.2 Data Collection 
Before collecting data, we studied the search mechanism of RedNote. 
We discovered that searching a keyword does not only bring up 
content containing that exact keyword but also surfaces content 
related to the keyword, suggesting that RedNote’s search algorithm 
returns posts based on contextual similarity rather than specific 
queried words. For our study, the population featured was seniors, 
our context was online environments, and our focus was fraud. 
Therefore, we set our search keywords to “seniors” AND “online” 
AND “fraud” to gather content pertinent to our research topic. 
We employed data crawling assisted by MediaCrawler tool based 
on these keywords [81]. The search also yielded posts associated 
with “parents,” “grandparents,” “mobile,” “internet” and other words 
related to our keywords, which ensured the richness of our data. 

Furthermore, RedNote has a personalized content recommenda-
tion algorithm that tracks users’ interactions, such as clicks, viewing 
time, and likes, to tailor content recommendations [86, 105]. There-
fore, to mitigate the influence of previous usage records on our 
data collection, we created unused accounts for crawling data, a 
common practice recommended in previous research on crawling 

social media data [41, 70]. When creating new accounts on RedNote, 
the selection of gender and age could also impact the recommended 
content. To ensure a diverse data collection, we established eight 
different accounts, corresponding to male and female users aged 
21, 30, 40, and 52 years. These ages were based on median values 
derived from the age distribution of RedNote’s adult user profile 
[32]. We did not select older age for user accounts, considering the 
possibility of older members being victims themselves, which may 
introduce noise to the dataset. We adopted the default search sort 
of RedNote and collected all types of data including texts, videos, 
and images. Each search returned around 200 posts. The limited 
size of search results on RedNote prevented us from creating a com-
prehensive dataset. Nonetheless, the search mechanism of RedNote 
based on contextual similarity and our collection strategies with di-
versified identities ensured the representativeness and randomness 
of collected data. Ultimately, we completed our data collection in 
January 2024, and we retrieved 2,288 posts with 393,197 comments. 

3.3 Data Processing 
After removing duplicated cases, we had a collection of 747 posts 
with 148,614 comments. However, the dataset, even after dedupli-
cation, still contained some unrelated entries, such as anti-fraud 
advertisements, public awareness campaigns, and personal stories 
of being scammed. 

To filter out these irrelevant contents, the first and second au-
thors independently coded all the posts with the inclusion criteria 
that focused on data related to younger family members disclosing 
experiences of seniors being deceived. The two coders reached high 
inter-rater reliability (Cohen’s kappa=0.91). Following this, the two 
coders engaged in discussions to resolve any discrepancies and 
reach a consensus on all the annotations. After the filtering process, 
our final dataset contained 124 posts with 16,872 comments rang-
ing from May 2020 to January 2024 [54, 58], specifically related to 
the disclosures by younger family members about the online fraud 
experiences of seniors. We also collected user profiles for each user, 
including user ID, gender, IP locations, and age. These posts were 
created by 124 unique users and comments were created by 12,383 
unique users. The users’ IP locations covered all provinces in China. 
The median age was 26 and the average age was 28, with the 25th 
percentile at 22 and the 75th percentile at 32.2 

3.4 Data Analysis 
We applied inductive thematic analysis [9], a qualitative method 
that entails searching across a dataset to identify, examine, and 
report repeated patterns, to thoroughly explore three research ques-
tions focusing on seniors’ vulnerabilities and online fraud practices 
(RQ1), the supportive behaviors of younger family members (RQ2), 
and their challenges (RQ3). Initially, two authors independently 
performed open coding [26] on a random sample of 50 posts and 
their comments to generate preliminary codes (e.g., the elderly did 
not tell the scammed amount” and “arguments with seniors” related 

2We found only 3,161 users (25.47%) disclosed their ages, and some reported unrealistic 
ages such as 2023 years old. After removing such outliers, we got the statistical data 
of ages. But note that our data analysis was based on the content of the posts and 
comments rather than on age, and the ages listed in profiles might be fabricated [63]. 
Therefore, these ages should not be considered as accurate representations of users’ 
actual ages but rather as reference data, which we have acknowledged in limitations. 
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keywords 
“seniors” AND “online” 

AND “fraud” 

data colletion data processing 

fresh accounts 

2,288 posts with 393,197 
comments 

deduplication 

747 posts with 148,614 
comments 

relevance filtering 

124 posts with 16,872 
comments 

data analysis 

thematic analysis 
(reach saturation around 

70 posts) 

RQ1: seniors’ vulnerabilities 
and fraud practice 

RQ2: family support 
behaviors 

RQ3: challenges in family 
support 

Figure 1: The analytical flow to understand younger family members’ safeguarding against senior-targeted fraud. 

Figure 2: An interface example of RedNote (translated from 
Chinese). 

to RQ3 about challenges). This stage directly reflected insights de-
rived from the data. Subsequently, we discussed and reconciled our 
codes to ensure a unified understanding and constructed a code-
book. Then we evaluated our codebook by applying it to additional 
posts and comments and documenting newly merged codes. We 
repeated the process, where we revisited and refined our codebook 
in weekly meetings. This iterative coding process continued until 
saturation was reached when approximately 70 posts with more 
than 12,000 comments were coded. Then axial coding [26] was 
employed to identify connections between these codes, fostering 
the development of broader themes. For example, the codes “the 
elderly did not tell the scammed amount” and “younger family mem-
bers did not know the fraud” were linked under a broader theme 
of “guarding information.” This thematic connection indicated a 
behavior pattern among seniors regarding their experiences with 
fraud. 

3.5 Ethics Statement 
Our study received approval from our Institutional Review Board 
(IRB). When collecting and analyzing users’ public data for research 
purposes, it’s still essential to carefully consider the potential risks, 
benefits, and harm involved [36]. We believe this research provides 
significant benefits by highlighting seniors’ vulnerabilities to fraud 
and fraud practice, exploring family support behaviors, and identify-
ing challenges in providing support. Our intention is not to expose 
individual fraud experiences or single supportive behavior and chal-
lenge but to uncover broader patterns in collective online behaviors. 
To minimize the risk of linking quotations back to specific users, 
we implemented several measures. First, we removed all usernames 
when presenting data. Second, all quotes were translated from Chi-
nese to English using Google Translate and then paraphrased to 
further reduce searchability. The final translations were reviewed 
and refined by the first author to ensure accuracy. Moreover, col-
lecting data from the perspective of younger family members on 
social media avoids direct contact with seniors and their families, 
thereby preventing the ethical concerns of retraumatizing them by 
recounting distressing experiences [23, 24]. 

4 Findings 
Our findings contribute a rich understanding of how younger family 
members safeguard seniors from online fraud. We first report on 
seniors’ vulnerabilities and corresponding senior-targeted online 
fraud disclosed by younger family members in §4.1 (RQ1). We then 
demonstrate the supportive behaviors of younger family members 
in §4.2 (RQ2). We finally reveal the challenges faced by younger 
family members during their assistance process in §4.3 (RQ3). 

4.1 RQ1: Senior-Targeted Online Fraud 
Our work added more nuances to prior research that systematically 
examined online senior-targeted fraud, including the vulnerabilities 
targeted, fraud types, fraud channels, and fraudsters’ strategies. Our 
findings were drawn from the perspectives of younger individuals, 
but this did not imply that their viewpoints were definitive. Previous 
work also indicated perceptual differences between seniors and 
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young regarding lies and trust [19, 82]. Instead, the perspectives 
of younger individuals provide a new lens for understanding the 
complex nature of elderly fraud. The complete taxonomy is shown 
in Table 1. 

Vulnerabilities of seniors. We identified various types of fraud 
and how they target seniors’ vulnerabilities. Seniors’ concerns for 
health and well-being made them easy targets for online frauds 
involving false advertising of health products, purchases of fraudu-
lent health and lifestyle courses, and purchases based on superstition. 
Additionally, seniors’ financial expectations might lead them to 
fall prey to investment fraud, false advertising of collectibles, and 
purchases of fraudulent money-making courses. Overreliance on au-
thority could be exploited by scammers impersonating authorities. 
Furthermore, social isolation might open doors for romance fraud, 
and caring about the younger generations could sometimes 
be manipulated by family member impersonation fraud. Moreover, 
low digital literacy potentially hindered seniors from recogniz-
ing signs of fraud. For instance, seniors might not notice charges 
deducted from their bank accounts. Some seniors working as street 
vendors could also be deceived by fake payments when they were 
told the money had been paid, but it was not. Each of these vul-
nerabilities contributed to the risk profile of seniors and put them 
in a dire situation when online fraudsters also use sophisticated 
channels and strategies. 

Unrecognized fraud schemes among seniors. By examining 
online fraud from the perspectives of younger family members, our 
research revealed some frauds that seniors might overlook, demon-
strating the critical role of intergenerational insights in protecting 
seniors from online fraud. For instance, seniors were often enticed 
by the fabricated but compelling stories presented in live-streaming, 
which led them to believe in the high value of collectibles. As a 
younger family member pointed out, 

“My elderly family members got hooked on live-streams 
and spent a lot of money buying a bunch of so-called 
antiques, paintings, gold jewelry . . .We even took these 
items to museums for expert appraisal, only to find out 
that they were all fake. But they still have unwavering 
trust in the live-stream host.” 

Another example was unnoticed charges. These often remained 
overlooked until younger family members noticed unusual charges 
on the seniors’ bills. Some online short videos or novels require 
payment to continue viewing after an initial free portion. Seniors, 
sometimes due to low digital literacy or password-free payment 
settings, would inadvertently make money transfers while engaging 
with these platforms, not fully realizing the financial commitments 
involved. As one younger family member explained, 

“My dad was maliciously deducted a lot of money from 
reading novels before, 100 yuan at a time. I asked my 
dad and he said that all the novels he reads were free, 
and he did not know about the deductions.” 

Diversity of fraud channels and exploitation of social re-
lationships. Fraudsters used various channels to target seniors. 
Some channels were straightforward, such as purchase links in 
live-streaming and fraudulent QR codes to be scanned in physi-
cal electronic payments. Other tactics were more deceptive and 
harder to notice, such as fake pop-up ads designed to trick users 

into making unwanted purchases. Particularly, the exploitation of 
social relationships on social apps served as a breeding ground for 
numerous fraud types. In one case about fraudulent money-making 
courses, a younger family member found that a salesperson added 
her mother on WeChat (a popular social app in China) to trick her 
mother into purchasing courses. 

“I discovered my mom was tricked into buying courses 
worth thousands of yuan. The salesperson who added 
her on WeChat kept promising that people in their 60s 
could earn a thousand yuan a day. He constantly pre-
tended to care and showered my mom with attention.” 

Additionally, scammers even utilized the calling feature in social 
apps to establish stronger connections with the elderly. Another 
young person shared, “The teacher called my dad on WeChat every 
day to ask him to attend class.” 

Common strategies used by fraudsters. Although the vulner-
abilities and types of fraud varied, there were common strategies 
employed by scammers. For example, the strategy of offering re-
wards for referrals was utilized in three kinds of fraud types. Fur-
thermore, for false advertising of health products and fraudulent 
health and lifestyle courses, scammers often sent small amounts of 
money in red packets on social apps to increase the engagement of 
elderly individuals. Red packets on social apps were based on the 
Chinese tradition of lucky money, where money could be given to 
others as a gift [101]. These strategies worked out well when the 
seniors targeted were too trusting or had a strong desire for small 
gains. Furthermore, scammers sometimes crafted their strategies 
to exploit seniors’ vulnerabilities specifically. For seniors with an 
overreliance on authority, scammers posed as officials offering help. 
Exploiting seniors’ care for the younger generations, fraudsters might 
impersonate younger family members to request money. 

4.2 RQ2: Supportive Behaviors 
In the section, we show the family support behaviors from the as-
pects of prevention (§4.2.1), identification (§4.2.2), persuasion (§4.2.3), 
loss recovery (§4.2.4), and education (§4.2.5). 

4.2.1 Prevention: The Involvement of Controlling Behaviors. To safe-
guard seniors from online fraud, younger family members used a 
diverse set of preventive measures. These included restricting online 
payments, managing tasks for seniors, monitoring, selective blocking 
and setting up anti-fraud defenses. The common theme was that 
younger individuals tried to control seniors’ online activities to 
mitigate the risk of fraud. 

Online payment restriction. Some younger family members 
restricted online payment of seniors, such as restricting online 
spending and not allowing seniors to link their bank cards to mobile 
phones. As a younger family member explained, “We do not allow 
them to link cards to mobile phones and only give them cash.” 

Managing tasks for seniors. Younger family members would 
take on the responsibility of performing online tasks on behalf of 
the seniors, such as registering online accounts and doing online 
shopping. A daughter said, 

“My mom always asks me to teach her how to link her 
bank card for payments, but I refuse and tell her to let 
me know what she needs and I’ll purchase it for her.” 
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Table 1: Vulnerabilities and online senior-targeted fraud disclosed by younger family members. “Fraud Channel” refers to the 
crucial steps for money outflow, while “Fraud Strategy” denotes the tactics employed by fraudsters. * means there are other 
types of fraud utilizing the same fraud channel or strategy. 

Vulnerability Fraud Type Fraud Channel Fraud Strategy 

health and well-being 
concern 

false advertising of health 
products 

C1*: transactions built through 
social relationships on social apps3 

S1*: offering rewards for referrals 
S2*: leveraging expert endorse-
ments for promotion 
S3*: sending red packets on social 
app 

C2*: live-streaming purchase links S4*: creating benefit illusion (free 
gifts/insider price) 
S5: amplifying seniors’ guilt 

purchase induction of 
fraudulent health and 
lifestyle courses 

C1*: transactions built through 
social relationships on social apps 

S2*: leveraging expert endorse-
ments for promotion 
S3*: sending red packets on social 
app 
S4*: creating benefit illusion (free 
trial/insider price) 

C2*: live-streaming purchase links S6: affirming seniors 
S7: disparaging medicine for self-
promotion 

purchase induction based 
on superstition 

C3: live-streaming virtual gifts S8: blessing for families 

financial expectation 

investment 

C4: investment app/website 
S1*: offering rewards for referrals 
S2*: leveraging expert endorse-
ments for promotion 

C1*: transactions built through 
social relationships on social apps 

S9*: luring with high profits 
S10: pretending to be helpless 
S11: disguise the project as national 

false advertising of 
collectibles 

C2*: live-streaming purchase links S12: highlighting collectible value 
S13: presenting compelling stories 

purchase induction of 
fraudulent money-making 
courses 

C1*: transactions built through so-
cial relationships on social apps 

S1*: offering rewards for referrals 

C2*: live-streaming purchase links S9*: luring with high profits 

overreliance on authority authority impersonation 
C5: transactions instructed through 
video calls 

S14: pretending to be authorities to 
offer assistance 
S15: educating fraud knowledge to 
decrease suspicion 

social isolation romance C1*: transactions built through so-
cial relationships on social apps 

S16: exploiting intimacy to deceive 
for money or information 

generational affection family member imperson-
ation 

C1*: transactions built through so-
cial relationships on social apps 

S17: pretending to be family mem-
bers in urgent need of money 

low digital literacy 
unnoticed charges 

C6: password-free payment S18: exploiting unintentional 
enrollment to deduct moneyC7: auto-renewal service subscrip-

tion 
C8: pop-up ads with 
fake/transparent close buttons 

S19: popping up red packets to 
induce clicks 

C9: fake red packets redirecting to 
payment pages 

fake payment C10: fraudulent QR code scanning S20: falsely claiming to have paid 

Monitoring. Another strategy employed by younger family 
members is to monitor seniors’ online activities and be prepared 
to eliminate any risks as soon as they detect anomalies. As one 
younger family member recalled, 

“I directly logged into my dad’s Kuaishou account (a live-
streaming platform). When I saw something strange, I 
immediately refunded items without waiting for deliv-
ery.” 

Selective blocking. Some younger individuals employed tech-
nical methods to limit seniors’ access to specific applications. For 
example, one person provided suggestions on how to block certain 
applications, “Hey guys, you can log in to the router and block access 
to TikTok and TikTok live-streaming in our home. You can find the 
domain names online for reference.” 

Setting up anti-fraud defenses. Some younger family members 
might assist the elderly in setting up patterns on mobile phones or 
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downloading anti-fraud applications. A younger individual told her 
setting, “Set the seniors’ phones to reject calls from unknown numbers. 
Disable features that allow strangers to like, follow, or send private 
messages.” 

Most of these preventative measures involved controlling be-
haviors. While these approaches might enhance online security 
for seniors, they also introduced issues, such as conflicts between 
seniors’ autonomy and the control exercised by younger family 
members, as we elaborated in §4.3.1. 

4.2.2 Identification: A Three-Phase Process. An essential compo-
nent of younger family members’ efforts to protect seniors was 
to suspect and confirm incidents of fraud. This identification typi-
cally unfolded in a three-stage process, including initial contacts, 
collecting evidence, and making the judgment. 

Stage I: initial contacts. This meant the stage where younger 
individuals first became aware of the scam, which might be differ-
ent from when the elderly person first encountered it. For example, 
seniors might invite their children to participate in some suppos-
edly profitable activities, and it was during this participation that 
the younger individuals recognized the fraudulent nature of these 
activities. This corresponded to fraud strategies like S4: offering re-
wards for referrals in Table 1, i.e., when fraudsters claim that seniors 
could receive red packets for adding more people to a group on 
social apps. Additionally, younger individuals sometimes caught a 
clue when seniors asked for help with their financial accounts. One 
young person mentioned, 

“My mom asked me to look at her WeChat account 
because she thought there was something wrong. When 
I checked, I found out she signed up for an online course 
that cost 2900 yuan.” 

There were also instances where potential risks were identified 
through prevention behaviors like monitoring, allowing younger 
family members to intervene and prevent further development of 
the scam. 

Stage II: collecting evidence. In this phase, younger people used 
multiple approaches to gather concrete evidence. Some would use 
their wisdom to obtain information. For instance, they initially 
affirmed their parents and encouraged them to share more details, 
as some parents might hesitate to discuss their situations with their 
children due to a fear of criticism or a desire to save face. One child 
said, “My dad really cares about his reputation and would never admit 
he’s been scammed. To get to the bottom of it, I started by affirming 
him positively. Then he sent me his TikTok account and the links to 
the classes he’s been taking.” 

In other cases, younger people even joined the group on social 
apps created by fraudsters to gather firsthand information about 
the ongoing scams. For example, a young person suggested to other 
young people, “If the elderly ask us to join the group again, we must 
be proactive and report it to prevent seniors from getting deeper and 
deeper.” Except for taking evidence by strategy, some utilized a direct 
approach, such as examining their parents’ financial footprints by 
checking their payment histories on mobile devices. 

Stage III: make the judgment. After collecting evidence, family 
members might synthesize the evidence to make a judgment. They 
usually evaluated the legitimacy of the business model, identified 

obvious misinformation, and compared costs with standard mar-
ket prices. However, sometimes they were not certain whether a 
case was a scam, so they would turn to the internet to validate 
their suspicions. Social media platforms provided a useful venue 
where younger individuals could inquire if others thought it was 
a scam and obtain detailed information such as similar fraud ex-
periences, the specific amounts lost, and the names of fraudulent 
organizations. 

4.2.3 Persuasion: Younger Family Members Rack Their Brains to 
Convince Seniors. To convince seniors about the dangers of ongo-
ing scams, younger family members developed a set of persuasive 
strategies. These efforts were crucial in addressing the often stub-
born disbelief among seniors who might not easily accept that they 
were being scammed. By presenting direct evidence and involving 
third parties, younger individuals worked diligently to protect their 
elderly family members from further exploitation. 

Presenting the direct evidence. To persuade the elderly about 
ongoing scams, younger family members developed a set of ap-
proaches. Typically, they provided evidence or shared similar cases 
of fraud to demonstrate to the seniors that what they were experi-
encing was indeed a scam. For example, one daughter recounted, 

“I exposed the truth to my mom tonight. The financial 
company she invested in has been revoked, but she still 
believes it. I’m really at my wit’s end.” 

Involving third parties. Despite their efforts, seniors often re-
mained in denial, insisting they were not deceived. In such cases, 
younger people resorted to involve other stakeholders for the per-
suation, such as other family members, the police, and broader 
communities on social media. For instance, a young person lever-
aged the “@” feature to mention seniors in social media posts so 
that other users could help to persuade this older person, 

User1: @ [one older person], please take a look at this. 
User2: “Auntie, please don’t fall for those smooth talkers. 
My grandparents are fully convinced that the scammers 
are looking out for them, and now they think the rest of 
us are the enemies. It’s giving me daily headaches and 
insomnia.” 

When it comes to communication styles used for persuasion, 
some tried to understand, resonate, and discuss how to avoid fraud 
with seniors. Others directly scolded the elderly or even threatened 
to call the police to prevent them from falling into fraud, especially 
when more gentle methods failed. While some persuasion efforts 
successfully protected seniors from further scams, these also had 
many negative results. Seniors might respond by guarding informa-
tion or refusal of help and intervention, and persuasion might also 
contribute to strained family relationships, which we elaborate in 
§4.3. 

4.2.4 Loss Recovery: Dual Burden of Financial Assistance and Emo-
tional Care. We observed that younger family members frequently 
engaged in two key types of support: financial assistance and emo-
tional care. This dual approach encompassed both tangible financial 
interventions to recuperate losses and strategies to support the emo-
tional and psychological well-being of their affected loved ones. 

Financial assistance. Helping seniors repay their debts was a 
common form of support. For instance, one child shared, 
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“I’m planning to transfer 30,000 yuan to my mom to 
cover half of her losses. It hurts to see her suffer, and it’s 
equally painful to part with my money.” 

Another approach was to help seniors reclaim money lost. This 
included filing complaints and reporting fraudulent activities to 
relevant authorities, as well as processing refunds and returns on 
behalf of the elderly. 

Emotional care. In addition to financial assistance, younger 
family members also took on the role of soothing the emotions 
of the elderly. They often provided more companionship, as one 
younger family member mentioned, “I comfort her every day . . . We 
talk things through, and it helps her let off some steam.” 

Moreover, some young people suggested using white lies to alle-
viate the emotional burden on the elderly, e.g., “How about just tell 
mom we’ve gotten the money back? Maybe get a friend to put on a 
little show for her. After all, we can always make the money back.” 

4.2.5 Education: Active Involvement in Fraud Education. We found 
that fraud education provided by younger family members to se-
niors involves raising awareness of specific fraud schemes, informing 
general attitudes needed to protect oneself against fraud, and pro-
viding practical advice. This education spanned the entire fraud 
process, including before, during, and after the fraud occurred. 

Raise awareness. Younger family members hoped to educate 
their parents or grandparents to raise their awareness of fraud 
prevention. In addition to basic finance knowledge, they also shared 
knowledge about specific instances of fraud with seniors, often by 
forwarding fraud cases on social apps or mentioning recent fraud 
examples. The younger generation themselves also deepened their 
understanding of fraud when paying attention to these cases. One 
person commented, “This is the first time I’ve heard about this type 
of fraud. I will quickly inform my parents. Thank you for sharing.” 

An interesting approach to raising awareness involves simulating 
fraudsters to alert seniors to potential fraud. For example, a daughter 
tested her father, 

“I directly messaged them on WeChat, saying, ‘Dad, lend 
me some money,’ and my father didn’t ask any questions 
and transferred the money.” 

Inform general attitudes. Younger individuals also informed 
seniors about the general attitudes to keep in mind against fraud, 
such as the importance of always communicating with the younger 
generation before decision making. Moreover, they educated seniors 
to establish a value system against greed, emphasizing principles 
such as “there is no such thing as a free lunch” and “there is no such 
thing as a risk-free investment.” 

Provide practical advice. The younger generation engaged in 
practical instructions as well, such as teaching their parents about 
how to resist or ignore scammers in certain situations. As a young 
individual shared, “I make it clear to my parents that no matter who 
calls and asks them to perform any actions related to their bank cards, 
they should ignore them completely. Especially when they receive 
messages requiring them to reply for subscriptions or click on websites 
for information, they should disregard them entirely.” 

4.3 RQ3: Challenges in Providing Support 
From §4.2, we observed younger individuals implemented various 
supportive measures to safeguard seniors from fraud. However, 
they also encountered various challenges during the assistance 
process. First, there was resistance from seniors towards the help 
provided by younger family members as seniors guard their infor-
mation and refuse to get help, as shown in §4.3.1 and §4.3.2. Second, 
§4.3.3 describes dark patterns in online payment systems, which 
potentially exacerbated the likelihood of seniors falling victim to 
scams. Furthermore, §4.3.4 demonstrates a lack of consumer pro-
tection when younger people advocate for seniors’ losses. Finally, 
§4.3.5 documents the mental and financial stress as well as strained 
family relationships experienced by younger family members. 

4.3.1 Guarding Information. Although younger family members 
made lots of efforts to assist seniors from fraud, we found that the 
elderly did not always accept their help and resisted in their own 
ways, echoing existing studies [77]. In this section, we described 
the practice of guarding information among seniors. The phenome-
non of seniors holding back critical fraud-related information with 
younger family members permeated various supportive behaviors. 

Seniors might prevent young people from accessing suspicious 
information from the initial contact phase. For example, one young 
person shared, 

“From the time she signed up for the courses until now, 
I had no idea. She didn’t talk about it, not just with 
me, but also didn’t mention it to my dad or anyone else, 
until I came home for winter break and checked her 
phone.” 

Furthermore, even when younger individuals noticed something 
unusual, they often encountered resistance from the elderly during 
the evidence collection phase. One person recounted, 

“My mom started following some I Ching courses and 
secretly paid a lot of money, not telling any of us. When 
I asked her, she was as reluctant . . . to tell me anything. 
She wouldn’t say how much she spent or what exactly 
she learned. When pressed further, she would just dis-
miss it with ‘Oh, it’s not what you think.”’ 

When younger family members saught to persuade seniors about 
the fraud’s existence, some seniors might deceitfully reassure their 
children that they understood the warnings and would not fall for 
scams again, only to secretly maintain contact with scammers. One 
child expressed profound regret, 

“I sent countless messages and made phone calls, warn-
ing her she’d been scammed and needed to stop the loss 
in time. But she never told the truth, while claiming 
that she understood and I had let my guard down. Now, 
looking back, I should stayed home and watched over 
her. I deeply regret it.” 

Moreover, our findings in §4.2.3 about persuasive behaviors high-
lighted that some younger people opted for an intense communi-
cation style, like scolding. This might lead to parents withholding 
information after being scolded, potentially increasing the risk of 
being deceived multiple times. For example, one person shared, 
“After my mother was scammed for over 10,000 yuan, I scolded her, 
and now she keeps everything hidden from us.” 
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Young people also speculated potential reasons for seniors’ guard-
ing of information. The first might be a fear of being blamed. Many 
elderly were afraid of being reprimanded, leading them to withhold 
information about scams. A granddaughter revealed, “My grand-
mother didn’t dare tell anyone at home and only told me when I came 
home for a vacation after she lost several hundred.” Some elderly 
individuals might lie about the amount they were scammed to avoid 
criticism, e.g., “My mother-in-law had actually invested over 20,000 
yuan but lied to us that she only put in 1,000 yuan.” 

Another reason could be seniors’ regard of their own superiority. 
Some seniors believed they were more knowledgeable or experi-
enced than their children and completely disregarded their advice. 
One child expressed, “They always say that they have lived more 
years than us, so they know better. They are not willing to listen to 
you because they think you lack experience.” 

Lastly, manipulations by scammers might also play a role in se-
niors’ guarding of information. Scammers preemptively instructed 
elderly individuals not to discuss their activities with their chil-
dren, brainwashing them to trust only themselves. One younger 
individual shared, “After telling my mother that she was being de-
ceived, she responded, ‘my teacher said not to tell the children and to 
believe in my own efforts!”’ Seniors’ guarding of information might 
also explain why some younger family members resorted to more 
forceful measures, such as monitoring in §4.2.1, to prevent online 
fraud among the elderly. 

4.3.2 Refusal of Help and Interventions. In addition to guarding in-
formation, seniors rejected their children’s interventions in various 
ways. Psychologically, they expressed distrust by believing scam-
mers over their own family. Behaviorally, they grilt-tripped younger 
family members using the concept of filial piety. Cognitively, there 
was also a conflict between seniors’ autonomy and younger family 
members’ desire to control, as seniors sought to maintain indepen-
dence and make their own decisions. 

Distrust. Seniors often firmly believed the words of scammers 
while distrusting their own family members and even official insti-
tutions such as hospitals and the police. For instance, one individual 
shared, 

“My mom spent 50,000 on a mattress advertised by a 
known scam reported in the news. No matter how much 
we tried to convince her, she chose to trust the scam 
over her own children. She didn’t even consider a visit 
to the hospital, insisting on trusting these deceivers over 
established science.” 

Additionally, we found that elderly people would protect scam-
mers in front of the police. For example, a daughter was extremely 
helpless when her mother lied to the police, 

“After confronting her, she still wanted to invest more. 
I asked the police to intervene, but she told them she 
hadn’t made any transfers, still firmly believing in the 
scam. The police told me they couldn’t help if she didn’t 
admit to being a victim.” 

When the seniors themselves were not aware of the scam, seek-
ing redress became an even more difficult task. Moreover, seniors 
might also suspect that their family members tried to seize their 
assets, leading to significant frustration and disappointment among 

younger family members who feel disinclined to intervene further. 
A younger person said, 

“All my grandfather’s money went to a high-risk com-
pany. When I asked him to reclaim it, he thought I was 
trying to take his money. He’d rather trust an obvious 
scam than his own granddaughter. I’ve given up now, 
and he might as well end up begging once he realizes 
he’s been scammed.” 

Seniors’ distrust could originate from real concerns, as finan-
cial exploitation by family members is a common type of fraud 
encountered by the elderly [33]. Furthermore, seniors would de-
mean their family members and doubt their capabilities, as one 
individual shared, “My mom thinks I have no right to criticize her 
because she believes I wouldn’t know any better either. Our conver-
sation tonight ended unpleasantly, and it really made me cry.” This 
behavior not only facilitated the scam but also severely damaged 
family relationships, a point we elaborated in §4.3.4. 

Guilt trip. To “assist” scammers in deceiving themselves, seniors 
would impose moral pressure on their children, frequently invoking 
the concept of filial piety, which is profound in Chinese culture 
[48]. Being accused of unfilial behavior carried a significant social 
stigma and moral burden in China, as filial piety was not merely a 
personal virtue but a pivotal societal expectation [75]. This cultural 
value could strongly influence younger family members, who might 
feel compelled to comply with their elders’ wishes. For instance, 
one child expressed their dilemma, 

“It’s incredibly real. Whenever you try to convince them 
with logic and facts, they hit you with accusations of 
being unfilial or remind you of all the money they spent 
raising you to manipulate you with guilt. It’s truly in-
furiating.” 

Beyond such moral manipulation, seniors also tried to evoke 
their children’s empathy, as one individual shared, “My dad says 
that buying those fake ceramics is his heartfelt wish in his old age, 
and he enjoys it using his own money, should I really stop him? 
He spends thousands from his salary every month anyway.” This 
behavior undoubtedly placed children in a difficult position, thereby 
softening their stance against intervening in scams. 

Moreover, children would compromise to maintain family har-
mony and ensure their parents’ happiness, despite their better 
judgment, as in the following example: 

“My mom told me she wanted to buy something today, 
so I did some research and found there’s no scientific 
basis for it. But to avoid any arguments, I went along 
with her decision. After all, she’s unhappy if she doesn’t 
buy it. I just told her not to use it every day and treated 
it like an occasional health supplement.” 

Conflicts between seniors’ autonomy and younger family 
members’ control. Some elderly individuals had a strong sense of 
ownership and autonomy over their own affairs. When younger 
family members provided supportive behaviors, the elderly might 
feel that their independence was being challenged. For example, a 
young person said that her dad did not allow her to delete anything 
from his devices: “It’s already great that your parents let you help 
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uninstall things. My dad’s attitude is very hostile, he doesn’t permit 
me to delete anything.” 

Furthermore, this sense of autonomy also drove the elderly 
to refuse younger people’s attempts at fraud intervention, using 
phrases such as “It’s my money, you don’t get to manage it. I’m 
willing to be scammed.” When seniors exhibited strong indepen-
dence, younger individuals might choose to reduce their control 
to avoid potential arguments. As one younger individual shared, 
“She’s fiercer than anyone. ‘Am I spending your money? Why do you 
care!’ So, I just don’t dare to speak up anymore.” 

4.3.3 Dark Patterns in Online Payment Systems. Although some 
spending by seniors appeared minor and legally permissible, spe-
cific features in online payment systems could facilitate dark pat-
terns. Many mechanisms made payments especially easy, such as 
password-free payments and “buy now, pay later” options. One 
young person mentioned, 

“Many elderly people are induced to enable password-
free payments. Orders under 100 yuan don’t even show 
a payment page, and it just places the order directly. 
Unscrupulous merchants deliberately price items at 99 
yuan to skirt the rules.” 

Moreover, important information was often minimized or hidden 
in a way that made it difficult to notice, as one young individual 
commented, “The option to enable password-free payments is in fine 
print, which the elderly can hardly see.” Platforms also facilitated 
seamless transitions from one app to the other. One younger person 
described the experience, 

“Typically, seniors are lured by short videos on platforms 
like Douyin. It gets cut off at the key moment, and then it 
jumps to the WeChat payment page. Although watching 
is free, the rest of the content requires a paid subscription. 
Elderly people end up paying without realizing it.” 

For seniors with low digital literacy, the issue was more severe. 
This situation raised the question of whether these overly conve-
nient payment methods were genuinely user-friendly or cleverly 
designed traps. Indeed, young individuals shared their observation 
that some businesses were exploiting the low digital literacy of the 
elderly. One person commented, 

“It’s infuriating to see posts about merchants heartlessly 
exploiting the elderly, who are unfamiliar with online 
shopping. They display prices like 9.9 yuan, but the 
payment page shows 99 yuan. Many don’t even realize 
how much they’ve spent, and if they do find out, they 
don’t know how to seek redress.” 

In addition, closing ads could be a challenge with invisible or 
fake close buttons designed to force accidental purchases. One 
individual described such features, “As soon as you open the page, 
the first thing that appears is an ad with an almost invisible close 
button in the top right corner, which many older people can’t see and 
end up inadvertently making payments.” 

Red packets, traditionally given as monetary gifts during spe-
cial occasions, have evolved into online formats like WeChat Red 
Packets [106]. However, these digital adaptations have also been 
commonly abused as a fraud strategy. These cultural tokens are 

manipulated through various digital forms, such as fake and click-
baiting red packets that redirect the user to payment pages, causing 
older individuals to mistake fraudulent schemes for legitimate on-
line transactions. For example, one young person recounted, “My 
mom was just watching a video and suddenly paid for a member-
ship through a red packet link. Older people think it’s like the red 
packets we send on WeChat, so they just click and end up paying 
unexpectedly.” 

4.3.4 Limited Consumer Protections. §4.2.4 showed how some younger 
individuals took on the responsibility of recovering losses for the 
elderly. In this process, they encountered multiple challenges in 
helping the seniors protect their rights. 

Lack of knowledge of reporting channels. Many young people 
did not know how to seek redress for unconscious consumption. A 
common trend observed in our dataset was young people sought 
help through social media, either by posting for advice or comment-
ing on similar cases for guidance. For instance, 

Post (Help seeking): “My mom is not very good at 
using a mobile phone. I just discovered that there were 
inexplicable deductions last month. I can’t find the pub-
lic account or anything that the deductions were made 
to, and the records show no information . . . I checked her 
identity information and there was no theft or unau-
thorized subscriptions, so I don’t know if I can get this 
money back.” 
• Comment1 (Solution): “I just went through almost 
the same thing. Just file complaints with each ser-
vice; most will refund directly, some might ask you 
to contact customer service via WeChat and provide 
order numbers.” 

• Comment2 (Help seeking):“Just discovered my el-
derly family member also had mysterious deductions 
by [merchant name] while watching a series. No idea 
how to get a refund, what do I do?” 

• Comment3 (Update from post author): “Thanks 
for the help, everyone. I’ve filed complaints on all 
transactions via WeChat Pay, waiting for further up-
dates.” 

Whether in posts or comments, many young people did not 
know the specific steps to seek redress. Social media partly filled the 
knowledge gap as it enabled younger family members to collectively 
brainstorm and find appropriate redress channels, as well as share 
progress and solutions. 

Difficulties in seeking redress. Even when young people knew 
possible avenues to lodge complaints, they often faced hurdles 
such as unresponsive customer service or false contact details. One 
young person vented, 

“Aside from recovering less than a quarter of the amount 
yesterday, other complaints are either ignored, or they 
provide fake numbers and fake WeChat customer service 
accounts that can’t be searched, or they just say the 
service has been used and tell off the complainers.”. 

4.3.5 Enormous Mental and Financial Stress. The supportive be-
haviors described in §4.2 suggested that such assistance required 
young people to invest significant time and effort. These processes 
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created a dual burden of external and internal pressures for the 
younger generation. 

External pressures include shouldering the family’s financial 
losses and preventing the elderly from being defrauded again. The 
financial burden alone could be crushing, as one young person 
complained, 

“The money is in their hands, and no matter what I 
say, they won’t listen. In the end, I have to clean up the 
mess. I’ve already helped them pay back over 1 million 
yuan. What else can I do? From now on, I won’t take 
responsibility for them anymore. I can’t keep dealing 
with this.” 

Internally, strained family relationships were another major 
source of significant stress. Many younger family members dis-
closed feelings of helplessness and disappointment when dealing 
with this issue. One young person even described these challenges 
as torturous, 

“I’ve been tormented for years. I felt utterly helpless and 
disappointed. Most of our fights have revolved around 
these issues. My mom is stubborn. She won’t listen to me, 
acts irrationally towards scammers with complete trust, 
and becomes impatient and aggressive when discussing 
these matters with me. She refuses to reveal details or 
admit she’s been scammed and even lashes out at me 
for calling out the scammers.” 

In severe cases, the elderly might threaten to cut off relationships, 
as one individual cried for help, “What do I do? My mom wants to cut 
off our mother-daughter relationship!” The strained family relation-
ships had a profound psychological blow to the young generation. 
Moreover, young people faced a moral dilemma between adhering 
to social norms such as filial piety and being firm about protecting 
seniors from fraud. This internal conflict could also significantly 
contribute to younger family members’ mental stress. The stress 
further led to insomnia (“I can’t sleep. I’m having trouble sleeping.” ) 
or a sense of exhaustion and resignation (“I’m tired of it, I won’t let 
them make me pay the money anymore.” ) 

5 Discussion 
In summary, our work provides insights into senior-targeted online 
fraud, younger family members’ support and challenges based on 
a comprehensive analysis of posts and comments in RedNote. In 
this section, we situate our findings in prior literature, reflect on 
the whole support ecosystem against senior-targeted online fraud, 
and propose implications and recommendations for safeguarding 
seniors from online fraud. 

5.1 Situating Findings within the Literature 
5.1.1 Unique help enabled by younger family members. Our find-
ings revealed that younger family members could help identify 
diverse fraud types faced by older adults. Aligning with prior work, 
we identify common types of scams targeting seniors, such as in-
vestment fraud [12, 95], romance fraud [10, 27] and fake payment 
[44] shown in Table 1. Beyond these similarities, we extend prior 
work by revealing fraud types that older adults struggle to recog-
nize, such as unnoticed charges and false advertising of collectibles 

in §4.1. Moreover, younger family members support recognizing 
various fraud details. Previous work showed older adults often did 
not fully understand how their behaviors might expose them to 
risks [71, 73]. We found that younger family members unveiled 
the specific channels and strategies used by fraudsters, such as 
exploitation of social relationships (e.g., tricking seniors via build-
ing connections on WeChat in §4.1) and dark patterns in online 
payment systems (e.g., fake red packets mentioned in §4.3.3). These 
complicated and manipulative mechanisms can be challenging for 
the elderly to detect on their own. This provides empirical evidence 
supporting previous work that many victims may not realize they 
have been scammed for a long time, and it is often family members 
who see through the deception [42, 89]. To this end, we suggest 
future research take a holistic view to examine older adults’ on-
line security, recognizing the sociocultural contexts including the 
support and influence of family models. 

5.1.2 Strong family bonds in Chinese sociocultural contexts. Filial 
piety [48] is an important concept in Chinese culture, which sets 
up the expectations for children to care, respect, and show obedi-
ence to older family members. Filial piety contributes to closer ties 
between family members in Chinese families compared to those 
in Western countries [93]. Tang et al. found that filial piety helped 
seniors feel comfortable seeking help from younger family mem-
bers in technology support, viewing their protection as beneficial 
rather than disempowering [93]. However, our findings revealed fil-
ial piety functioned as a double-edged sword in online fraud. While 
it served as a foundation for family support in anti-fraud efforts, 
seniors leveraged filial piety to compel younger family members to 
accommodate scammers’ requests in 4.3.2, causing enormous pres-
sure on younger family members. Moreover, when seniors trusted 
scammers over their families, it could disappoint younger mem-
bers and halt their support in §4.3.2. Given this, we suggest future 
anti-fraud educational campaigns fostering a balanced understand-
ing of filial piety to encourage mutual respect and communication 
within families and raise awareness about its potential misuse in 
facilitating online fraud. 

5.1.3 Tension between financial security and autonomy. Financial 
autonomy, beyond access, has become a crucial factor in financial 
inclusion [67]. However, our work cautions against the possibility of 
reduced financial autonomy when older adults are exposed to online 
fraud and family members take strict paternalistic approaches such 
as online payment restriction and monitoring in §4.2.1. Different 
from Murthy et al.’s study on family support in general online 
security and privacy, which found that older adults are generally 
open to family members managing their devices and accounts [68], 
our findings reveal that in the context of online fraud, older adults 
often exhibit behaviors such as guarding information and refusing 
help and intervention in §4.3.1 and §4.3.2. We encourage future 
research to propose approaches to balance financial autonomy with 
financial security when designing anti-fraud intervention systems. 
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5.2 Theoretical Insights into the Support 
Ecosystem against Senior-Targeted Online 
Fraud 

Combating senior-targeted fraud involves efforts beyond the victim 
[6, 34, 71, 77]. The family systems theory [7] suggests that when 
addressing a crisis, individuals cannot be fully understood in iso-
lation, but rather as components of a family unit. In the context 
of online fraud, our findings provided empirical evidence, demon-
strating that family members indeed played multiple roles, from 
somewhat controlling behaviors to prevent the fraud to identify-
ing and persuading seniors about the fraud’s existence, providing 
both financial and emotional support in the recovery process and 
educating the elderly about fraud (§4.2). Our empirical findings in 
§4.2 and §4.3 inform a conceptual framework of family support in 
safeguarding seniors against online fraud, as outlined in Figure 3. 
Except for these basic elements, family support also displays three 
important characteristics: 

(1) long-term and evolving. Our findings reveal that family sup-
port for seniors in online fraud scenarios is prolonged and evolving. 
For example, the three-phase identification process in §4.2.2, the 
years-long persuasion efforts described in §4.3.5, and daily emo-
tional care shown in §4.2.4 highlighted the sustained nature of such 
support. Seniors may also fall victim to fraud multiple times, requir-
ing repeated family support as described in §4.3.5. Furthermore, 
younger family members adapt and refine their support behaviors 
over time. For instance, they may seek new redress solutions by 
leveraging advice from social media users in §4.3.4 or update their 
educational materials in response to emerging fraud cases in §4.2.5. 
Given this long-term and evolving feature, we call for future work 
to explore the longitudinal dynamics of family support, such as the 
evolution of supportive behaviors. 

(2) multiple stakeholders. Younger family members often serve as 
mediators, bridging the family with various external stakeholders 
involved in anti-fraud efforts. For example, younger family mem-
bers may turn to the police for assistance in persuading older adults, 
as shown in §4.2.3. §4.3.4 highlighted the difficulties in seeking 
redress through customer service, and social media provided a plat-
form for younger family members to seek help and discuss possible 
solutions. These examples depicted younger family members as the 
primary mediators in obtaining support from other stakeholders. 
Future work should explore strategies to better equip younger fam-
ily members with resources and tools to facilitate their mediation 
role effectively while also examining how other stakeholders can 
collaborate more seamlessly within this support ecosystem. 

(3) latency in support. There may be a mismatch in timing be-
tween the support provided and the occurrence of the fraud. For 
instance, by the time younger family members recognize the fraud, 
financial losses may have already occurred, as described in §4.2.2, 
necessitating post-fraud recovery efforts. This latency is further 
exacerbated by seniors’ guarding of information shown in §4.3.1. 
Therefore, future work could explore ways to conduct timely inter-
ventions from family members, reducing losses and alleviating the 
subsequent burden on younger family members. 

Our conceptual framework provides a novel perspective of family 
support on senior-targeted fraud. We encourage future work to 
empirically validate and expand upon this framework. 
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Figure 3: The conceptual framework of family support 
against senior-targeted fraud. The supportive behaviors are 
highlighted with the blue color and the challenges are show-
cased with the orange color. 

5.3 Practical Implications and 
Recommendations 

5.3.1 Platform interventions. In §5.1, we discussed the necessity 
of balancing online autonomy with financial security. Moreover, 
our findings revealed sometimes older adults actively sought assis-
tance from younger family members, such as asking their children 
to check their accounts, as shown in §4.2.2. Given this, designers 
can develop mechanisms that empower seniors to easily request 
help when needed, satisfying seniors’ need for financial autonomy. 
One potential approach is to integrate a built-in tool on seniors’ 
mobile phones that facilitates seeking advice from family members. 
For instance, older adults encountering financial security concerns 
could click the tool to automatically capture screenshots, highlight 
possible problematic areas, generate concise descriptions of the 
potential issue, and revise under the tool’s guidance if the con-
tent is inaccurate by using advanced technologies (e.g., generative 
AI). The summarized information could then be forwarded to a 
chat interface (e.g., WeChat) for family members to review and 
respond. Alternatively, with the senior’s consent, younger family 
members could remotely access the device to take necessary ac-
tions or demonstrate solutions through the tool. Such a built-in tool 
has the potential to enhance online safety for seniors while also 
reducing tensions between seniors and younger family members. 

However, our findings also revealed that sometimes older adults 
were reluctant to share their online activities and guarded their 
information in §4.3.1, which indicates that an older adult-initiated 
approach may not always work effectively. Additionally, §5.2 high-
lighted the latency in support, emphasizing the importance of timely 
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intervention from younger family members for better protection. To 
this end, designers could consider developing a system that automat-
ically alerts younger family members to intervene promptly under 
specific circumstances, ensuring timely support while maintaining 
a balance between autonomy and security. One feasible solution 
could involve a collaborative approach where older adults and their 
younger family members set a predefined monetary threshold for 
interventions. When a payment exceeds this threshold, the sys-
tem could trigger different actions depending on different payment 
stages. For instance, before payments, it could actively prompt older 
adults, asking whether they wish to discuss the payment with a 
younger family member, summarize payment details (e.g., prod-
uct descriptions, payment links) and share them through a chat 
interface for discussion. During transactions, the tool could require 
explicit verification from younger family members, temporarily 
blocking the transaction until approval is granted. After payments, 
it could send notifications of transactions beyond the threshold to 
younger family members, enabling them to follow up as necessary. 
For specific designs, we call for future research to focus on co-
designing such support models through workshops or participatory 
design, involving older adults, their families, and other stakehold-
ers like caregivers and communities to identify older adults’ needs 
for flexible support models while ensuring online autonomy and 
financial security. Generalization of design implications to other 
countries may require consideration of family dynamics within the 
local sociocultural context. 

In addition to the intergenerational support model, there are 
other design implications worth considering. For instance, §4.3.3 
highlighted the presence of dark patterns, such as overly convenient 
password-free payment options, fake close buttons, etc. Relevant poli-
cies should explicitly address these issues to promote accountability. 
Additionally, we observed that red packets were exploited in various 
fraud types, indicating their significant appeal to seniors (Table 
1). A possible design solution is a warning message in interfaces 
involving red packets to alert seniors. We suggest researchers and 
designers systematically evaluate how fraud-checking nudges in 
online payments could prompt seniors to think carefully before 
proceeding. 

5.3.2 Education for older adults. Drawing on our findings about 
older adults’ guarded behavior and refusal of intervention in §4.3, 
educational materials should highlight the critical role of family 
members in anti-fraud. In the Chinese context, where filial piety 
and the authoritative or authoritarian position of seniors are in-
grained [21], educational efforts should challenge superiority-based 
perspectives that undermine younger family members’ roles in rec-
ognizing and preventing online fraud. For example, new anti-fraud 
guidelines could explicitly showcase that distrusting family mem-
bers and guarding information from younger family members shown 
in §4.3.1 and §4.3.2 are the common brainwashing tactics used by 
scammers. Prior research also noted that US older adults were often 
unwilling to disclose fraud experiences to family members due to 
concerns about losing family status, trust issues and others [77], 
indicating that this implication might hold value for other contexts 
as well. 

Additionally, an interesting phenomenon was observed in §4.2.5 
that younger family members simulated fraudsters to raise seniors’ 

awareness of potential fraud. Existing research has also explored 
fraud simulation as a method to directly capture the behavioral 
response to attempted fraud “in the wild” [62], providing an immer-
sive and realistic experience. Inspired by this, future work could 
explore simulating real-life fraud scenarios through customized 
education tools tailored to various fraud types, channels, and strate-
gies based on §4.1, enhancing seniors’ comprehensive fraud pre-
vention literacy. Future designers could consider potential sim-
ulation formats, such as gamified fraud simulations or AI-based 
real-life simulations. For example, exploitation of social relationships, 
a common fraud tactic mentioned in §4.1, often involves interactive 
relationship-building, which could be simulated using AI to edu-
cate seniors. However, designers must consider ethical issues. For 
instance, explicitly labeling it as an education tool might reduce 
its effectiveness, as older adults could develop preemptive aware-
ness, while not disclosing this could create artificial stress or be 
perceived as deceptive, even if deception has been used in previous 
work [62]. The use of AI introduces another crucial question regard-
ing whether and how to disclose its involvement. Future research 
should also pay attention to whether prolonged interactions might 
lead older adults to over-engage with or believe the false narratives 
created by these simulations. 

5.3.3 Support needed for younger family members. In §4.3, we 
found that the supportive process involves numerous challenges 
faced by younger family members. Our findings in §4.3.4 showed 
younger family members could discover potential solutions on so-
cial media. Additionally, social media allows them to gather new 
fraud cases, which could be used to educate seniors about emerg-
ing threats mentioned in §4.2.5. Therefore, facilitating the use of 
social media to seek help and discuss online fraud-related solutions 
might benefit more families. To this end, future designers could 
consider creating a dedicated discussion space on social media 
specifically for senior-targeted anti-fraud, allowing information to 
be more centralized and accessible. Platforms may consider how 
to prevent discussions from being exploited by scammers, such 
as implementing robust authentication mechanisms, to ensure a 
secure and trustworthy environment. 

Furthermore, we call for the participation of more stakeholders 
in the discussion space on social media. As highlighted in §4.2.5, 
one notable challenge younger family members face is strained 
family relationships, particularly when efforts to persuade seniors 
result in conflict. A compelling example from §4.2.3 involved a 
younger family member “@” the older adult in a discussion thread, 
prompting another user to assist in persuasion. To alleviate the 
emotional stress on younger family members, inviting more stake-
holders, such as police representatives, community members or 
psychologists, to join the conversations might make it easier to con-
vince seniors and probably foster harmonious family relationships. 
Additionally, the participation of policymakers and law enforce-
ment officials could also be beneficial. For instance, as illustrated in 
§4.3.4, family members faced significant challenges when seeking 
external help—e.g., filing a report was not accepted by the police 
if the elderly did not acknowledge being scammed. Policymakers 
could use related insights from social media discussions to address 
practical challenges and develop human-centric strategies. While 
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specific discussions on social media are rooted in the unique cul-
tural and policy context of China, these design implications, such as 
the dedicated discussion space on social media and the participation 
of more stakeholders, could be adapted to benefit other regions. 

5.4 Limitations 
First, younger family members may selectively highlight roles or 
actions that are more favorably perceived by their audience, poten-
tially influenced by social desirability bias [37]. Additionally, our 
data may not include all viewpoints, such as those of seniors, local 
communities, and official departments. We advocate for future re-
search to adopt a multi-stakeholder approach, incorporating diverse 
perspectives and data sources to better understand younger family 
members’ roles and seniors’ experiences with fraud. Second, while 
we utilized social media to gather a diverse range of viewpoints, 
our sample might not be fully representative of all older adults 
in China. We call for future work to validate and cross-compare 
our findings by exploring a larger corpus of data through quanti-
tative or computational methods. Third, while the perspectives of 
younger family members provide valuable supplementary insights 
into senior-targeted fraud, it is important to clarify that this ap-
proach is not necessarily superior to direct interviews with older 
adults. Rather, it offers an alternative lens to enrich our understand-
ing with different nuances. Fourth, as our research was conducted 
on a Chinese platform, some findings might not generalize globally. 
Fifth, our dataset shares common limitations with all analyses based 
on social media data. We cannot fully ensure the credibility of each 
post and user profile. If the posts contain false or exaggerated infor-
mation or users fill in fake profiles, we might not be able to detect it. 
Moreover, due to potential changes in dataset collection stemming 
from RedNote’s contextual similarity-based search mechanism, the 
repeatability of this research cannot be guaranteed. However, our 
findings are based on a thematic analysis of the entire dataset rather 
than conclusions from individual posts, which helps mitigate the 
credibility issue and ensure the representativeness of the findings. 
We hope future work will validate these findings through more 
empirical methods, such as interviews and surveys. Finally, the 
demographic characteristics of RedNote’s users, predominantly 
young and female [32], could have influenced the findings reported 
in our study. 

6 Conclusion 
Family support is a significant component in senior-targeted on-
line fraud. This work makes the first attempt to investigate the 
younger family members’ roles in safeguarding seniors from on-
line fraud. To achieve this, we conducted a thematic analysis of 
124 posts with 16,872 comments related to family support against 
senior-targeted fraud on RedNote, one of the largest life-sharing 
platforms in China. Our results highlight seniors’ vulnerabilities 
in online fraud, younger family members’ supportive behaviors 
across different stages, and challenges in family support. To con-
clude, we propose a conceptual framework of family support in 
senior-targeted online fraud and suggest actionable implications 
for senior’s online security within the multi-stakeholder ecosystem. 
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