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Abstract 
A new form of human trafficking has emerged across Chinese bor-
ders, where individuals are lured to Southeast Asia with fraudulent 
job offers and then coerced into operating online scams. Despite 
its massive economic and human toll, this scam-driven trafficking 
remains underexplored in academic research. Through qualitative 
analysis of 158 RedNote posts, we examined how Chinese online 
communities respond to this threat. Our findings reveal that per-
petrators exploit cultural ties to recruit victims for cybercriminal 
roles within self-sustaining compounds, using sophisticated manip-
ulation tactics. Survivors face serious reintegration barriers, includ-
ing family rejection, as the cultural values that enable trafficking 
also hinder their recovery. While communities present protective 
strategies, efforts are complicated by doubts about the reliability of 
support and cross-border coordination. We discuss key implications 
for prevention, platform governance, and international coopera-
tion against scam-driven trafficking. Warning: This paper contains 
descriptions of physical, psychological, and sexual abuse. 

CCS Concepts 
• Human-centered computing → Empirical studies in HCI ; • 
Security and privacy → Human and societal aspects of security 
and privacy. 
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1 Introduction 
The rapid expansion of digital technologies has transformed human 
trafficking into hybrid forms of exploitation that extend beyond tra-
ditional labor and sexual coercion. Increasingly, traffickers deploy 
technology-enabled tactics that are broader, faster, and harder to 
detect. This phenomenon, often described as “cyber slavery” [60], in-
volves individuals deceived by promises of lucrative jobs, trafficked 
across borders, and forced to work in scam compounds running 
large-scale online fraud operations. 

Recent reports highlighted China as one of the primary sources 
of human trafficking. In 2023 alone, Chinese authorities announced 
the arrest of over 50,000 fraud suspects and the disruption of or-
ganized networks in Myanmar’s border region [59]. A report pub-
lished by the Office of the United Nations High Commissioner 
for Human Rights (OHCHR) in 2023 estimated that hundreds of 
thousands of people are trapped in cyber-scam compounds across 
Southeast Asian countries near Chinese borders, such as Cambodia, 
Myanmar, and Laos, generating approximately $43.8 billion annu-
ally for criminal networks [77]. At least 120,000 individuals were 
reportedly forced into scam labor in Myanmar and another 100,000 
in Cambodia [77]. This modern form of human trafficking blurs 
the victim-perpetrator boundary [116], as trafficked individuals are 
compelled to commit crimes against others while being victims 
themselves. 

Technology plays a dual role in this ecosystem. Traffickers ex-
ploit mobile phones, social media platforms, and encrypted com-
munication tools to recruit, control, and monitor victims [85, 101]. 
However, with increasing usage of social media [95], it provides 
vital spaces where survivors, families, and concerned users share 
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warnings, coordinate rescue efforts, and build collective knowl-
edge about trafficking operations, mirroring the broader online 
safety and well-being research showing how users and communi-
ties develop narratives around experiences of risks and protective 
strategies and provide peer support [50, 130]. 

Despite its severity, scam-driven human trafficking remains criti-
cally underexplored in the academic literature. Existing work in this 
setting has largely examined institutional responses and broader sex 
and labor exploitation [79, 102], along with compound structures, 
governance dynamics, and legal responses [44, 77, 111]. Empiri-
cal studies show that traffickers recruit educated, digitally skilled 
victims through fake job advertisements, operate within layered 
criminal networks enabled by weak governance, and force vic-
tims to conduct scripted online fraud under violent enforcement 
regimes [44, 52, 63, 64]. Regional studies have traced how cyber-
fraud industries have migrated from China into Southeast Asia, 
supported by weaker governance, complicit local authorities, and 
money-laundering infrastructures [12, 24, 61]. 

Building on prior work examining institutional responses or 
isolated survivor accounts, we focus on how victims and commu-
nities themselves perceive risks and develop protective strategies 
in the digital space of scam-driven human trafficking. From this 
lens, we can understand how different stakeholders exchange in-
formation and support across the full trafficking lifecycle, as well 
as the cultural and socio-technical dynamics that shape commu-
nity responses when institutional interventions prove inadequate. 
Specifically, we address four research questions: 

• RQ1: What recruitment tactics for scam-driven human traf-
ficking do RedNote users recognize? 

• RQ2: What exploitation and control mechanisms in scam-
driven human trafficking are shared by RedNote users? 

• RQ3: What post-trafficking outcomes and reintegration chal-
lenges are identified by RedNote users affected by scam-
driven human trafficking? 

• RQ4: How do RedNote users share and evaluate protective 
strategies against scam-driven human trafficking? 

To answer these questions, we conducted a qualitative content 
analysis based on 158 posts sampled from RedNote, a popular 
Chinese social media platform that has recently become a valu-
able data source for researchers [18, 115, 129]. Our findings reveal 
how perpetrators weaponize Chinese kinship ties and filial duties 
throughout the trafficking lifecycle. During recruitment (RQ1), 
scammers’ strategies extend beyond generic social ties identified 
by prior work [52, 63]: they exploit trust embedded in kinship and 
cultural expectations, while the boundary between voluntary par-
ticipation and coercion becomes blurry for victims. While certain 
groups are especially vulnerable, including “left-behind youth”— 
rural children whose migrant-worker parents leave them with a 
weak social safety net, even highly skilled individuals are not im-
mune and are specifically targeted in recruitment for multilingual 
abilities or other competencies valuable to scam operations. Once 
trafficked (RQ2), survivors endure continuous, multi-layered abuse 
in scam compounds, while operators further weaponize kinship 
and cultural ties to extract ransoms from families. Upon escape, 
survivors seeking reintegration (RQ3) face family rejection, un-
certain legal consequences, and public shaming for being “greedy” 

or “gullible,” in stark contrast to the sympathy typically afforded 
to abuse survivors [84]. When institutional channels prove inade-
quate, RedNote users develop their own protective strategies (RQ4), 
including grassroots rescue networks and targeted warnings for vul-
nerable groups. These community efforts raise broader awareness 
and address gaps left by formal support systems. 

Situating our work within the HCI literature [86, 89, 100, 119], we 
discuss pathways to protect survivors of scam-driven human traf-
ficking, including culturally and socially informed digital safenets, 
content moderation on traumatizing topics and narratives, and 
efforts related to cross-border rescue. 

For the rest of the paper, we review related work on human 
trafficking and online safety discourse (§2), then describe our quali-
tative methodology for analyzing RedNote posts (§3). We present 
findings organized by our four research questions (§4) and discuss 
implications for culturally informed interventions, platform design, 
and cross-border support systems (§5). 

2 Background and Related Work 
Below, we introduce the background for our study on scam-driven 
human trafficking, a pressing threat that involves deceiving vic-
tims through false employment promises and coercing them into 
cybercrime operations across international borders. 

2.1 Exploitation in Human Trafficking 
Exploitation in human trafficking has historically been framed 
around sexual and labor exploitation, including physical violence, 
psychological manipulation, and economic coercion [48, 78]. More 
than half of survivors report physical or sexual abuse, while psycho-
logical coercion creates emotional dependencies that isolate victims 
from support networks [70, 79, 102]. Economic mechanisms such as 
debt bondage, confiscation of documents, and wage withholding fur-
ther entrench dependency and limit mobility [101]. These practices 
are shaped by inequalities, with marginalized groups dispropor-
tionately targeted and subjected to slavery-like conditions [58, 98]. 
Beyond sex and labor exploitation, trafficking also involves forms 
of exploitation such as domestic servitude, organ trafficking, and 
criminal exploitation, though these remain comparatively under-
researched [14]. Recent work has highlighted that victims are in-
creasingly coerced into illicit activities such as cybercrime, which 
blurs the boundary between victims and perpetrators [116]. 

With the rapid development of China’s economy and societal 
transformation, fraud has also exhibited a trend towards digital-
ization. As Chinese authorities intensify cross-border crackdowns 
and repatriations with Southeast Asian partners, Chinese nationals 
remain a major share of both victims and perpetrators in scam com-
pounds [26]. Victims deceived with fraudulent job offers are coerced 
into cyber-fraud operations within heavily guarded compounds, fac-
ing strict quotas, extended hours, and violent punishments for non-
compliance [41, 42]. Testimonies have shown that traffickers train 
victims to fabricate online identities and carry out “pig-butchering” 
scams that combine romantic persuasion with fraudulent invest-
ment schemes [75, 93, 116, 123]. Wang [116] showed how trafficked 
workers undergo coerced identity shifts that sustain their dual 
status as both exploited and criminalized. 
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While recent research has relied primarily on interviews, NGO 
reports, and legal proceedings, less attention has been paid to how 
Chinese survivors and communities interpret these exploitative 
practices in digital spaces. Our study addresses this gap by examin-
ing how users recognize, describe, and evaluate the mechanisms of 
scam-driven human trafficking through RedNote data. 

2.2 Human Trafficking in the Digital Era 
Human trafficking is defined as the exploitation of individuals 
through force, fraud, or coercion for involuntary labor or sexual 
activity [110]. Kleemans and Smit [49] conceptualized trafficking as 
a linear process involving recruitment, transportation, and exploita-
tion. Digital technologies have transformed the methods traffickers 
use to recruit, control, and exploit victims. Mobile phones, social 
media platforms, and chat applications are central tools for contact-
ing victims, advertising services, and coordinating transactions in 
sex and labor trafficking contexts [51]. Technology also amplifies 
coercion beyond traditional forms of physical and psychological 
abuse. As Stephenson et al. [101] demonstrated, human traffickers 
exert real-time control of survivors via location trackers such as 
Apple’s FindMy, covert monitoring apps, and contact surveillance. 

While the existing scholarship on sex and labor trafficking em-
phasizes recruitment through social media and escort websites, 
scam-driven trafficking in Asia operates through “forced crimi-
nality,” wherein victims are deceived into cyber-fraud operations 
where they are compelled to use digital tools to target new victims, 
effectively turning coercion into a scalable digital labor system, 
a phenomenon journalists referred to as “cyber slavery” [35, 41, 
93]. These operations are concentrated in border regions such as 
Myawaddy in Myanmar, where numerous scam compounds have 
been documented. Regional work traces how cyber-fraud indus-
tries moved from China to Southeast Asia, exploiting weak gov-
ernance and legal loopholes. Franceschini et al. [24] detailed this 
shift through a case study of Sihanoukville, Cambodia, while others 
described protection by political elites in Cambodia and military-
linked actors in Myanmar [61, 111]. Institutional reports frame 
scam compounds as part of transnational organized crime. In 2023, 
OHCHR [77] called for cross-border cooperation and emphasized 
the non-punishment principle for coerced victims. 

While news reports highlight rapid growth in scam compounds 
and mass trafficking into cyber-fraud hubs with statistics [69, 88, 
125, 126], empirical studies add more granular views. Luong [63] 
analyzed Vietnamese case files and police interviews and showed 
that traffickers target educated victims through fake job adverts 
in layered criminal networks. Jesperson et al. [44] studied eight 
Southeast Asian countries and identified enabling institutional and 
economic conditions, including targeting highly educated workers, 
reversed migration flows from wealthier to poorer countries, and 
dual victimization of both trafficked workers and scam targets. 
Lazarus et al. [52] drew from a Bangladeshi survivor’s testimony to 
outline six stages from recruitment to escape and show how victims 
are coerced into scripted online fraud. 

In terms of institutional support for human trafficking survivors, 
counter-trafficking efforts in the US rely on hotlines, communi-
cation apps, and online awareness campaigns that allow victims 

and families to seek help remotely and enable NGO coordina-
tion [23], while institutional support for Chinese human-trafficking 
victims heavily relies on law enforcement and official anti-scam 
apps [30, 127]. However, rising evidence has shown that people 
have found these channels limited or inaccessible, thus turning to 
social media to share information, mobilize support, and seek help 
directly under public safety crisis [5, 83, 95]. This trend highlights 
that social media is not only a site of risk, where traffickers recruit 
and exploit, but also a critical source of support and community 
resilience. 

For methodologies, news coverage tends to focus on high-profile 
cases and rescue operations, which could be subject to media ide-
ology and political environments [103]. Past academic research 
has documented trafficking organizations, economic impacts, and 
survivor experiences, mostly through interviews and official re-
ports outside China [44, 52, 63, 64]. Chinese Internet users’ own 
perspectives on how they understand risks, exchange support, and 
navigate reintegration in everyday digital spaces remain under-
studied, despite being a major victim group and a primary trafficker 
nationality [63]. Our study addresses this gap by analyzing posts 
on RedNote, a Chinese social media platform where users actively 
discuss safety risks, help-seeking, and reintegration under crisis in 
their own narratives. 

2.3 User Perception and Online Safety Discourse 
Online communities develop their understandings of risk through 
shared narratives, warnings, and interpretive frameworks that often 
operate alongside or in tension with official safety guidelines [50, 
72, 120]. Research on adolescent online safety has demonstrated 
how users interpret linguistic and emotional cues to distinguish safe 
from unsafe interactions [4], while research on family dynamics has 
highlighted tensions between trust, autonomy, and protective strate-
gies [31]. These perspectives underscore that users are not passive 
targets but actively co-construct safety practices in digital spaces. 
Research in security and privacy has shown how online discussions 
can reveal everyday safety concerns and coping strategies, from 
smart homes to software development [3, 6, 54, 56, 107, 112, 122]. 
In particular, human-centered security research has examined how 
users detect online scams leveraging URLs and browser security 
indicators [19, 21, 97, 106] and the barriers users encounter during 
their sense-making process [20, 74, 119]. Recent work has also lever-
aged online forums to analyze scam-related discourse, showing that 
communities collaboratively dissect fraudulent tactics, reconstruct 
scam lifecycles, and share step-by-step prevention guidance [76]. 
Community resources can update faster than institutional advi-
sories and offer granular, platform-specific advice. These inves-
tigations highlight how personal narratives on digital platforms 
often serve as user-driven strategies for interpreting, flagging, or 
resisting perceived harms. 

Cultural and political contexts further influence online safety 
discourses, particularly for sensitive or controversial topics [18, 108, 
132]. In the Chinese context, Deng et al. showed how filial piety mo-
tivated people to seek online safety advice for parents [18], and He 
et al. discovered that social media commodified the safety concerns 
of Chinese women [33]. This is also manifested in the moderation 
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policies of online platforms, which drove Chinese users to use in-
direct expression and re-appropriate hashtags when articulating 
threats and maintaining online safe spaces [65, 80, 115, 124]; while 
weaker moderation can also push communities to create local safety 
norms and workaround practices [92]. These patterns are relevant 
to trafficking-related discussions, which share features with other 
forms of online exploitation, such as grooming and sextortion [90]. 

Prior work explains how individuals actively interpret risks, 
co-construct safety narratives and adapt to platform governance. 
However, much existing research in HCI focuses on phishing and 
general forms of online fraud in Western contexts. Emerging stud-
ies in China have begun to analyze social media users’ discourse 
and responses to both public and individual safety crises, includ-
ing the COVID-19 pandemic [62], mental health issues [130], and 
gender-specific harms [33], highlighting how these dynamics are 
shaped by unique cultural, social, and technological environments 
in China. Scam-driven human trafficking in China, however, ex-
tends far beyond individual safety risks in contexts like email-based 
phishing, and instead represents a systematic public crisis involving 
sophisticated digital and physical fraud schemes, the exploitation of 
digital labor, and ambiguous online governance spaces and support 
systems. Despite its complexity and societal impact, there remains 
a lack of holistic research examining how Chinese Internet users 
respond to different phases of scam-driven human trafficking and 
collectively construct protective discourses in this rapidly evolv-
ing, sensitive, and often contentious context. Addressing this gap 
motivates our study. 

3 Method 
To understand human trafficking driven by scams from a user-
centric perspective, we collected relevant posts on RedNote, a major 
Chinese social network, and conducted qualitative content analy-
sis to uncover insights at different stages of scam-driven human 
trafficking. 

3.1 Data Source 
We chose social media platforms as our data source for studying 
scam-driven trafficking discourse because they capture diverse user 
narratives about the full life-cycle of trafficking experiences in 
an ecologically valid setting. Specifically, we selected RedNote, a 
rapidly growing Chinese social media platform launched in 2013 
that combines features from Instagram and TikTok, supporting 
lifestyle-oriented content through text, photos, and videos [40, 105]. 
By 2025, RedNote had over 300 million monthly active users, with a 
user base largely composed of young people, who are disproportion-
ately targeted by trafficking [8, 113]. RedNote has gained increasing 
attention in HCI research as the study site for Chinese users on 
topics related to online safety and discourse analysis of personal ex-
periences [18, 33, 55, 115]. It particularly aligns with our research ob-
jectives as RedNote emphasizes individual perspectives and global 
experiences of Chinese users within a unified app [128], which 
allows analysis of firsthand accounts of experiences and protection 
practices regarding cross-border scam-driven human trafficking. In 
contrast, other platforms such as Douyin (the domestic version of 
TikTok) maintain separate domestic and international versions or 
host limited relevant content. Our preliminary exploration indicates 

that RedNote posts contain richer personal narratives about scam-
driven human trafficking. Searches on Weibo, another candidate 
mainstream social media platform in China returned fewer such 
narratives and were dominated by official announcements, likely 
a result of the platform’s content moderation policies [133, 134], 
making it less suitable for our purposes. 

3.2 Data Collection 
To identify posts relevant to scam-driven human trafficking from 
RedNote, we collected publicly available content from RedNote 
using MediaCrawler [73], which queries RedNote’s web API to 
automate keyword-based search and post download. To mitigate bi-
ases introduced by personalized recommendations, we used a fresh 
RedNote account for data collection. RedNote’s search feature relies 
on contextual similarity rather than strict keyword matching [18]. 

Our search term selection drew upon the trafficking-related liter-
ature, media reports, and online discussions to ensure we covered 
a diverse topic representation for different aspects and stages of 
scam-driven human trafficking. We include 26 keywords under four 
main groups of key terms: (1) core trafficking terminology (“human 
trafficking”), (2) scam-related terms (“high-paying labor” and 
“overseas job scam”), (3) geographic targets that incorporate 
specific high-risk regions frequently mentioned in trafficking dis-
course (“Northern Myanmar” and “Myawaddy campus”), and (4) 
victim experience terminology that captures first-hand narratives 
(“trafficking experience” and “abduction experience”). We 
started with terms that are broad in scope, formed and tested more 
specific terms by snowball sampling from the key terms and tags 
in the collected samples initially. Data collection was completed in 
January 2025, and a total of 6,639 posts were retrieved. 

We used a comprehensive keyword set to cover more posts from 
different perspectives, as each search returned around 200 to 300 
posts. We collected posts by searching each of the 26 terms. Our data 
exploration showed that posts containing particular tags about en-
tertainment and lifestyles (e.g., dramas and food recommendations) 
are largely irrelevant to user narratives of scam-driven human traf-
ficking. Therefore, we excluded posts associated with these tags. 
As a result, our collected posts include keywords and tags subject 
to the logic (human trafficking OR high-paying labor OR 
... OR Cambodian scam) AND NOT (Korean drama OR Daily 
drama-watching OR ... OR Food and fun). We show the list of 
keywords and excluded tags in Appendices A and B, respectively. 
After removing duplicated entries using each post’s unique ID, we 
retained a dataset that includes 4,499 posts, with post dates ranging 
from December 2018 to January 2025. 

3.3 Data Filtering and Sampling 
Despite initial scoping using key terms and tags, the dataset still 
contained posts that were irrelevant to scam-driven human traf-
ficking, e.g., human trafficking without connections to scams. We 
discussed and established the relevance criteria that a post should 
contain relevant information about scams and human trafficking, or 
cross-border human trafficking between China and Southeast Asia 
that is connected to scam operations. These posts include types 
such as users’ first-hand experiences, commentary on related news, 
and information-seeking posts. We employed a Chinese LLM (large 
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language model) qwen2.5-3b to complement our manual efforts 
to identify relevant data points, following prior work that adopts 
similar semi-automated approaches [120]. 

We developed a prompt (Appendix C) for qwen2.5-3b to identify 
candidate posts for subsequent manual validation. Final inclusion 
decisions were made by the authors through close verification. We 
ran qwen2.5-3b locally over the full corpus of 4,499 posts and 
retrieved 1,955 candidate posts for manual review. 

To assess screening quality, we randomly sampled 100 posts 
from the full corpus (44 predicted as relevant by the model and 
56 predicted as irrelevant) and had the first two authors indepen-
dently annotate relevance as ground truth, using a deliberately 
permissive inclusion criterion that considers borderline posts as 
relevant candidates. For example, we treated posts that mention 
scam-driven human trafficking only via hashtags as relevant candi-
dates for manual filtering. This permissive criterion was designed 
to evaluate the model’s ability to flag any post that plausibly fell 
within our final inclusion scope. Inter-rater agreement was high 
(Cohen’s 𝜅 = 0.98), indicating consistent application of the crite-
ria. The model achieved 84% accuracy and a false negative rate of 
8.8% in identifying candidate posts for human validation. Upon 
closer manual examination, we found that posts missed by the 
filter model were typically borderline or low-information cases 
(e.g., #human_trafficker appeared in the hashtags, but the body 
text discussed unrelated topics or lacked substantive detail). These 
missed posts therefore would not contribute confident, substantive 
information even if included in the qualitative analysis. 

Using qwen2.5-3b, we obtained a subset of 1,955 candidate posts 
from our dataset. We drew random samples from the candidate posts 
and then jointly validated and further refined the samples by the 
first two authors as the coders. We removed posts unrelated to scam-
driven human trafficking and excluded those without substantive 
information (e.g., scam reports with no link to overseas trafficking 
and scam compounds and domestic missing-person cases without 
suspected trafficking to scam compounds) and resolved ambiguous 
cases during team meetings. As a result, our final data sampled and 
coded for analysis included 158 posts, during which we reached data 
saturation [96] when establishing our codebook used in thematic 
analysis using the first 93 posts sampled. 

3.4 Qualitative Content Analysis 
We conducted open coding for our thematic analysis. Our initial 
codes are built on Kleemans and Smit’s linear model of recruitment, 
transportation, and exploitation in human trafficking [49]. Never-
theless, existing models missed the details in the user narratives 
of scam-driven trafficking documented on social media. To derive 
fine-grained codes and insights, the first author first familiarized 
themselves with the dataset and developed initial codes and themes. 
The second author jointly coded the dataset and contributed to 
the code refinement and interpretations. The two coders worked 
closely together, meeting weekly to reconcile disagreements and 
ambiguities in the codes and definitions. The wider team was in-
volved throughout the process to review the codebook and help 
refine the coding scheme. The first author then reapplied the up-
dates and revisions to the coded data, ensuring consistency. The two 
coders established our initial codebook using 60 posts, for which 

we applied axial coding [15] to identify associated codes and form 
a hierarchy. After that, we further coded data and monitored data 
saturation [96]. We observed data saturation using 93 posts, after 
which we continued to code 65 posts. 

Throughout the analysis, we adopted a reflexive thematic analy-
sis approach [7], treating researchers as active interpreters rather 
than interchangeable coders applying fixed categories. The varied 
expertise within our team in HCI, online security and safety, and 
cybercrime supported a richer understanding of nuances in the data. 
Following qualitative practice in HCI [67], we prioritized iterative 
discussion and collective sense-making rather than independent 
coding agreement. Inter-rater reliability metrics are not appropriate 
for this analytic approach [7] because IRR assumes stable categories 
and would constrain the interpretive flexibility needed to capture 
the complexity of user narratives. We provide our codebook in Ap-
pendix D, which includes 52 codes and 91 fine-grained sub-codes. 

3.5 Ethical Considerations 
Our research was approved by the Ethics Committee of the School 
of Informatics, University of Edinburgh. We paid careful atten-
tion to ensuring ethical research practices, particularly in handling 
sensitive content and user information, although the posts are al-
ready publicly available. We removed all usernames and identifiers 
when presenting our analysis. We further paraphrased and man-
ually translated our quotes from Chinese to English to minimize 
re-identification of post authors via direct searches on RedNote. 
Each quoted post in our reported findings is indexed by a unique 
label (e.g., P-e8Y), where P denotes Post and the alphanumeric suffix 
was randomly generated. These labels serve solely to distinguish 
between different posts. Our analysis focuses on aggregate insights, 
and we did not attempt to or intend to trace, contact, or profile 
individual users. To reduce the risk of undue platform strain, we 
did not collect more than 300 posts per day. The Chinese LLM 
we used is hosted locally without sharing data with a third party. 
Our study team members were informed of the topic and concerns 
for analyzing the potentially triggering content, and we carefully 
monitored the mental well-being of team members throughout the 
project. Team members took structured breaks to limit prolonged 
exposure to sensitive materials and rotated between different tasks. 
Institute-provided counseling services were available to the re-
search team throughout the project. Our study aims to benefit and 
inform stakeholders to reduce future safety harms for online users. 

3.6 Limitations 
Our study has several limitations. First, our dataset is drawn exclu-
sively from RedNote, a single Chinese social media platform. While 
RedNote provides rich and diverse narratives of scam-driven human 
trafficking, these accounts may not represent experiences discussed 
on other platforms or offline contexts. Relatedly, our keyword-based 
crawling approach, which is limited by RedNote’s search interface 
as well as content policy, may lead to bias in the post distribu-
tion. Thus, we encourage future work to cross-compare multiple 
platforms and derive a more comprehensive understanding of the 
online ecosystems. Our filtering combined automated classification 
with manual validation. While the model achieves a good accuracy, 
automated classification may have excluded some relevant posts 
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Target characteristics 

Kinship connections 

Financial vulnerabilities 

High skill, low awareness 

Limited social support 

Recruitment approaches 

Social media and telecom 

Impersonation 

Fake promise under reward 

Underground business 

RQ1: Recruitment 

Exploitation types 

Roles in scam operation 

Ransom & debt 

Sexual exploitation 

RQ2: Exploitation & control 

Control mechanisms 

Normalized physical abuse 

Psychological manipulation 

Self-sustaining compound 

Outcomes 

Desperation in escape 

Abandonment & death 

Active grassroot teams 

RQ3: Reintegration 

Reintegration 

Trauma & recovery 

Family & social expectation 

Coordination with rescue 

Legal proceedings 

Self-defense 

Early assessment 
& trusted contact 
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Figure 1: Overview of our findings mapped to scam-to-trafficking phases and research questions: RQ1 characterizes recruitment 
targets and approaches, RQ2 summarizes exploitation and control mechanisms, RQ3 captures post-trafficking outcomes and 
reintegration barriers, and RQ4 outlines protective strategies, including self-defense, institutional support, and public exposure. 

that refer to incidents of scam-driven human trafficking but contain 
too little textual information to assess their relevance. Additionally, 
our analysis focuses on textual elements of safety discourse, and 
we encourage future work to examine multimodal data such as im-
ages and videos, which may shed light on different communication 
strategies and offer complementary insights. Last, our qualitative 
analysis centers on self-reported narratives shared by those who 
voluntarily post on social media, and these voices may differ from 
those that remain silent due to barriers, including trauma, memory 
lapses, or self-preservation. 

4 Findings 
Our findings provide a comprehensive understanding of how scam-
driven trafficking is understood and discussed on social media in 
China. We first report findings around recruitment tactics for scam-
driven cross-border human trafficking recognized by RedNote users 
in §4.1. We then describe results from our analysis on the exploita-
tion and control mechanisms shared by RedNote users in §4.2. Then, 
findings about the post-trafficking outcomes and reintegration chal-
lenges identified by users affected by scam-driven trafficking are 
presented in §4.3. Finally, we show how RedNote users share and 
evaluate protective strategies against scam-driven human traffick-
ing in §4.4. Figure 1 shows an overview of our findings. 

4.1 RQ1: Recruitment 
In this section, we discuss the recruitment tactics for scam-driven 
cross-border trafficking as recognized and discussed by RedNote 
users. RedNote users have identified a range of targeted tactics, 
leveraging people’s differing cultural, financial, and educational 

backgrounds in China (§4.1.1) when recruiting or defrauding people 
for scam-driven human trafficking (§4.1.2). 

4.1.1 Target characteristics. RedNote posts collectively reveal four 
key target characteristics that perpetrators exploit. Our analysis 
showed that recruitment scams consistently leverage people’s fi-
nancial vulnerabilities and traditional Chinese kinship culture. Per-
petrators specifically look for potential victims who possess skills 
for scam operations while having limited protection against ex-
ploitation. 

Kinship and cultural connections. In multiple cases, perpe-
trators exploited family ties and cultural connections when ap-
proaching initial targets and abusing trust. P-e8Y gave an example 
of a recruitment scam spread through family networks. The tar-
get carried the thought that “there is no way my [her] own sister 
would scam me [the target]”, who also received ¥50,000 upfront from 
her sister, luring her, and eventually several other senior family 
members, to migrate to Cambodia for fraud working. 

Community interpretations on RedNote suggest that such ex-
ploitation operates through the unique kinship ties in China [13] 
where shared local identities, family and clan reputations, and 
lineage-based networks provide falsely justified legitimacy and 
recruitment opportunities. Multiple RedNote posts point out that 
the perpetrators and victims are from the Fujian Province, which 
is a major hub of overseas migration from China and is associ-
ated with one of the largest online scam networks globally [1]. 
For example, in P-Nh4, a proclaimed insider commented that “al-
most all managers are Fujianese” for a scam compound in the Shan 
State, Myanmar. Another poster condemned these perpetrators and 
thought they “brought massive negative impacts to the clan and the 
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society and would possibly deserve expulsion from their pedigrees”, 
which further showcases how the traditional kinship culture shapes 
people’s understanding of modern cybercrime (P-Jo7). 

Beyond initial recruitment, P-U0v discusses that victims’ kinship 
ties can be further unwillingly exploited during forced recruitment 
scam production, as the perpetrators will be “squeezing the last bit 
of use from victims and forcing them to proclaim to relatives and 
friends their infinite success abroad” to lure more victims to scam 
compounds. This example further reflects the broader social codes 
in China, i.e., the so-called guanxi [11], where perpetrators exploit 
based on reciprocal obligations, honor, and mutual trust, extending 
the recruitment channel from close family members to others in 
the network, e.g., “camaraderie of a friend” (P-5mn, P-B9j). 

Individual and generational financial vulnerabilities. Per-
petrators consistently exploit victims’ aspirations for financial ad-
vancement by crafting deceptive employment opportunities that 
appear to align with personal backgrounds and career interests. 
One case describes a mother’s account of her son, who became dis-
illusioned with unstable factory employment and the desire to pay 
medical bills for her. The son was subsequently targeted by a “game 
company” in Yunnan, resonating her son’s interest in e-commerce 
and “professional background” in gaming, with a monthly salary of 
over ten thousand Chinese Yuan (¥), but ended up trafficking her 
son to Myanmar (P-H7j). Multiple other survivors shared the same 
financial hardship or the desire to “make a big fortune” (P-w81). 
Some posts questioned if the described financial vulnerabilities and 
aspirations are simply greed, describing survivors as “freeloaders” 
(P-N8k). Beyond individual vulnerability, RedNote users connected 
individual financial vulnerabilities to generational economic crisis, 
revealing their concerns in social safety nets and labor market in-
stability. For instance, they called for “strengthening protection of 
workers’ rights” (P-v68) for removing the financial driver of being 
lured into scam-driven human trafficking. They also recognized 
the inefficacy of policing strategies such as border control because 
“Yunnan border guards can’t stop people who think they can make 
money” (P-p6a). 

High skill potential but low awareness. Traffickers deliber-
ately target individuals from a mix of educational and age back-
grounds who possess the skills or potential to be converted into 
scam workers. The targets perpetrators look for include multi-
lingual people (P-A6z) to reach prospective victims internationally. 
Targets also include teenagers and college students who are digi-
tally literate, e.g., with social media platforms such as Kuaishou, 
who can be trained quickly for fraud production. These young tar-
gets are often depicted as lacking adequate social experience, legal 
understanding, and geographical awareness against scams, espe-
cially during travels abroad, which is illustrated by “followed online 
acquaintances from Guangdong to Guangxi and then across borders, 
only realizing belatedly that they were being trafficked” (P-J1v). 

Limited social protection and support. Perpetrators target 
populations with high mobility to travel but limited social pro-
tections at home and abroad. These targets include “left-behind 
children,” a large population of Chinese children who stay in rural 
hometowns while their parents work in urban areas [47] (P-J1v), 
as well as tourists who “had no idea why they are sent to borders 

between Thailand and Myanmar” or got trafficked by the “travel 
partners” they just met (P-5yt). Additionally, RedNote users also 
offered travel warnings specific to women, e.g., “especially single 
and beautiful girls,” who might lack the physical strength to fight 
against street-kidnapping for sexual exploitation in the scam com-
pounds (P-1VH). The post also commented that “no one will look 
after you” during their travels. 

4.1.2 Recruitment approaches. Perpetrators often combine multi-
ple tactics to create more convincing deceptions that make it harder 
for potential victims to recognize the danger. 

Communication transiting targets across multiple chan-
nels exploiting digital governance blindspots. Social media arised 
as the dominant channel for perpetrators to broadly disseminate 
fraudulent job advertisements and romantic interests, and to grad-
ually cultivate trust of the target in the perpetrator. These social 
media platforms include apps that are not officially allowed in China, 
for example, Facebook and Telegram, which are often referred to 
in coded language such as “面子书” (“face book” – Facebook) and 
“飞机群” (“airplane group” – Telegram) (P-3BQ and P-t3u). Ad-
ditionally, posters discussed seeing recruitment posts on several 
domestic social media apps in China other than RedNote, such as 
Douyin and WeChat (P-z3p and P-v3S). Telephone calls are used 
for more direct and urgent communication, and when used along 
with other social media channels, they create a veneer of formality 
for business-related recruitment scams, e.g., directly with the “boss” 
(P-3BQ). One user described how “initial contact through chat on 
Douyin, creates romantic emotional bonding and then introduces fake 
investment websites” (P-z3p). Posts reveal that perpetrators strate-
gically choose platforms with weaker governance mechanisms. For 
instance, one poster warned others (P-1Jy) by saying “they gen-
erally use chat software that Chinese people don’t commonly use, 
because there’s no strict control mechanism.” This pattern shows that 
recruitment shifts to foreign platforms with less oversight. When 
communication moves across platforms, users receive no indication 
that they are crossing into spaces with weaker protections, allow-
ing the trust built on regulated platforms to carry over without 
recognizing the risk. 

Sophistically organized impersonation. Perpetrators imper-
sonate distant relatives, authority figures, corporate representatives, 
or romantic partners when luring potential targets. Such imper-
sonation can be sophistically organized, e.g., posing as clients to 
approach freelance workers such as dancers, magicians, makeup 
artists, and photographers, offering overseas work opportunities 
with “accommodation and flights provided” through seemingly nor-
mal business inquiries. More specifically, a news report indicated 
that perpetrators would run a seemingly legitimate business and 
later traffic targets to Cambodia for scam work “during a corporate 
retreat”, involving a group of impersonators (P-5mn). 

Fake promises under upfront rewards. We observed that per-
petrators are willing to pay for an upfront reward to lure targets 
and leverage their financial vulnerabilities, especially in fraudulent 
recruitment and investment opportunities. These upfront rewards 
include passport renewal fees (P-3BQ), free travel and transporta-
tion (P-B9j), advanced training payment (e.g., “gave her 50k to 
receive manicure training” ), and express loan or startup budget 
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(P-e8Y). These apparent benefits convince potential victims that 
they are entering profitable arrangements. However, survivors re-
counted how these promises are later transformed into mechanisms 
of entrapment, with upfront rewards reinterpreted as debts and 
leveraged for control once victims arrive at scam compounds. 

Willful participation in underground business. Our anal-
ysis reveals that trafficking recruitment deliberately exploits the 
boundaries between legitimate high-paying opportunities and un-
derground business in China and Southeast Asia. Posts reveal 
several smuggling schemes leveraged by perpetrators to attract 
people (“smuggling gold” ), courier services for high-value, export-
controlled goods (“transporting edible bird’s nests” [71] for “¥15k 
per trip” ), or other semi-legitimate cross-border trade that promises 
exceptional returns (P-E8q). This exploits victims’ intentions for 
“quick money” to be tempted, as they may see this work involve 
bending rules and would not constitute serious criminality. Another 
underground business mentioned is the “debt trap,” and a user sus-
pected that some targets may have intended to “get something for 
nothing” and never intended to repay the loans. In particular, sev-
eral posts explicitly accused survivors’ informed participation in 
scam work, who “went specifically for rebate fraud” (P-SI6). The 
same post also claimed that a large proportion of “about 90% are 
not real victims but participate in overseas fraud activities.” Similarly, 
P-9og openly questioned other survivors’ proclaimed innocence 
by saying that “he dares to write, and you dare to believe it.” 

4.2 RQ2: Exploitation and Control 
We observed that RedNote users share accounts of diverse tactics 
that traffickers employ to exploit and control victims. 

4.2.1 Exploitation Types. Trafficked victims are exploited for their 
physical and intellectual labor in scam production, alongside addi-
tional financial and sexual values. 

Trafficked victims transformed into specialized roles within 
scam operations. Our analysis reveals that survivors are trans-
formed into scam workers in specialized organizational roles, along 
with the perpetrators. Labor is structured around scam production 
quotas, with survivors assigned to various operations including 
phone scams and chat-based fraud, social media farming, and ro-
mance grooming. One survivor described being “required to add 
5 customers (scam targets) online every day” (P-Q1T). Training in 
using specific scam tactics is given when new “fraud workers” [sur-
vivors] receive training with scripts and materials: “Given a thick 
stack of conversation materials to memorize, plus twenty phones to 
play various identities” (P-Gy2). One victim documented that they 
got trained for a multi-stage romance scam targeting women aged 
35-60 with a predetermined geographic area and timeline: “The 
scam uses a military veteran’s persona and gaming to build trust, 
then foster fake romantic ties of ‘husband and wife’ before pushing a 
4-day money making cycle. Avoiding remote regions like Yunnan and 
Guizhou” (P-z3p). The exploitation of young victims is particularly 
striking, with one observer noting (P-Q1T) “I’ve seen the youngest 
dog pusher and agent at 19 years old, using a childish voice to im-
personate a nearly 40-year-old middle-aged man,” demonstrating 
how traffickers force even teenager victims to adopt false personas 
far beyond their years. Victims may eventually get “promoted” to 

management roles within scam compounds, such as enforcers of 
disciplinary actions or coordinators for scam operations. The term 
“Piglets (猪仔)” is used by traffickers and within the online commu-
nity to refer to trafficked victims, framing them as livestock within 
a trading system for labor exploitation between different scam oper-
ations and compounds. Victims reported inflation of their “buy-out 
cost” upon transfer between scam compounds, with documented 
cases showing “my buy-out cost increasing from $1,300 to $13,000” 
(P-HF3). This commodification extends to the most extreme forms 
of exploitation, with survivors reporting witnessing “organ harvest-
ing” and describing the compounds as places where victims face 
the ultimate threat of bodily dismemberment when they become 
unprofitable or uncooperative (P-x9a and P-5Ig). 

Ransom demands and debt manipulation targeting victims’ 
families. Exploitation extends beyond forced labor and commodi-
fication of the victim to their families through ransom demands and 
debt manipulation, described as “squeezing the last bit of use from 
victims” by one survivor (P-U0v). Ransom videos showing tortured 
and pleas of victims are sent to families, pushing already impov-
erished families deeper into debt, with families lamenting “Never 
mind 300,000 [RMB], our rural family can’t even come up with 30,000.” 
In several posts (e.g., P-Q9F), victims initially pursued higher wages 
to cover family medical bills, yet their families ultimately sold assets 
and borrowed heavily to make up the ransom amount, revealing a 
vicious cycle where economic desperation leads to victimization, 
and victimization creates even greater economic desperation. Some 
posts also reference established price ranges, such as “Ransom is of-
ten between 200,000 and 400,000 RMB.” Ransom demands also create 
uncertainty and moral pressure. Relatives worry that pleas for help 
may be secondary scams but fear the cost of ignoring them. Many 
turn to RedNote to crowdsource verification and advice. One user 
created “an alt account” for anonymity and wrote: “several friends 
say it’s a scam, but it’s hard to determine when it involves someone’s 
life—if it’s not a scam, my little cousin might get trapped, and I don’t 
know whether to lend this [money emoji]”) (P-GW6). Another one 
asked, “My relatives were scammed in the Myanmar Industrial Park! 
I see this kind of help request every now and then. Can they really be 
saved?” (P-i3h). These narratives show families using the platform 
to narrate financial and emotional strain and to collectively reason 
about whether, and how to respond to ransom demands. 

Sex exploitation in parallel with scam operations. Our find-
ings reveal that female victims face additional exploitation within 
scam-driven trafficking. While initially forced into fraud work, 
women face sexual exploitation threats when resisting productivity 
demands, whereas males face physical punishments like beatings 
and electric shocks. Male perpetrators leverage romantic relation-
ships and power imbalance for sexual exploitation and control. 
One post (P-Gy2) described a case where a scam operator “has 
more than ten girls under his command,” who “often pretends to be 
tall, rich and handsome online to gain the trust of girls, and then 
takes them to Myawaddy, Myanmar.” Physical attributes become 
commodification criteria that determine the exploitation pathway, 
where “slightly prettier girls will be targeted by supervisors, directors, 
and team leaders” (P-xL7). Those who refuse fraud work or fail to 
meet performance metrics face immediate transfer to “clubs,” where 
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phone access is eliminated entirely, severing their final communica-
tion lifeline (P-xL7). The term “handrail girl (扶手女)” is a localized 
label that refers to women who, after being drugged or coerced, 
were forced into auxiliary sexual roles in brothels. 

4.2.2 Control Mechanisms. To exploit victims in a “sustainable” 
manner, perpetrators apply a range of physical and psychological 
control. 

Normalized physical abuse. Violence functions as a normal-
ized productivity enforcement tool explicitly tied to fraud quotas 
and rule compliance within scam-driven trafficking operations. Mul-
tiple first-person accounts described punishment regimes where 
survivors face systematic physical abuse for failing to meet perfor-
mance targets, with one post stating (P-0gV) “if you miss targets 
you are shocked and beaten.” A post by a self-proclaimed victim 
in diary-like format documented mass punishment and shaming 
exercises involving “frog jump” drills with “over a hundred peo-
ple” and brutal punishment of two young escapees (aged 14 and 
17), with the 14-year-old electrocuted on the forehead and ear “for 
nearly a minute” before confinement in a coffin-sized “black room.” 
Seemingly innocent phrases like “eating popsicles” and “drinking 
bubble tea” mask descriptions of brutal torture methods involving 
dismemberment and violence (P-5Ig). 

The psychological impact manifests through behavioral condi-
tioning, as evidenced by a 17-year-old victim who “developed the 
habit of immediately lying face down with buttocks raised in prepa-
ration for beating upon waking each morning,” demonstrating how 
physical control transforms victims from resistance to resignation 
(“Since I’m already here, I might as well just do the job”) (P-0gV). 
Prolonged work hours requiring 700–800 scam calls per day create 
physical and psychological burnout, pushing victims from initial 
resistance toward resigned compliance. 

Psychological manipulation by exploiting cultural values 
and drugs. Our analysis reveals how perpetrators exploit cultural 
values and create dependency to maintain victim compliance. As 
one pro-claimed survivor (P-uY1) states: “She deceived all the agents 
by saying they were her younger brothers, saying how could her sister 
treat you badly . . . carefully look at those who follow her, one by one 
either taking drugs or becoming inhuman and ghostlike, or mentally 
unclear.” This false familial manipulation of perpetrators position-
ing themselves as elder siblings exploits the Chinese Confucian 
principle of filial piety and fraternal duty [81] that positions older 
siblings as figure deserving respect and obedience from younger 
family members, making resistance feel like a betrayal of core 
cultural values. This also exploits victims’ need for protection in 
isolated environments while undermining their autonomy through 
drug dependency and psychological destabilization. Posts showed 
that victims eventually exhibit “willingness to give money to traffick-
ers” (P-th4) and resist rescue attempts after prolonged conditioning. 
Perpetrators additionally use drugs to enhance psychological ma-
nipulation and ensure compliance, through forced consumption of 
“happy water with drugs,” “drugged water,” or Ketamine (P-w9M). 

Self-sustained compound facility for isolation and control. 
Our analysis further reveals survivors or insiders describing how 
the scam compound facilities enable isolation and control. Some sur-
vivors described the scam compound as “prison-like” with constant 

surveillance and degrading conditions, such as “sleeping on bare 
wooden boards . . . with cameras in the toilets and showers under 24/7 
surveillance, leaving us no privacy at all” (P-f9O). The long-term 
effect is a “zombified” workforce that has little energy left to resist. 
In contrast to the harsh work conditions, some users depicted com-
pounds as self-contained cities with victims describing “Compounds 
features casinos, KTV, entertainment centers, banks, supermarkets, 
everything is available” (P-Gy2), which allows victims to slowly 
become accustomed to their captivity. One post provided an insider 
perspective on their lives as a contracted scam worker: “the bonus I 
received was not much. I earned money from the compound and spent 
it in the compound, leaving nothing to take home” (P-K2M). 

4.3 RQ3: Post-Trafficking and Reintegration 
Below we analyze the barriers people face when escaping from the 
scam compounds and reintegrating into their normal lives. 

Post-Trafficking Outcomes. Our analysis reveals a complex land-
scape of post-trafficking outcomes, ranging from successful escape 
and rescue to abandonment, re-trafficking, and death. For those 
who return, the path to reintegration is fraught with significant 
medical, legal, and social challenges. 

Desperation in escape. Escape attempts represent an act of 
desperation and victims’ final chance for survival. Some victims re-
sort to severe self-harm, as documented by an awareness spreader: 
“some are willing to break their hands and feet to jump from buildings 
to escape” (P-7TG), while others sent desperate social media pleas 
for help: “This is my only chance to send a distress signal, perhaps 
also the last time, please save us” (P-J3T). However, even successful 
escapes often lead to recapture as one escapee “was sold by locals to 
local armed forces,” while recaptured face even more brutal punish-
ment as a deliberate deterrent, including being “beaten unconscious 
multiple times per day and having boiling water poured on them” 
(P-C1C). 

Abandonment, being re-trafficked and death under extreme 
pressure. Our analysis reveals how perpetrators dispose of victims 
who become unprofitable or lack useful skills. One post stated, “If 
you’re illiterate or can’t type, they’ll just beat you up and dump you 
on the roadside to fend for yourself” (P-K2M). However, escape or 
release does not guarantee freedom, as many survivors face re-
trafficking to other compounds: “I was sold by human traffickers 
to the Myawaddy fraud park, where I was sold more than ten times” 
(P-E9y). Others documented the extreme working conditions of “17– 
18 hours of forced work per day with corporal punishment” that left 
victims “dying like slaves” (P-J3T), while others die from “exhausted 
to death by the high pressure” (P-7aC), overwork, or “Beaten to death, 
tortured to death, and even committed suicide” (P-C1C). 

Coordination with institutional rescue and public sup-
port. RedNote users documented how institutional rescue efforts 
achieved notable success through international coordination, yet 
face significant barriers. Interventions often involve coordinated 
police, where “Thai authorities are coordinating with the Chinese 
embassy in Thailand” (P-v68), diplomatic channels, and family ad-
vocacy. Successful cases often involve multi-national cooperation, 
as documented when “Thai police successfully arrested one of the 
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suspects... Thai authorities are coordinating with the Chinese Embassy 
in Thailand to send the victim back to China” (P-v68). 

Several families shared detailed information, including departure 
timeline and locations, with some publicly expressing willingness to 
pay for ransom (P-9zh): “younger sister was trafficked to Myawaddy 
on September 15...I hope the company that has her won’t beat or scold 
her. Please just confirm your safety; compensation is negotiable.” How-
ever, failures may occur due to victim non-cooperation, as in one 
case where, despite “cooperation of police from two countries, [they] 
finally found the child at Myanmar customs, but he seemed to have 
been brainwashed... unwilling to contact parents and friends” (P-th4), 
demonstrating how psychological manipulation can undermine 
successful interventions. Furthermore, rescue effectiveness varies 
significantly by survivors’ choice, with many opting for personal 
networks (through WeChat) over authorities. This is evidenced in a 
news report where victims “did not choose to call police” but rather 
“sought help from friends through WeChat.” Reports indicate that 
survivors who escaped suffer serious psychological damage and 
distrust outsiders, with some choosing silence over reporting due 
to death threats from perpetrators and concerns about collusion in 
the rescue teams (P-Zj0). 

Active presence of grassroots rescue teams. Beyond formal 
law enforcement channels, our analysis highlights the emergence 
of grassroots rescue networks operating through RedNote. These 
self-proclaimed “anti-trafficking rescue teams” actively advertise 
service timelines such as “response times as fast as ‘20 minutes’ for 
driver deployment” and “will act within 48 hours and rescue within 3 
days” (P-H7j, P-UU2). To further establish credibility, some agree 
to authenticate via trusted intermediaries, e.g., “Cap Uncle (帽子叔
叔, slang referring to the police)” (P-F2H, P-9zh, and P-e9F) as well 
as signing formal “service agreements” (P-1nS) with families. These 
teams offer detailed accounts of past successful rescue cases and 
rescue procedures, including border-crossing logistics and admin-
istrative processes; for example, descriptions of Thai immigration 
procedures such as “Mae Sot Immigration Bureau, detention 20–30 
days, 55,000 baht for expedited processing” suggest insider or expe-
riential knowledge (P-3jU). They actively post advice by warning 
against contacting local police in compromised jurisdictions and 
warn “locals get $3000 rewards for returning escaped victims to com-
pounds” (P-m6R, P-D2Y) and instead recommend hiding first, then 
coordinated outreach to embassies and vetted rescue teams. 

Family responses to grassroots teams are mixed. While some 
treated them as vital lifelines, others rejected their help outright. In 
one case (P-UU2), a volunteer recounted contacting a mother about 
her son in Cambodia who refused to provide help because they 
viewed the victim as a burden or as unfilial, saying he had “spent 
a lot of the family’s resources [money]... and thrown the household 
into complete disorder,” and concluded, “there is no more money left 
to save him, so we will just stop caring about him.” Finally, not all 
grassroots rescues succeed. Failed rescues were thwarted by armed 
perpetrators, with the rescue team saying “We did all we could... 
unless something unexpected happened, the person is already [back] 
inside the mountain compound” (P-yY6). 

Legal proceedings. RedNote posts show how official narratives 
frame (voluntary surrender) as the only path to leniency under an 
expanding legal crackdown. Users actively relayed such warnings 

that “from May 1 onwards, all individuals engaged in overseas telecom 
fraud—whether voluntary or coerced—will be punished under the new 
law. Only those who surrender to public security may receive mitiga-
tion or exemption” (P-3fm). These announcements were reinforced 
by posts citing state media reports that “44,000 suspects have been 
transferred back, including 171 ringleaders” (P-x9a). The user also 
recounted stories of returnees who, after being rescued through 
family payments, later chose to turn themselves in out of conscience. 
These accounts suggest that survivors and families view the legal 
environment as highly punitive and are unsure whether coerced 
participants will be treated as offenders or as victims, shaping their 
decisions about escape, reporting, and surrender. 

4.3.1 Reintegration. Survivors experience trauma when recovering 
from trafficking experiences, however, some still face family and 
social pressure. 

Trauma and prolonged recovery. Our analysis of reintegration 
challenges reveals how trafficking survivors face long-term com-
plex recovery. Medical supervision becomes necessary for many 
victims, as documented in one case where a 17-year-old survivor 
“had been tortured to mental breakdown, even his basic walking pos-
ture was abnormal . . . Every morning when he woke up, he would 
lie down with his buttocks raised in preparation for being beaten” 
(P-YP8). This example showcases how trafficking trauma manifests 
through conditioned behavioral responses that require extensive 
psychological intervention. Compulsory rehabilitation becomes 
necessary for victims forced into drug dependency during captivity. 
One account describes how a victim was “forced to consume drugs 
‘K powder’ . . . She will face compulsory drug rehabilitation and psychi-
atric treatment” (P-c0o), where the control mechanisms imposed 
during trafficking create long-term barriers to recovery. 

Family roles in reintegration and social expectation. Sur-
vivors who returned home may face intensive and compulsory 
treatments. In one case (P-c0o), the survivor required compulsory 
drug rehabilitation and psychiatric care after months of violence 
and forced drug use in Cambodia. Recovery depended heavily on 
“requires her family’s ongoing care and support.” Some families imple-
mented strict surveillance of rescued victims as they are “constantly 
watched by parents, confined at home and not allowed to go out” 
(P-th4), reflecting deep mistrust after what the victim has been 
through. Beyond immediate family dynamics, survivors also needed 
to deal with judgment from the wider social circles and online com-
munities. As one user commented on a successful rescue (P-wy1): 
“I hope she learns her lesson and goes on to live smoothly in the future,” 
reintegration is often framed not only as recovery but also as a 
moral correction. 

4.4 RQ4: Protective Strategies 
RedNote users have developed protective strategies that emerge 
from collective trauma and transformed individual experiences into 
community wisdom. Our analysis identifies four main themes in 
users’ proposed protective strategies, ranging from self-defense to 
navigating institutional responses and support. 

4.4.1 Self-defense. RedNote users have recognized several oppor-
tunities and the critical intervention windows to defend themselves 
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and avoid subsequent harms, especially in the early stages of scam-
ming and recruitment. 

Early assessment and trusted contact for different demo-
graphics. RedNote users offered tips for people from different 
backgrounds to self-assess the risks in a potential scam. For indi-
viduals seeking overseas employment opportunities, users noticed 
several red flags in job ads, including “high pay for minimal work,” 
“all-expenses-paid round-trip tickets,” “only reveal location after you 
arrive,” and “boast extensively but won’t show you company videos 
or photos” (P-1Jy), “temporary flight adjustments” (P-5XF), move-
ments through specific high-risk routes that bypasses official check-
points such as “Mae Sot and Tak in Thailand toward Myawaddy in 
Myanmar” (P-3jU), and requirements to “bring China-issued bank 
cards abroad” (P-Y9s). Rather than suggesting turning down all 
potential opportunities, users highlighted actionable verification 
steps, including confirming company legal registration, demand-
ing authentic labor contracts and proper work visas, and rejecting 
offers requiring “tourist visas” or vague “training/team-building” 
arrangements (P-5XF). 

When users posted warnings to raise awareness, we observed 
different strategies depending on the target audience’s gender. Posts 
targeting women commonly use hashtags such as #girlsmustsee, 
#femalesafety, and #GirlsTalk, creating dedicated channels for 
delivering warnings to female users (P-F2d). Users shared specific 
suggestions for female users against grooming or romantic scams, 
which may gradually steer victims towards sex trafficking and 
forced participation in “client services” on scam campuses such as 
Myawaddy. Protective strategies for women emphasize maintaining 
communication independence: retaining phone access and location 
services, as well as avoiding “solo meetings” and “free trips.” By con-
trast, warnings involving men rarely employ demographic-specific 
hashtags, instead relying on generic employment-fraud warnings 
or highlighting extreme physical torture, forced labor, and organ 
trade (P-OI6). 

International students are highlighted as another vulnerable 
group. RedNote users emphasized protective strategies specific to 
the student context, including maintaining skepticism toward unso-
licited contact from strangers, avoiding any money transfer requests 
regardless of the claimed authority source, and ensuring regular 
communication with family members. The community particu-
larly warned against schemes involving “embassy, online shopping, 
relatives borrowing money, online gambling, online pornography” 
(P-0gV) as common tactics used to target international students 
who may be more vulnerable due to their distance from family sup-
port systems. All these early intervention strategies highlight the 
need to build a reliable support network which may involve family 
members and friends, with whom one can share detailed itineraries 
and emergency contacts: “report your itinerary to family and friends, 
letting them know your whereabouts” prior to a job visit (P-E3U); or 
trusted college staff who can help verify the legitimacy of interna-
tional financial transactions. Additionally, it is crucial to maintain 
stable communication channels and regular check-ins, even using 
“code words” such as “My brother died in northern Myanmar” which, 
as noted in P-9og, “some rescue teams can recognize.” 

Self-preparation for escape and rescue. Although the ideal 
timing to mitigate further human trafficking risks is prior to a for-
eign travel, RedNote users still identified several opportunities that 
increase the chances of escaping or being rescued by collecting evi-
dence and establishing communication channels. First, the “waysta-
tions” such as farms, barracks, or private houses where survivors 
are detained during transportation present chances for survivors to 
(P-L8z) “record vehicle license plates and driver details upon board-
ing”. This information may serve as evidence that enables upstream 
arrests and facilitates negotiated release. Additionally, users also 
emphasized the practical considerations of installing Google Maps 
for location tracking as “domestic Chinese navigation services become 
unreliable abroad” (P-Y9s). 

For individuals already trapped within trafficking compounds, 
RedNote users provided detailed intelligence-gathering protocols 
to facilitate rescue operations. Critical information includes “com-
pound names, company operational codes, specific building and room 
numbers, identification documentation, precise geolocation coordi-
nates, and recent photographs” (P-H1K). Users also documented cre-
ative escape strategies from successful escape experiences, includ-
ing exploiting “medical emergencies excuse” (P-T1T) as opportuni-
ties to leave compounds under supervision. However, community 
guidance strongly advises against pre-payment and recommends 
insisting on “simultaneous person-for-payment exchanges” when ne-
gotiation becomes unavoidable. This reflects hard-learned lessons 
from cases where advance payments resulted in continued captivity 
or transfer to additional criminal networks. 

4.4.2 Institutional support. Although RedNote users recognized 
the complication in receiving institutional support internationally, 
they expressed their expectation for more precise accountability 
measures. 

Complexity in cross-border cooperation. RedNote users re-
counted experiences with multiple institutional stakeholders in 
rescues, highlighting both their contributions and the difficulties 
of cross-border coordination. Chinese embassies play a key role in 
victim verification and arranging rescues, often credited with “coor-
dinating with local police to take my brother safely across the border” 
(P-L1M), or with Thai immigration police in joint rescues of Chinese 
victims (P-v3S). P-U6m demonstrates how families were advised 
to “contact the embassy immediately — embassy staff will arrange 
personnel to help find and confirm victim safety.” Embassy personnel 
coordinate complex rescue operations across multiple jurisdictions, 
as described in one case where embassy staff “arranged a contact to 
visit my brother [victim] and allowed me to video call him, confirming 
their location was safe” (P-U6m). However, the diplomatic process 
requires navigating complex international relationships and local 
corruption challenges. 

Thai immigration authorities manage detention and processing 
systems that differentiate based on victims’ documentation status. 
P-3jU details how victims with valid passports are “transferred to 
Thailand’s Mae Sot Immigration Bureau, detained 20–30 days (can 
pay 55,000 baht for expedited processing), then transferred to the 
Bangkok Immigration Bureau” and extended detention periods for 
victims without valid passports. The immigration system offers 
expedited processing options, but at substantial financial cost, in-
cluding “1,200 baht for family contact, ticket money, prison hygiene 
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fees, escort fees, and expedited fees (20,000 baht).” Police agencies 
provide the formal reporting mechanism and coordinate with inter-
national partners. However, their effectiveness varies significantly 
across jurisdictions. A victim’s relative recounted that domestic po-
lice often have limited authority in cross-border cases, with officers 
stating “we have no law enforcement or investigative authority” and 
advised to contact the Wa State police in Myanmar (P-u9F). The 
Wa State police then required a formal request letter from the Chi-
nese public security authorities before taking any action. Families 
are required to navigate multiple institutions with overlapping but 
constrained responsibilities. 

Calls for more precise accountability measures. User atti-
tudes reveal growing frustrations with genuine victim authenticity. 
P-Z2A claims that “about 90% are not real victims but participate in 
overseas fraud activities.” This skepticism has led to calls for pre-
ventative accountability measures, with users demanding “passport 
blacklisting for rescued survivors for at least three years as a lesson to 
prevent recurrence” (P-Z2A). Such proposals reflect the community’s 
desire for stricter enforcement mechanisms that would deter volun-
tary participation in overseas fraud operations. Institutional support 
relies on coordination between embassies, police, immigration au-
thorities, and legal advocates, each offering essential but limited 
services within their jurisdictions. While these institutions enable 
successful rescues and legal protections, the multi-stakeholder sys-
tem creates bureaucratic delays and mixed rescue outcomes. At the 
same time, community debates over victim authenticity advocate 
for stronger preventative measures. Nevertheless, P-VL5 illustrates 
a contrasting view from a defense lawyer that many survivors 
should be “treated with leniency” in lawsuits, because they “had no 
malicious intent, and did no substantial work there.” They also noted 
unclarities and challenges in such lawsuits as “many witnesses’ 
testimonies were fake.” 

4.4.3 Public exposure. We find that RedNote serves as a channel 
for people who have experienced scam-driven human trafficking, 
including self-proclaimed survivors or scam workers, to raise public 
awareness by exposing details in the ecosystem. 

Survivor self-perception and exposure. Self-identified sur-
vivors revealed contested understandings of their roles in scam 
operations. Their self-perception is shaped by both evolving aware-
ness through engagement in scam work and public moral judgment. 
Many initially viewed their work as legitimate employment and 
only realized the deception later. One post recounted that “only then 
did she realize that the so-called high-paying job was actually a tele-
com fraud scheme” (P-Gy2). Others knew from the outset that they 
were entering illicit work. One described themselves as a “volun-
teer for this scam” (P-uY1). To warn others, survivors strategically 
exposed recruitment tactics by sharing scammers’ private com-
munications. P-BN3 includes messages from “a Cambodian scam 
company boss who wanted me to help recruit.” They positioned their 
testimony as cautionary advice to “make those who want to pursue 
gold-digging or high-salary jobs abroad give up their dreams.” Un-
der violence and surveillance, survivors adopted survival-focused 
mindsets. One stated “Since I’m already here, I might as well just do 
the job” (P-0gV) while observing coworkers becoming “inhuman 
and ghostlike” (P-uY1). At the same time, survivors recognized they 

are participating in fraud. One admitted “If I say that those of us 
who depend on this industry are all not good people, I really have no 
way to refute that” (P-uY1). Their voices include those who were 
deceived and now “hate [themselves] for being too naive.” They also 
include those who “voluntarily participated in fraud.” 

Public reactions toward survivors’ disclosure alternate between 
sympathy and condemnation. Some view survivors as purely co-
erced, while others view them as greedy or complicit. Some in-
sisted “No one can force you [survivors] to go if you don’t want to.” 
Posts invoke “perfect victim” expectations and debate “whether 
they [survivors] should be condemned.” This judgment produces 
self-censorship among survivors. One testimony preemptively re-
quests “hoping for no malicious criticism” (P-3BQ). Survivors’ self-
understanding thus remains unstable. Altogether, survivors also 
view themselves as a hybrid of victims of coercion and perpetrators 
of fraud in response to public judgment. 

Collective live updates. Victims, survivors, and rescue teams 
leverage RedNote to share live updates regarding individual status 
and the progress of rescue campaigns, extending beyond simple 
awareness posts. Victims trapped in scam compounds provide on-
going status reports about their situations to maintain a connection 
with the outside world and create digital evidence trails of their 
experiences. In one example, one self-identified victim said (P-tK4): 
“if I don’t post updates for a long while, that means I am close to 
death.” Beyond personal survival communications, victims and in-
siders provide detailed updates about compound activities such 
as enforcement deadlines, organizational changes, victim transfer 
patterns, punishment and location of execution. For example, a post 
shared that a local armed force will “hand over a batch of around 
3,000 dog pushers back to China through the Chinese and Thai cap 
uncles [the police] this year.” These updates serve both as warn-
ings and as informal reporting channels, which enable families and 
rescue groups to verify compound activities, locate victims, and 
coordinate interventions. Taken together, RedNote users transform 
individual experiences into collective protective strategies, ranging 
from self-defense and escape preparation to survivor testimony 
and collective live updates. These practices strengthen vigilance, 
expand support networks, and serve as cautionary signals that help 
others avoid victimization. 

5 Discussion 
Here we present our key takeaways while situating our findings 
in the broader literature. Informed by our observations, we fur-
ther discuss the tensions and opportunities for individuals, online 
platforms, and regulatory bodies to improve users’ safety against 
scam-driven human trafficking. 

5.1 Key Insights 
In the following, we summarize how our key insights extend prior 
work. In particular, we discover four aspects that influence users’ 
safety and the use of RedNote for exchanging support across multi-
ple phases of scam and human-trafficking. 

5.1.1 Exploited cultural obligations undermine survivors’ safety and 
well-being from recruitment through reintegration. Although Chi-
nese kinship ties motivate some family members of the trafficking 
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victims to seek help online (§4.3), our analysis shows that these 
same cultural obligations based on kinship ties were exploited at 
every stage of the trafficking lifecycle—from recruitment to control 
and reintegration—contrasting prior work that primarily highlights 
their positive roles in digital bounding and online safety [18, 53]. 
During recruitment, traffickers weaponize kinship ties as a recruit-
ment channel and frame refusal as cultural betrayal (§4.1.1), extend-
ing beyond the generic social-tie recruitment strategies documented 
in prior research [52, 63]. These obligations thus become intentional 
vectors of exploitation. The exploitation continues during captivity, 
where cultural expectations reinforce power imbalances and enable 
psychological control within scam compounds (§4.2.1). Reintegra-
tion of survivors is further complicated by family rejection (§4.3.1), 
as families often interpret survivors’ return as a need for moral cor-
rection rather than trauma recovery, akin to the “victim-offender” 
identity dynamics described in criminology research on scammers 
involved in human trafficking [116]. 

5.1.2 Targeted digital skills in recruitment for exploitation. We found 
that digital skills simultaneously increased vulnerability during re-
cruitment and enabled exploitation within scam operations, yet 
also facilitated survivors’ communication during captivity (§4.3). 
This aligns with prior observations [44, 63] that traffickers target 
digitally skilled workers, then repurpose those skills into forced 
cybercriminal labor [34, 41] (§4.2.1). Beyond individual-level vulner-
abilities highlighted in prior work [52, 63, 64], our analysis reveals 
structural vulnerabilities: weak social safety nets, labor precarity, 
and mobility-driven instability, particularly for left-behind youth 
and other mobile populations, which create conditions traffickers 
exploit (§5.1.1). These findings suggest that technical skills alone 
do not guarantee online or offline safety awareness. 

5.1.3 Community-based support in light of institutional gaps. Prior 
work on trafficking responses has largely emphasized institutional 
interventions [77, 111], while our findings reveal how RedNote 
users assemble bottom-up support systems in response to inad-
equacies in institutional governance. Coordinated interventions 
succeed sometimes, but they are often slowed by bureaucracy [28] 
or undermined when victims are uncertain whether they will face 
legal punishment or be recognized as victims (§4.3). This gap has 
pushed families toward RedNote for informal information chan-
nels and grassroots networks for rescue coordination and ransom 
verification—channels that offer rapid response times but lack in-
stitutional verification mechanisms (§4.4.2). 

Beyond expanding recruitment reach across multiple platforms [52, 
77], RedNote users raised awareness of how traffickers exploit blind 
spots in cross-border governance by moving victims between mul-
tiple Chinese and foreign platforms, making single-platform inter-
ventions insufficient (§4.1.2). They also recognized the inefficacy 
of Chinese communication apps in rescue coordination (§4.4.2). 
While prior research has examined testimonies of individual sur-
vivors [52], we showed how diverse RedNote users can collectively 
develop prevention strategies grounded in lived experiences (§4.4). 
Survivors shared firsthand accounts and “confession” as warnings 
to the community, and the community generated red-flag lists 
with hashtags tailored to specific demographics—especially women 

and younger adults, reflecting RedNote’s dominant demograph-
ics [115]—and highlighted relevant self-defense strategies (§4.4.1). 

5.1.4 Online visibility as double-edged sword in contested victim-
hood. Platform visibility enables crisis coordination but simultane-
ously exposes survivors to public judgment about their complicity 
in fraud. There are cases where users debated whether the sur-
vivor knowingly entered the scam work (§4.1.2), perceiving them 
as “victim-offenders” [64, 116]. Survivors must therefore reconcile 
their own victimization with the harm they caused under coercion, 
leading many to self-censor preemptively out of fear of judgment. 
This dynamic contrasts sharply with online community support for 
unambiguous victims, such as sexual-assault survivors [84], where 
disclosure is more likely to evoke empathy than accusations of 
criminality. 

At the same time, survivors depend on visibility to seek help, 
posting distress signals and urgent pleas on RedNote. However, 
the shifting discourse among RedNote users—including slang re-
purposed from historically discriminatory terms for Chinese im-
migrant workers [99]—can re-traumatize survivors (§4.2.1). Plat-
form visibility also amplifies government warnings by framing 
voluntary surrender as the only path to leniency (§4.3), potentially 
deterring escape efforts. Our analysis confirms that escape car-
ries severe risks, including abandonment, re-trafficking, or even 
death [52, 64, 94, 109] (§4.3), and survivors often face long-term 
trauma treatment. Fear of judgment and uncertainty about legal 
consequences thus prevents many from seeking help, compounding 
the harms they have already endured. 

5.2 Implications 
Based on our findings, we present the key implications of our work, 
including tensions that hinder the systematic resolution of scam-
driven human trafficking as well as potential venues to mediate 
these tensions. 

5.2.1 Structural vulnerability in the labor market. The recruitment 
targets of scam-driven trafficking reflect broader structural vulnera-
bilities that extend beyond individual risk factors. China’s rapid eco-
nomic development and high penetration rate of Internet services 
have fostered a massive population of digitally literate people, while 
widespread digital platform adoption has outpaced safety aware-
ness and protective literacy [16]. Furthermore, geo-political ten-
sions and the COVID-19 pandemic slowed down economic growth 
and introduced risks in global trade, exacerbating financial pres-
sure and labor surplus on individuals, including skilled workers 
since 2018 [2, 68]. Some populations, including left-behind children 
and unemployed youth identified in our findings (§4.1.1), still lack 
access to appropriate support networks and social protections due 
to urban-rural disparities [43]. Meanwhile, geopolitical shifts in 
Southeast Asia and the transformation of traditional criminal and 
drug economies have created new opportunities for traffickers [44], 
creating a vacuum that pulls individuals into recruitment scams. 
Despite joint efforts between the Chinese government and several 
affected Southeast Asia countries [36], the threats posed by scam-
driven human trafficking are challenging to eradicate due to the 
complicated economic and geopolitical factors. Rather than relying 
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on technical solutions, which often fall short in the face of such a 
significant sociotechnical challenge, our recommendations focus 
on how to better mitigate scams, provide support to survivors, and 
minimize harms during recovery. 

5.2.2 Building culturally and socially informed digital safenets. Our 
findings reveal the tensions arising from the Chinese social codes 
and values, which make survivors’ families and close contacts a 
primary coordinator of rescue operations (§4.3.1), but it can also 
be leveraged as a vulnerability in spreading recruitment scams 
and manipulating survivors (§4.1.1) or slow down survivor rein-
tegration (§4.3.1). These tensions highlight the need to build a 
safe and trustworthy support network against scam-driven human 
trafficking, leveraging the Chinese cultural values positively and 
accommodating the diverse backgrounds of Internet users. One 
opportunity is to align online safety literacy and education with 
China’s recent push for “digital technology-empowered grassroots 
governance” [57], which mobilizes local resources and personnel to 
provide timely digital support, including in rural communities. We 
argue for strengthening “grassroots governance” for online safety 
by engaging trusted community figures in awareness campaigns 
and family counseling [117]. Grassroots initiatives could also adapt 
proven models such as tech clinics for intimate partner violence 
survivors in the Western context [29, 32] and anonymous legal 
helplines [37] that help victims and families navigate the legal com-
plications. To support people in remote regions and those working 
abroad, social media platforms could facilitate the promotion of 
relevant clinical and counseling services. 

Furthermore, we hypothesize that individuals vulnerable to scam-
driven human trafficking, such as left-behind children, are digi-
tally connected yet remain isolated from positive emotional bonds 
(§4.1.1). Such bonds are critical for both preventing recruitment 
scams and supporting reintegration. Future research could there-
fore examine the role of culturally informed AI personas as a key 
component in the safenet, which have shown strong potential for 
strengthening the digital connections of Chinese users [53, 114]. 
In particular, personified AI agents that highlight social connec-
tion and integration beyond individual agency preferred by Chi-
nese users [25, 104] may be capable of providing timely emotional 
support, safety guidance, and other resources tailored to under-
resourced communities. More importantly, we argue that such 
agents should contribute to mediating kinship relationships within 
Chinese families rather than merely regulating users’ unsafe be-
haviors. Overemphasis on discipline risks reinforcing power im-
balances grounded in filial piety [18], escalating family tensions, 
provoking rebellious unsafe online behaviors against Confucian 
values [87], and ultimately increasing susceptibility to scam and 
human trafficking risks (§5.1.1). Nevertheless, deploying AI agents 
with vulnerable populations requires careful mitigation of potential 
harm, including privacy risks, over-reliance on AI for critical safety 
decisions and exploitation by malicious actors [121]. 

5.2.3 Improving content recommendation and moderation for safety 
protection on social media. RedNote hosts a complex ecosystem 
where warnings, survivor testimonies, grassroots rescue opera-
tions, and potentially fraudulent services coexist. Despite consider-
able efforts to detect and moderate online fraud with law enforce-
ment [82], our findings show that support information still requires 

verification to mitigate misinformation and re-traumatization risks. 
This calls for advances in the application of trauma-informed com-
puting [9] for content recommendation and moderation systems, 
by incorporating the cultural and social contexts of scam-driven 
human-trafficking with foregrounded safety, trust, and survivor 
agency. First, a key challenge concerns verifying grassroots rescue 
teams (§4.3), which requires collaboration with law enforcement. 
Second, the success of RedNote’s AI-driven scam detection, which 
intercepted 94.3% of scam behaviors using over 100 recognition 
models and reduced user scam reports by 60% [82], suggests a path-
way to extending these tools for scrutinizing support information 
moderation. 

Nevertheless, like many other social media platforms, RedNote’s 
recommendation and moderation systems remain opaque [91]. This 
opacity and often “over-sensitive” moderation lead marginalized 
users to develop their folk theories [65, 115] and adopt coded 
phrases and repurpose hashtags to evade detection, conceptual-
ized as “algorithmic resistance” [22] (§4.2.2). Moreover, moderation 
tools risk being weaponized by malicious actors [92] and adding 
pressure on survivors who are already navigating moral debates 
(§4.4.2). Trafficking-related content poses further moderation chal-
lenges due to the contested victimhood. Unlike hate speech, which 
can often be addressed through standard moderation policies [131], 
harmful discourses questioning survivors’ deservingness may go 
unreported and unmoderated because of self-censorship and moral 
conflict (§4.4.3). We argue that platforms should shift from pas-
sive hosting to active support. They could, for instance, provide 
tailored, explainable feedback to post authors to improve trans-
parency while maintaining content quality [45]. Platforms could 
also deepen collaboration with community experts and leverage 
existing anti-scam campaigns and volunteer networks [27]. These 
efforts could enhance the precision of moderation, better leveraging 
human insights with automated moderation tools, and improve the 
inclusivity and timeliness of online safety content, for example, 
by highlighting contributions from certified grassroots advocates 
(§4.3) and by offering users dedicated categorization and persistent 
archives for useful posts (§4.4.1). 

5.2.4 Overcoming technical barriers in overseas rescue. The current 
preventive technologies that the Chinese law enforcement deploys 
focus on domestic network traffic monitoring, blacklisting suspi-
cious applications, and client-side detection and reporting through 
the “National Anti-Fraud Center” app [39]. The app was launched 
in March 2021 by the Ministry of Public Security (China) and is 
used to detect suspicious calls, messages, and apps, issue warnings, 
allow users to report fraud, and push prevention content. How-
ever, the installation of the “National Anti-Fraud Center” app is 
voluntary [135], and it sees a lack of motivation for potential tar-
gets to install it. Additionally, the anti-fraud app, along with other 
domestic Chinese digital services (e.g., navigation apps), falls short 
in integrating localized knowledge overseas that is useful in early 
awareness as well as rescue [17]. Law enforcement could consider 
leveraging trusted local third parties, such as the overseas business 
associations [66], in efforts to build and manage online platforms 
and communication channels, balancing timeliness of responses 
and trustworthiness of support. 
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5.3 Future Work 
This study points to several directions for future research. First, 
while our analysis centers on user narratives on RedNote, future 
work can examine the recruitment platforms themselves. We did not 
find substantial active evidence that human-trafficking recruitment 
scams occur through RedNote posts; instead, users primarily use 
the platform to exchange support. This likely reflects RedNote’s 
strict moderation policies and anti-scam campaigns [10]. However, 
RedNote users reported encountering scam activities on short-video 
platforms such as Kuaishou and Douyin (§4.1.2) or via messaging 
channels (§4.1.2). These observations motivate future investigations 
into the real-world effectiveness of content moderation and anti-
scam interventions across platforms. 

Second, future research could evaluate and strengthen auto-
mated detection methods for scam content to mitigate human traf-
ficking risks, including LLM-based approaches, with particular at-
tention to multi-modal scam contents, evolving scam tactics, and 
cross-platform scam operations (§4.1.2). Such work must address 
technical challenges including human–LLM collaboration for scam 
prevention and reporting [38], the loss of contextual information 
during platform transitions (§4.1.2), and privacy-preserving detec-
tion techniques such as on-device models [118] or homomorphic 
encryption [46]. 

Third, future work could track how the global landscape of scam-
driven trafficking shifts geographically and adapts to anti-scam 
campaigns and regulatory changes. Cross-platform analyses (e.g., 
Weibo, Douyin, Facebook, and Telegram) would show how recruit-
ment strategies and resistance narratives unfold under different 
platform affordances and governance structures. Comparative work 
across Western, Southeast Asian, and Chinese contexts would fur-
ther clarify how social, cultural, and technical factors shape the 
scam and human-trafficking ecosystem, particularly as cross-border 
scam-driven trafficking expands into Western regions. 

Finally, future work could examine how responsibility is dis-
tributed among stakeholders, including social media platforms, inter-
national organizations, and governments, and develop models that 
support cross-border, multi-stakeholder collaboration. While Red-
Note’s close cooperation with Chinese law enforcement is notable, 
such frameworks may not generalize to other national contexts. 
Research should therefore explore alternative support infrastruc-
tures (e.g., anti-scam apps, NGO portals, platform reporting tools) 
tailored to different governance and deployment settings. 

6 Conclusion 
This study represents the first systematic analysis of scam-driven 
human trafficking discourse on Chinese social media, examining 158 
RedNote posts to understand how users collectively interpret and 
respond to this emerging form of exploitation. Through qualitative 
content analysis of recruitment tactics, exploitation mechanisms, 
reintegration challenges, and protective strategies, we demonstrate 
how digital communities serve as critical sites for trafficking knowl-
edge construction, survivor testimony, and grassroots resistance 
efforts. The research reveals important tensions between cultural 

dynamics that both enable trafficking and complicate survivor sup-
port, highlighting opportunities for culturally informed interven-
tions in prevention, platform governance, and cross-border coor-
dination. This research establishes a foundational understanding 
of how digital communities respond to emerging trafficking forms 
and identifies opportunities for culturally informed interventions 
that strengthen prevention efforts, survivor support networks, and 
cross-border institutional coordination building on existing anti-
trafficking frameworks. 
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A Keyword Set Used for Crawling 
We list the English translations of key terms used to search and 
crawl data: 
Cambodian scam, Experience of abduction, Experience of 
trafficked labor, Forced labor, Golden Triangle human 
trafficking, High-paying jobs in Cambodia, High-paying labor, 
Human smuggling, Human trafficking, Human trafficking 
experience, Human trafficking gang, Human trafficking 
hotspot, Human trafficking survivor, Labor trafficking, 
Myawaddy compound/zone, Myawaddy escape experience, Northern 
Myanmar, Online and offline human trafficking, kidney 
cutting (organ harvesting), Overseas job scam, Recruitment 
at the Myanmar border, Sharing lessons from overseas, 
Trafficked and trapped overseas, Wage fraud against workers, 
Working in Southeast Asia, Yunnan border defense. 

B Excluded Tags 
We list the English translations of the excluded tags: 
Classic films and TV, Daily drama-watching, Documentary, 
Drama chasing, Drama check-in, Drama shortage, Food and fun, 
Good drama recommendations, Good Korean drama 
recommendations, Gourmet / food, Korean drama, Korean drama 
commentary, Korean drama fan, Korean drama recommendation, 
Korean drama sharing, Local specialties, Movie, Movie 
recommendation, Net worth, New drama updates, No More Bets 
(film), Original work, Popular short drama, Popular TV 
series, Short drama, Show recommendations (when out of 
ideas), Stress-relief video, TV series, TV series 
recommendation, TV series updates, The drama I’m following, 
Travel recommendation, Trending Korean drama guide, Variety 
show, Watching dramas at home, Web drama. 

C Prompt for LLM-based Binary Relevance 
Filtering 

You are Qwen, created by Alibaba Cloud. You are a helpful assistant. 
You will receive a social media post. Please classify the post and 
output 0 for Irrelevant or 1 for Relevant as defined below. 

[Topic Definitions] 
[0] Irrelevant: The post does not contain specific information about 
scam and human trafficking or cross-border human trafficking (e.g., 
vague and general crime discussions and unrelated lifestyle posts). 

[1] Relevant: The post contains specific information about both scam 
and human trafficking or cross-border, particularly in China and 
Southeast Asia, human trafficking (e.g., reports and awareness 
materials about rescue and anti-fraud campaigns, survivors or close 
contacts sharing direct experiences of recruitment scams and 
exploitation, requests for help regarding scams and suspected 
trafficking cases, and prevention strategies, scam awareness tips, 
or warnings against scams or human-trafficking). 

Example 1: 我前两天去了泰国，然后被人接上了车，在泰国边境的哒府
离妙瓦底还有20分钟的车程...到了缅甸妙瓦底器官移植园区... 

Assignment: 1 

Example 2: 最近听到网上说泰国旅游很危险，大家最好别去。我朋友说
有些地方不安全。 

Assignment: 0 
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D Codebook 

Table 1: Codebook: Recruitment – Targeting 

Recruitment: Targeting 
Code Definition  Sub-code Sub-code definition 

Lack of 
awareness 

A general gap in knowledge or inattentiveness to 
the current situation, including geographical 
understanding and legal awareness. 

Lack of geographical 
understanding 

Individual is unfamiliar with their geographical 
surroundings. They are unable to identify trafficking 
hotspots. 

Lack of legal awareness 
Individual is unfamiliar or unaware of the legality of an 
activity. This may be a factor in how the individuals are 
deceived. 

Physical 
limitation and 
differences 

The difference in physical strength or ability to 
escape captivity between the victim and the 
trafficker. 

Physical differences 

Physical characteristics that may limit a person’s ability 
to escape or resist a trafficker. These can include age, 
strength, or mobility issues that limit escape or 
resistance. 

Disability and health 
conditions 

Pre-existing health conditions or a disability that hinder 
escape. 

Over-reliance 
and overtrust Individuals are targeted due to their reliance and 

trust in a third-party. 

Authority Individual is reliant on support from authorities. 
Family and personal 
relation 

Individual is reliant on support from trusted familiar 
family member or close contacts. 

Financial 
instability 

The urgency for money in low-income individuals 
or families. 

Debt Urgency to repay outstanding debts. 
Urgent expenses Urgency to cover expenses, e.g., bills or living costs. 
Uncertain financial income Financial instability due to lack of stable income. 
Ransom Financial instability caused by ransom payments. 

Age 
Age of the individuals, e.g., targeting children 
(young age). 

Children Includes babies and children, depicted with lack of lived 
experience. 

Teenagers Includes minors between the ages of 13 to 18, depicted 
with lack of lived experience. 

Adults Includes individuals aged 18+. 

Gender 

Targeting individuals based on gender. This may 
include women, men, girls, boys, depending on the 
traffickers’ strategies and the type of exploitation 
involved. 

Male Individuals who identify as male. 

Female Individuals who identify as female. 

Language The language skills an individual possesses and 
how it factors into the trafficking process. 

Multilingual 
Individual is targeted due to their ability to speak 
multiple languages. They are exploited and forced into 
deceiving others who speak different languages.  

Inability to understand 
local language 

Individual’s inability to understand the local language 
increases susceptibility to deception. 

Employment 
status Job status of the individual. 

Unemployed Individual is unemployed or in the process of seeking a 
job. 

Student Individual is a student. 
Employed Individual is in secure employment or self-employed. 

Marital status Marital status of individuals. 
Married Individual is legally married. 
Unmarried Individual is not considered married. 

Education level Individual’s educational background. 

Little to no education Individual has received little to no education. 

Secondary education Individual has received up to secondary school level 
education. 

Higher education Individual has received up to college/university level 
education. 

Ethnicity 

Targeting individuals based on ethnic identity, 
minority status, or ethnic belonging. This can 
involve discrimination, social exclusion, language 
barriers, or stereotypes that traffickers exploit to 
increase vulnerability. 

Ethnic minority status Individuals from ethnic groups who face discrimination, 
limited resources, or reduced protection. 

Migrant or cross-border 
ethnic ties 

Individuals with cross-border ties prone to migrating 
through risky channels. 
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Table 2: Codebook: Recruitment – Recruitment Channels 

Recruitment: Recruitment Channels 
Code Definition  Sub-code Sub-code definition 

Gambling 
Online or in-person gambling centers where 
individuals are defrauded and pose a risk of being 
trafficked. 

N/A N/A 

Trading and 
investment 
platforms 

Trading platforms where individuals invest money 
and are scammed. N/A N/A 

Social media 
platforms 

Platforms that have chat functions where 
individuals can communicate with perpetrators.  N/A N/A 

Public spaces Perpetrators who deceive people in public spaces, 
e.g., on the street. N/A N/A 

Telephone calls Fraudulent schemes conducted via phone calls that 
exploit trust or urgent situations. N/A N/A 

Table 3: Codebook: Recruitment – Recruitment Approaches 

Recruitment: Recruitment Approaches 
Code Definition  Sub-code Sub-code definition 

Impersonation Deceptive use of false or stolen identities to 
mislead individuals. 

Authority Impersonating authority to gain trust and deceive 
individuals. 

Service worker Posing as everyday service staff. 
Romantic partner Faking romantic relationships for manipulation. 

Business and service scam 
Fraud workers who pretend to be clients or company 
representatives to approach the individual’s company or 
services. 

Fake family and friends Impersonating family or friends online. 

Direct referral Individuals are referred to recruitment channels or 
trafficked by a trusted familiar person. N/A N/A 

Emotional 
manipulation Exploiting empathy through fabricated distress. 

Distress Creating fake emergencies to pressure decisions. 

Family/blood-tie appeals Exploiting strong Chinese norms of filial duty, kinship, 
and family trust. 

Disability deception Feigning physical/age-related vulnerability. 

Fake promises  Offering illusory opportunities to gain the 
individual’s interest. 

Foreign and cross-border 
work opportunity 

Offering an enticing overseas job. 

High-paying job and 
contracts 

Unrealistic or misleading job advertisements promising 
large salaries and perks, often masking illicit work in 
scam compounds. 

Travel or studying abroad Luring people abroad under the pretext of traveling or 
studying overseas. 

High return 
Promises of guaranteed high profits, luxury rewards, or 
lifestyle benefits through gaming, gambling, or trading 
platforms. 

Upfront rewards 
Acts of apparent goodwill used by perpetrators to 
build trust with the victim. 

Expense coverage Paying for expenses upfront to gain individual’s trust. 

Trial opportunity Offering probationary work periods with illusory choice 
to leave. 

Advance payment Providing preliminary earnings or upfront payment as 
an act of good will. 

Travel 

Recruitment through movement or transportation. 
Traffickers persuade victims to travel under false 
pretenses or control their transport to trafficker-
controlled locations. 

Voluntary but misled travel Victim travels towards a high-risk/trafficker-controlled 
location willingly due to deception. 

Arranged transportation 
Perpetrators organize transport to controlled locations. 
Can use pre-paid tickets, staging deceptive pick-ups, or 
through illegal border routes. 
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Table 4: Codebook: Control Mechanisms 

Control Mechanisms 
Code Definition  Sub-code Sub-code definition 
Seized 
documentation 
and personal 
possessions 

Withholding documents or personal belongings to 
enforce control. N/A N/A 

Psychological 
abuse 

The use of psychological methods to control, 
intimidate, or break the victim. Including threats, 
isolation, humiliation, and inducing trauma. 

Threats against family Victims are controlled by threats to harm family 
members. 

Verbal humiliation Victims are insulted, degraded, or ridiculed to break their 
morale. 

Shame, responsibility 
manipulation, and 
dependency on abuser 

Victims are subject to threats and psychological 
manipulation. Victims are pressured into compliance by 
being made to feel personally responsible for debts and 
willingly pay perpetrator. 

Brainwashing Victims are brainwashed to maintain control and break 
morale. 

Fear induction and threat 
to life 

Victims are manipulated by fear through staged violence, 
fake police threats, stories of punishment, observing 
other’s cruel punishments, and death.  

Drugs The victim is forced to take drugs to disorientate 
and subdue, taking away autonomy. N/A N/A 

Physical abuse 
and violence 

Victim is subjected to harsh beatings or torture as 
punishment. 

Beaten Beatings used to punish or intimidate. 
Torture Various forms of physical abuse as punishment. 

Death Victims die as a result of the harsh punishments or are 
killed when no longer useful. 

Rape Sexual violence for non-compliance. 
Electrocution Electrocution used to punish or intimidate. 

Long work hours 
Victims suffer physical fatigue and psychological 
burnout due to long hours and oppressive quotas. N/A N/A 

Confinement 

Victims are intentionally isolated or restricted 
through physical barriers, resource deprivation, or 
controlled living conditions, making escape or 
access to help nearly impossible. 

Locked up Physically restraining victims in rooms or in handcuffs 
for days. 

Poor compound living 
conditions 

Victim is confined within a trafficker-controlled 
compound with deliberately poor living standards, 
including unsafe or insufficient food, unsanitary 
facilities, and restricted access to basic services to 
maintain control and dependency. 

No access to help Blocking access to funds or support. 

Monitoring 
The victim is constantly monitored to ensure 
compliance and control. 

Assigned fraud worker A handler monitors the victim and punishes resistance. 

Forced searches Victims are subjected to strip searches and property 
checks. 

Surveillance 24/7 surveillance that discourages victims from escaping 
due to lack of privacy. 

Hunters 
Fraud workers will search for victims’ escape attempts. 
They are stationed at borders and will apprehend and 
torture those who are caught. 
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Table 5: Codebook: Exploitation 

Exploitation 
Code Definition  Sub-code Sub-code definition 

Fraud-working 
scheme 

The victim is forced into deceiving other people 
into the fraud parks. This can include online and 
in-person activity. 

Telecom fraud and phone 
scam 

Victims are forced into making fraudulent phone calls to 
scam others. 

Romantic fraud Victims are forced to adopt romantic personas to deceive 
others. 

Online fraud 

Victims are forced to create, operate, and maintain online 
fraud channels to deceive others. Such as creating 
fraudulent websites, gambling, social media posts, using 
fake identities. 

Sex exploitation The victim is forced to perform sexual acts, into 
prostitution, or is raped.  N/A N/A 

Financial 
exploitation 

The perpetrator fines the victim for money, or 
collects ransom from the victim’s family. Victims 
could also be resold for money. 

Debt bondage Inflated recruitment or release fees used to justify 
exploitation. 

Ransom Demanding money from the family for the victim’s 
release. 

Organ harvesting The victim has organs forcefully removed to be 
sold.  N/A N/A 

Reselling 
Selling the victim to another party. This generates 
money for the trafficker, but the exploitation of 
the victim continues elsewhere. 

Reselling to scam parks Victims are resold between scam compounds for profits 
or for exchange. 

Child 
exploitation 

Children under 18 are coerced into exploitative 
work, criminal activity, or trafficking operations. N/A N/A 

Table 6: Codebook: Post-Trafficking – Outcomes and Risks 

Post-Trafficking: Outcomes and Risks 
Code Definition  Sub-code Sub-code definition 

Escape 

The survivor initiates and successfully carries out 
an act that leads to physical separation from 
traffickers or makes first contact with the outside 
world without assistance from authorities or third 
parties. 

Contacting for help 
The survivor (or someone acting on their behalf) is able 
to communicate with an external person, organization, 
or authority for help. 

Self-escape attempts 

The survivor independently tries to escape, such as 
fleeing a compound or evading guards. These attempts 
may succeed or result in partial or failed escapes if 
intercepted by traffickers. 

Rescue 
Rescue operation carried out by authorities or 
family members. Survivors contact others for help 
in order to plan escape. 

State and international 
intervention 

Rescue led by law enforcement or embassies through 
police raids, cross-border operations, and assistance with 
legal documents or safe return. 

Local authorities 
intervention 

Survivors or relatives contact local-level officials for 
help. This includes community police stations, municipal 
officers, or local government branches. 

Family and friends Rescue or ransom payment made by relatives or friends. 

Grassroots and advocates Grassroots groups, online volunteers, or influencers help 
raise awareness or guide victims to escape. 

Failed rescue attempts 
Rescue attempts that are blocked or intercepted. For 
example, armed local forces at borders to recapture 
escapees. 

Abandoned Survivors are abandoned due to inability to 
conduct scam work. N/A N/A 

Retrafficked The survivor is resold for money and further 
exploitation to other parks. 

Scam park transfers 
Victims are moved from one scam compound to another 
for continued exploitation. 

Bounty Fraud parks issues bounties for escaped survivors to 
convince them to return. 

Sold for other exploitation Victims are resold for non-scam exploitation (e.g., forced 
labor, sexual exploitation, or marriage). 
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Table 7: Codebook: Post-Trafficking – Support and Reintegration 

Post-Trafficking: Support and Reintegration 
Code Definition  Sub-code Sub-code definition 

Medical and 
psychological 
support 

Victims are provided with healthcare, trauma 
counseling, or rehabilitation. N/A N/A 

Legal procedure 
Victims are engaged in legal process or receive 
legal aid to pursue justice, claim rights, or prevent 
deportation. 

Immigration and residency 
protection 

Legal help or processes provided to secure lawful 
immigration status, avoid deportation, or obtain safe 
repatriation. 

Criminal cases 
Victims/survivors receive legal representation or 
participate in prosecutions. 

Identity and documentation 
support 

Assistance in recovering or reissuing passports, IDs, or 
residency documents confiscated by traffickers. 

Social 
reintegration 

Victims attempt to rebuild their lives, reconnect 
with communities, and reintegrate into society. 

Family reunification 
Victims are reunited with relatives and work to rebuild 
trust and repair relationships affected by trauma or 
deception. 

Experience sharing 
Victim shares their experiences with media networks, 
news, others in order to draw attention to the matter or 
to give information. 

Community support 
networks 

Survivors connect with NGOs, peer support groups, or 
local communities for recovery. 

Table 8: Codebook: Protective Strategies – Prevention and Response 

Protection Strategies: Prevention and Response 
Code Definition  Sub-code Sub-code definition 

Female safety 
tips 

Empower women with situational awareness, self-
defense knowledge, and clear steps for seeking 
help when needed, particularly in grooming or 
romance-related scams. 

N/A N/A 

Legal and labor 
protection 

Promoting access to legal aid, labor rights 
education, and official employment resources to 
reduce exploitation risks. 

Access legal aid and labor 
info 

Use official hotlines, labor bureaus, and vetted NGOs for 
rights and redress. 

Avoid illegal travel Advises legal cross-border travel. 

Caution 

Encouraging careful evaluation of opportunities 
and interactions, including verifying job offers, 
staying vigilant online, and maintaining realistic 
expectations about overseas prospects and 
personal assets. 

N/A N/A 

Indicators of 
scams 

Spreads information on how to identify a scam or 
trafficking attempt. 

Withholding information 
Purposeful withholding of important information to 
delude or deceive an individual. They will try to waive 
suspicion. 

Third-party apps and 
messaging platforms 

Use of unregulated platforms to avoid detection or track 
payments. 

Rescue and 
emergency 
actions 

Guidance on immediate actions, coordination, and 
information sharing to facilitate safe rescue from 
trafficking or fraudulent captivity scenarios. 

Emergency exit strategies Advice on safe escape routes from dangerous areas (e.g., 
KK compound) without triggering retaliation. 

Cooperation 
Victims are encouraged to stay calm during rescue and 
provide accurate information to authorities, helping 
ensure safety and support effective investigations. 

Seek help 
Advises victims to seek help immediately from relatives 
or local authority.  Encouraged to give important details 
such as name, location, and condition. 

Contact trusted rescue 
teams 

Encourages victims or families to work with trusted, 
legitimate rescue groups or authorities instead of 
unverified intermediaries. 

Institutional 
support 

Support from governments, embassies, NGOs, and 
digital systems. These range from anti-scam apps, 
awareness campaigns to legal protections, cross-
border cooperation, and embassy assistance. Aims 
to prevent recruitment, aid rescue, and reduce re-
trafficking. 

N/A N/A 
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Table 9: Codebook: Post Types 

Post Types 
Code Definition  Sub-code Sub-code definition 

News and 
awareness 

The post shares a piece of news, summaries, or 
opinions to raise awareness about scam-fuelled 
human trafficking; may include brief commentary 
or discussion prompts. 

N/A N/A 

First-person 
experience 

The author of the post shares their first-person 
account of being a victim of scams that led to or 
might have led to human trafficking or as a 
previous fraud worker. 

N/A N/A 

Asking for 
information or 
support 

Poster is requesting for information or support 
regarding an incident or person related to scam-
fuelled human trafficking. 

N/A N/A 

Tactics against 
human 
trafficking 

Poster gives advice against scam-fuelled human 
trafficking or posts about what tactics are used. N/A N/A 
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