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Figure 1: Three role-based simulation perspectives for online fraud intervention in a learning activity when older adults (a) 
experience simulated online fraud; (b) help a victim of online fraud; or (c) observe online fraud cases. 
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Abstract 
Online fraud is a critical global threat that disproportionately targets 
older adults. Prior anti-fraud education for older adults has largely 
relied on static, traditional instruction that limits engagement and 
real-world transfer, whereas role-based simulation offers realistic 
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yet low-risk opportunities for practice. Moreover, most interven-
tions situate learners as victims, overlooking that fraud encounters 
often involve multiple roles, such as bystanders who witness scams 
and helpers who support victims. To address this gap, we developed 
ROLESafe, an anti-fraud educational intervention in which older 
adults learn through different learning roles, including Experiencer 
(experiencing fraud), Helper (assisting a victim), and Observer (wit-
nessing fraud). In a between-subjects study with 144 older adults 
in China, we found that the Experiencer and Helper roles signifi-
cantly improved participants’ ability to identify online fraud. These 
findings highlight the promise of role-based, multi-perspective sim-
ulations for enhancing fraud awareness among older adults and 
provide design implications for future anti-fraud education. 

CCS Concepts 
• Security and privacy → Human and societal aspects of se-
curity and privacy; • Human-centered computing → Human 
computer interaction (HCI). 

Keywords 
older adults, online fraud, fraud intervention, anti-fraud education, 
role-playing, simulation, human-centered security, LLM 
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1 Introduction 
Online fraud has emerged as one of the most prevalent and costly 
digital threats worldwide [16, 26]. Older adults are disproportion-
ately targeted due to multiple age-related risk factors [4, 53, 55]. 
Their vulnerability is further exacerbated by the continuous evolu-
tion and increasing sophistication of scam tactics [31, 108] and AI’s 
application in enhancing the effectiveness, speed, and credibility of 
fraudulent schemes [48]. Consequently, older adults often express 
growing apprehension about the complexity of such threats and the 
difficulty of recognizing fraud in practice [89]. Fraud targeting older 
adults has increasingly become a global threat. In China, survey 
data from the Chinese Academy of Social Sciences revealed that 
17.25% of older users had experienced online fraud in 2022 [76]. 
According to the U.S. Federal Trade Commission, American victims 
in their 60s reported the highest financial losses to fraud, totaling 
$1.18 billion in 2024 [1]. 

Moreover, online fraud is not only a technological or economic 
phenomenon but is also shaped by cultural and regional contexts 
[50, 82]. For instance, a comparative study across 12 countries re-
veals variations in scam exposure, victimization, types, vectors, and 
reporting [50]. In China, where the online fraud environment dif-
fers from Western contexts [63], scholars have noted that scammers 
often exploit local cultural narratives, such as deference to author-
ity and collective values [65]. China is one of the world’s most 
populous countries and is experiencing rapid population aging [69], 

yet online fraud targeting older adults remains understudied. We 
therefore situate our study in the Chinese context. 

Despite numerous studies in HCI highlighting the unique vul-
nerabilities of older adults to online fraud and calling for more 
tailored interventions [27, 31, 66, 77], empirical fraud intervention 
for this population remains scarce. Existing approaches to anti-
fraud education for older adults largely rely on traditional one-way 
formats such as training sessions or broadcast media [17], which 
provide limited interactivity and practical exercises. More engaging 
approaches, such as board games [18, 20], have primarily focused 
on phishing or general cybersecurity rather than online fraud. 

Among various educational formats, role-based simulation has 
been found as effective in engaging participants with learning and 
creating realistic learning scenarios [44, 56, 61, 107]. “What.Hack,” 
for example, engages players in a role-playing phishing simulation 
where they assume the role of a bank employee tasked with pro-
cessing business-related emails while avoiding phishing attempts 
[101]. However, existing simulations have rarely been tailored to 
older adults, and most primarily place participants in the role of the 
victims. Nevertheless, fraud usually involves complex social interac-
tion, including not only scammers and victims, but also bystanders 
who observe and helpers who provide support. Building on estab-
lished learning theories, different modes of participation may foster 
effective learning in distinct ways. For instance, Experiential Learn-
ing Theory emphasizes that knowledge is constructed through 
concrete experiences [57]. The Learning by Teaching approach 
underscores how explaining and guiding others can deepen one’s 
own understanding [10]. Social Learning Theory highlights that 
learning is situated within a social context and can occur through 
observation [9]. In online fraud education, different roles may thus 
provide unique perspectives and lead to varied learning outcomes. 
However, such role-based comparisons have rarely been system-
atically examined. To address this gap, we propose the following 
research questions: 

• RQ1: How does role-based simulation learning influence 
older adults’ fraud awareness between the three treatment 
groups (Experiencer, Helper, Observer) and the control group 
(static learning material)? 

• RQ2: How do different roles (Experiencer, Helper, Observer) 
within simulation learning influence older adults’ online 
fraud awareness? 

To investigate our research questions, we designed three sim-
ulation roles, including Experiencer, where older adults engaged 
in online fraud conversations with an LLM playing the scammer, 
Helper, where they persuaded an LLM-portrayed victim not to fall 
into fraud, and Observer, where they watched LLM-generated chat 
records based on real-world fraud cues. We conducted a between-
subjects experiment with 144 Chinese older adults and evaluated 
our intervention’s effectiveness in raising online fraud awareness 
and user experience, while gathering participants’ qualitative feed-
back. Our findings show that role-based simulation was more effec-
tive than the control condition in improving fraud cue identification. 
Both Experiencers and Helpers outperformed the Control group, 
and Helpers further outperformed Observers. However, these group 
differences were not observed in a follow-up evaluation. Qualitative 
feedback informed our reimagination of fraud education design for 
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older adults. Our work makes the following contributions to the 
human-computer interaction (HCI) and security and privacy (S&P) 
literature. 

• We develop and evaluate an online fraud intervention tai-
lored for older adults using role-based simulation, providing 
learning opportunities in realistic scam scenarios to enhance 
online fraud awareness. 

• We make the first attempt to educate older adults about on-
line fraud with different roles (Experiencer, Helper, and Ob-
server), informing future explorations of multi-perspective 
approaches to fraud education. 

• We provide empirical evidence on the effectiveness of role-
based simulation for online fraud intervention, and demon-
strate how different roles shape both learning outcomes and 
nuanced perceptions, offering new insights into the design 
of anti-fraud education for older adults. 

2 Related Work 

2.1 Online Fraud and Older Adults 
Online fraud is one of the most pressing digital threats for older 
adults. The FBI’s Internet Crime Complaint Center documented a 
14% increase in elder fraud cases, and tech support scams were the 
most widely reported kind of elder fraud in 2023 [39]. Age-related 
changes make older adults particularly susceptible to online fraud. 
Prior research has identified various risk factors, such as cognitive 
decline [55], an overly trusting nature [87], and a lack of knowledge 
about fraud prevention [53]. For example, several studies indicated 
older adults show higher susceptibility to phishing and are more 
likely to click compared to younger groups [45, 64, 66]. 

The risks are amplified by the continuous evolution of scams. 
Fraud schemes now take increasingly diverse forms, such as ad-
vertising of health products on live-streaming platforms [31] and 
sophisticated deepfake-enabled scams [108]. Older adults frequently 
express apprehension about the growing complexity of such threats, 
reporting that scams are becoming more difficult to recognize and 
voicing a desire for more information on evolving scams [89]. News 
coverage of severe financial losses further reinforces a pervasive 
fear of being targeted, leaving many older adults increasingly con-
cerned about the threat of online fraud [85]. 

Preventing older adults from falling victim to online fraud re-
mains challenging. Although many detection tools exist [37, 43, 
68, 90], their accuracy is not fully guaranteed, and the diversity 
of scam formats limits their applicability. Family members often 
play safeguarding roles, but these efforts are constrained by seniors’ 
reluctance to accept help, intentional withholding of information, 
and delays in family intervention [31]. Moreover, many victims 
are reluctant to report scams or seek help due to stigma or lack of 
accessible support [83]. These barriers emphasize the importance of 
strengthening older adults’ own fraud awareness and their ability 
to identify deceptive tactics. 

However, most prior work stops at broadly advocating for edu-
cational online fraud interventions for older adults. To address this 
gap, our study developed ROLESafe, an online fraud intervention 
designed specifically for older adults to improve their online fraud 
awareness and defensive skills. 

2.2 Anti-Fraud Education for Older Adults 
Anti-fraud education for older adults has thus far largely relied 
on traditional delivery methods. A wide range of channels have 
been used to disseminate fraud awareness and prevention infor-
mation, including formal events, presentations, training sessions, 
in-person or telephone advice, letters and leaflets, emails, websites, 
and broadcast media such as radio and television [17]. For example, 
the U.S. National Council on Aging developed the Seniors Against 
Scams program, delivered in senior centers, which highlights pop-
ular scams targeting vulnerable older adults and offers next steps 
for those who experience financial fraud [78]. Similarly, the Fed-
eral Deposit Insurance Corporation and the Consumer Financial 
Protection Bureau launched the Money Smart for Older Adults 
curriculum, consisting of an instructor guide, a resource guide, 
and supplemental slides to support classroom-based training [25]. 
While these initiatives have raised awareness and provided valu-
able resources, their effectiveness is limited by the fact that they 
are largely one-directional, offering information passively without 
providing interactive or experiential opportunities for older adults 
to practice identifying and resisting fraud. 

In addition to these traditional approaches, one recent work 
has explored innovative methods of educating older adults about 
fraud. Chung and Yeung evaluated an anti-scam board game specif-
ically designed for older adults, which simulates scam scenarios 
on a game board and preventative measures as playing cards [20]. 
Although not exclusively focused on fraud, other cybersecurity 
education initiatives have incorporated scam-related content. For 
example, Camilleri et al. developed a shedding-type card game, 
which included handling scams as one of several cybersafety top-
ics, to conceptually learn and reinforce cyber hygiene practices 
[18]. Similarly, Aly et al. tailored digital privacy education inter-
ventions for older adults across multiple modalities (text, videos, 
audio presentations, infographics, comics, interactive tutorials, and 
chatbots), with fraudulent online transactions identified as one of 
the key concerns [5]. 

However, these efforts mainly emphasize general preventive 
awareness or post-fraud practices, with very few providing fine-
grained training, that is, how seniors can realize that an interaction 
is fraudulent and recognize the cues that signal deception. 

2.3 Fraud Cues 
Fraud identification can be understood as a judgment process. Ac-
cording to Brunswik’s lens model, people make judgments by per-
ceiving and utilizing various cues [14, 23]. In phishing, the cue 
utilization is presumed to involve an individual’s capacity to recog-
nize features within an email that signal an attempt to deceive [75]. 
A number of phishing cues have been identified, such as techni-
cal cues (e.g., URL hyperlinking), visual presentation cues (e.g., no 
branding or logos), and message language and content cues (e.g., 
use of time pressure, threatening language, and too good to be true 
offers) [71]. Prior work in phishing education has demonstrated 
the importance of cue-based training [72, 94]. For instance, Anti-
Phishing Phil was developed to train users to recognize phishing 
cues in web browsers [91]. Another embedded training system by 
Kumaraguru et al. similarly aimed to teach users how to identify 
phishing cues in general [59]. 
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Real-world fraud in China is rarely a single-shot decision prob-
lem; it typically unfolds through chat-based interactions in which 
scammers strategically exploit social interactions on popular mes-
saging platforms [31]. For instance, scammers often add victims 
on WeChat (a popular social app in China) and gradually build 
rapport through repeated promises and performative care [31]. In 
such contexts, simply asking older adults to make a broad, binary 
judgment about whether a case is fraudulent fails to capture the 
skills they actually rely on when navigating real scam interactions. 
In contrast, training older adults to identify specific tactics used 
by scammers could more directly reflect the underlying reason-
ing processes and offer greater ecological validity and real-world 
applicability. Building on these insights, in our training materials, 
we define fraud cues as heuristics that users can draw upon to 
determine whether an interaction might be a scam, and these cues 
generally map onto deceptive tactics commonly employed by scam-
mers. In this sense, the cues in our study are more similar to the 
language and content cues in the phishing literature [71] and focus 
less on technical details or visual presentation features. 

Nevertheless, existing cue-based training efforts in cybersecurity 
have predominantly focused on phishing, with limited attention to 
online fraud more broadly, and especially to the unique challenges 
faced by older adults in identifying such cues. This gap is becoming 
increasingly urgent as scammers now exploit AI to enhance fraud 
effectiveness, speed, and credibility, thereby reducing detectability 
of scams that target seniors [48]. This shift indicates that protecting 
seniors should no longer rely on detecting false artifacts, but instead 
fostering situational awareness and a deeper understanding of how 
scams are executed [48]. To address this gap, we aim to educate older 
adults on how online fraud unfolds and how to identify the online 
fraud cues in practice through a role-based simulation approach. 

2.4 Role-based Simulation Learning 
Role-based simulation learning does not have a universally agreed-
upon definition, and the terms role play and simulation are of-
ten used interchangeably [67]. Broadly speaking, simulation-based 
learning is considered a form of experiential learning in which 
learners are tasked with solving complex problems in controlled 
environments through “real-life scenarios” [8, 62]. Role plays are 
situations in which learners take on the role profiles of specific 
characters in a contrived setting [105]. 

Role-based simulation learning offers several advantages. First, it 
enables learners to absorb knowledge and practice skills in realistic 
yet simulated environments, thereby providing hands-on and first-
person perspectives [8, 62, 104]. Second, it is practical in nature, as 
role plays and simulations are designed to authentically emulate 
real-world environments or challenges, giving learners opportuni-
ties to rehearse the skills they will need in practice [96]. Third, it 
provides a safe and supportive environment in which learners can 
experiment, reflect, and practice without the fear of real-world con-
sequences or mistakes [62]. Finally, role-based simulations promote 
engagement, helping learners to learn effectively while making the 
learning process enjoyable [88]. 

Role-based simulation has been widely adopted across diverse 
educational domains. In medical and nursing training, role-players 

are extensively used to help students practice clinical and conversa-
tional skills before encountering real-world patients [54, 81, 100]. In 
computer science, Asanka et al. propose a platform where students 
actively participate in a role-based learning exercise designed to 
simulate real-world big data projects [7]. In business contexts, role-
play simulations are employed to prepare leaders for interpersonal 
conflict, negotiations, and performance reviews [104]. 

Role-based simulation has also seen widespread application in 
HCI and S&P areas, such as training about system attacks [21] and 
phishing [19, 44, 56, 60, 61, 107]. For example, CyberCIEGE is a 
construction and management resource simulation game in which 
students act as decision-makers for enterprises, facing scenarios 
that require balancing security decisions against organizational 
needs [97]. PhishGuru delivered simulated phishing attacks and 
provided training immediately after participants fell for them [60]. 

Despite this diversity, most role-based interventions adopt a 
single-role perspective, positioning participants as potential vic-
tims (i.e., experiencers) and training them to recognize and resist 
attacks. Yet, fraud encounters are fundamentally social interactions 
involving multiple roles, not only scammers and their targets, but 
also bystanders who observe [12, 15] and helpers who provide 
support [31]. Different perspectives may lead to different learning 
outcomes. However, no existing work has explored online fraud 
education through multiple role perspectives, nor compared the ef-
fectiveness of these roles. Therefore, this study examines the effects 
of role-based simulation and those of different roles (i.e., observer, 
helper, and experiencer) on online fraud learning for older adults. 

3 ROLESafe: An Online Fraud Intervention for 
Older Adults 

We developed ROLESafe (Role-Oriented Learning for Enhancing 
Safety). In ROLESafe, older adults learn through different roles 
within simulated fraud scenarios to strengthen their online fraud 
awareness. 

3.1 Role-playing Learning Modes 
Drawn on established learning theories and prior empirical findings, 
we designed three role-based learning modes that reflect different 
perspectives on online fraud, shown in Figure 1. 

• Experiencer Mode: This mode is informed by Kolb’s Ex-
periential Learning Theory, which emphasizes that learners 
acquire knowledge through concrete experience [57]. Prior 
research has similarly presented specific fraud scenarios that 
allow users to experience the process, thereby strengthening 
their resistance and awareness [44, 56, 60, 60, 61, 101, 107]. 
For example, one study emulated the normal working day 
of an executive assistant, requiring participants to complete 
work-related tasks and respond to emails while simulta-
neously identifying and reporting phishing attempts [56]. 
Building on this, we designed an Experiencer Mode in which 
participants directly engaged with simulated online fraud 
scenarios as experiencers. They interacted with a simulated 
scammer through a chat interface. 

• Helper Mode: This mode is inspired by the Learning by 
Teaching approach, which indicates the benefits of explain-
ing and guiding others as a means of deepening one’s own 
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understanding [10]. This helper role is in line with empirical 
studies demonstrating that helping others can also enhance 
helpers’ own awareness and resistance against online fraud 
or cybersecurity risks [31, 70, 74]. For example, the AARP 
field experiment asked participants to take the role of advis-
ing others not to fall for fraudulent telemarketing, and this 
self-generated persuasion significantly reduced the partici-
pants’ own subsequent susceptibility to scams [6]. Drawing 
on this, we designed a Helper Mode, where participants 
acted as helpers by attempting to support a simulated po-
tential victim of fraud. They interacted with the simulated 
vulnerable individual through the chat interface and were 
encouraged to provide guidance to prevent the victim from 
being deceived. 

• Observer Mode: This mode draws on Social Learning The-
ory, which highlights that learning is a cognitive process 
situated within a social context and can occur purely through 
observation, even without direct practice or reinforcement 
[9]. Prior research has shown that observing scam cases can 
also prompt participants’ reflection and foster awareness 
[5, 108]. For instance, Zhai et al. designed deepfake scam 
scenarios presented as videos and flash reports to elicit em-
pathy for victims and to explore how older adults perceive 
such scams and why they believe some victims are deceived 
[108]. Building on these insights, we designed an Observer 
Mode in which participants acted as observers by viewing a 
simulated scam conversation on the chat interface. Unlike 
experiencers and helpers, they did not interact with either 
party but instead passively observed the dialogue. 

• Control: Participants in the control condition did not engage 
in any role-based simulation. As a baseline, they only read 
online fraud learning materials with details shown in the 
Supplementary Material. These materials were also made 
available to participants in the three role-based conditions. 

3.2 Design Materials 
3.2.1 Online Fraud Discourses. Although general resources on on-
line fraud are abundant, studies that specifically organize and ana-
lyze online fraud cues targeting older adults remain scarce. There-
fore, we drew on timely and widely accessible materials from media 
and news sources to collect online fraud discourses targeting older 
adults and extract fraud cue information. 

We conducted a Google search using the keywords “older adults” 
AND “online” AND “fraud” in Chinese. We reviewed the first 50 
search results, with each result potentially containing multiple fraud 
cases. We applied the following inclusion criteria: 1) To ensure re-
liability and relevance for older adult learners, we only included 
credible sources, such as news reports, articles published by banks, 
and government documents (e.g., police or prosecutor’s office an-
nouncements). The majority of the search results already fell into 
these categories; 2) Only cases situated in the Chinese context were 
retained, as fraud practices may vary across cultures; 3) Each case 
had to include concrete online fraud details, such as the fraud pro-
cess and discourse. Cases that only reported fraud categories or 
statistical data were excluded; 4) Offline fraud cases were excluded. 

After applying these criteria, we obtained 34 results containing 103 
online fraud cases targeting older adults. 

3.2.2 Online Fraud Contexts. For online fraud targeting older adults 
in China, scammers gradually probe for and exploit their specific 
vulnerabilities [28, 31]. The representative vulnerabilities involve 
financial expectations and health or well-being concerns among 
older adults [31]. For example, seniors’ financial expectations can 
lead them to fall victim to investment fraud, while their concerns 
for health and well-being make them vulnerable to false advertising 
of health products [31]. 

Based on the prior work [31] and our collected cases, we focused 
on the two prevalent vulnerabilities as the prototype contexts for 
our intervention: financial expectations and health concerns. In 
the finance context, scammers often exploit older adults’ financial 
expectations and gradually leverage cues such as “promise high 
returns with low risk” to defraud them, for example, by persuading 
them to invest in fraudulent projects. In the health context, scam-
mers usually take advantage of seniors’ concerns about health and 
gradually draw on cues such as “offer free services as bait” to lead 
them to purchase supposed health products or services. 

3.2.3 Online Fraud Cues & Channels. Our analysis of collected 
cases revealed that although the concrete fraudulent content may 
differ—for example, health-related fraud could have false adver-
tising of health products or courses—the underlying fraud cues 
leveraged, such as exaggerating illness to create anxiety in older 
adults, are largely the same. To extract the online fraud cues, the 
first author conducted open coding [24] to identify potential fraud 
cues. Specifically, the author first read through the collected online 
fraud discourses multiple times and extracted all segments that 
contained any concrete detail about how the scam was carried out. 
Based on these extracted segments, the first author developed ini-
tial codes that demonstrated the fraud cues. For example, in the 
segment where “the project manager tells Mr. Qiao that a block-
buster film can earn several times the returns and carries no risk,” 
we coded this as the fraud cue “promising high returns with no 
risk.” Through several rounds of team discussions, the co-authors 
reviewed the extracted segments and codes and worked collabo-
ratively to refine the fraud cues. Finally, we consolidated a set of 
fraud cues, including nine cues in the finance context and seven 
cues in the health context.1 

We also observed that in a given fraud case, cues rarely appear 
in isolation. Instead, certain cues frequently co-occur, for example, 
“promise high returns with low risk,” “claim to be financial experts,” 
and “pitch senior-living investment schemes” often appear together 
in one fraud case. Therefore, to better mirror real-world patterns, 
our intervention trains older adults using cue sets2 rather than 
individual cues. Moreover, our goal is not to have participants learn 
every cue, but to assess the learning outcomes associated with 
different perspectives (Experiencer, Helper, Observer). Thus, to 
avoid overburdening older adults, we only selected six cues (i.e., 

1Regarding whether cues within each context are mutually exclusive, the cues of each 
context in our list do not overlap with one another, but we cannot guarantee mutual 
exclusivity across all real-world fraud contexts. 
2A cue from one set may still combine with cues from other sets in real-world cases. 
Our cue sets only represent combinations commonly observed in our dataset, not the 
only possible groupings. 
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two sets) per context. We chose two sets in each context so that 
subsequent evaluation, particularly the fraud cue identification test, 
would yield more robust results (see Sec. 4.4.1 for details). The 
selected fraud cues are shown in Table 1, with full fraud cues and 
their specific definitions in the Supplementary Material. All these 
cues were validated by one police officer who is working on the 
ground for anti-fraud education and three S&P researchers, with 
more details in Sec. 4.1. 

Table 1: Online fraud cues. 

Context Set Cue 

Finance 

A 
Cue 1: Promise high returns with low risk 
Cue 2: Claim to be financial experts 
Cue 3: Pitch senior-living investment schemes 

B 
Cue 4: Leverage peer influence 
Cue 5: Invoke fake government investment schemes 
Cue 6: Promise dividends between shareholders 

Health 

A 
Cue 1: Exaggerate illness to create anxiety 
Cue 2: Claim to be medical experts 
Cue 3: Advertise referrals to top doctors 

B 
Cue 4: Frame products as miracle cures with refund 
guarantees 
Cue 5: Offer free services as bait 
Cue 6: Using cheap trials with steep follow-up charges 

In addition, our analysis identified a variety of online fraud 
channels, such as instant messaging applications (e.g., WeChat and 
QQ) and livestreaming platforms, which are commonly used in 
online fraud. Accordingly, for the design of ROLESafe, we selected 
a WeChat-style chat interface as the interaction medium to ensure 
both ecological validity and alignment with older adults’ communi-
cation habits in China. 

3.3 Learning Mode Implementation 
We chose LLM over other methods (e.g., Wizard-of-Oz) to imple-
ment these learning modes for both practical and conceptual rea-
sons. Our long-term goal is to develop scalable tools for online fraud 
education, and using an LLM allows us to test an intervention for-
mat closer to real deployment. The study also involved multi-turn, 
role-based interactions across several conditions, making a human-
wizard approach labor-intensive and prone to inconsistency and 
experimenter bias. This study serves as an initial demonstration 
of the feasibility of an LLM-based intervention, with future work 
needed to further refine dialogue design. 

3.3.1 Experiencer. We employed GPT-4o [79] as the backend model, 
which acted as a simulated scammer. First, to ensure the LLM un-
derstood our goal, we explicitly stated that its objective was to 
function as an online fraud simulation education system designed 
to enhance older adults’ ability to recognize fraud. We then spec-
ified the scammer role, instructing the LLM to play the role of a 
scammer attempting to defraud an elderly person on WeChat. To 
avoid any misunderstanding, we emphasized that this was strictly 
a simulation for educational purposes and not a real scam. 

Moreover, we provided the set of online fraud cues and their 
definitions in Table 1 to guide the scope of the LLM’s responses. 
We established strict rules in this implementation. The model must 
use, and only use, the predefined online fraud cues and prohibit 
the introduction of any additional fraud cues to ensure that all 
cues are systematically covered and remain within our defined 
boundaries. To maintain the balance and naturalness of these cues, 
we instructed the model to balance the frequency and depth of each 
cue, while allowing the order of their appearance to flexibly adapt 
to the flow of the conversation. 

Third, to create a realistic and user-friendly interaction, we spec-
ified the language style. The tone should be natural and realistic, 
responses were to be concise to avoid distracting older adults, and 
the total number of conversation turns was controlled to prevent 
feelings of fatigue or over-engagement. Additionally, we imple-
mented a user-controlled exit option, allowing participants to end 
the conversation. Finally, we provided several example dialogues 
for the LLM to reference as guidance. The prompt used in this mode, 
coupled with few-shot learning [13], is provided in the Supplemen-
tary Material. 

3.3.2 Helper. GPT-4o served as our backend model to simulate a 
potential fraud victim. We also stated our educational goal. Then 
the LLM was instructed to simulate a potential victim by retelling 
to the user what the scammer said to it in a turn-taking dialogue, 
revealing fraud cues for older adults to identify. Moreover, the 
scammer’s words that the LLM retold were strictly based on the 
predefined online fraud cues and their definitions in Table 1, and 
the same rules for cue use applied as in the Experiencer mode. 

Since the objective of the Helper mode was to enable older adults 
to learn by assisting the victim in identifying fraud cues, we de-
signed a mechanism that required the LLM to actively seek help 
from the user. For example, the LLM was instructed to phrase its 
responses in a help-seeking manner to elicit user reasoning. To 
ensure genuine recognition, we specified that vague advice such 
as “don’t trust it” would not be considered successful identification. 
Given the LLM’s strong capabilities, it was prohibited from directly 
teaching users how to recognize scams. To prevent discouragement, 
the LLM was further instructed to adapt its reactions when users 
explained the scam logic by displaying hesitation or partial doubt 
to encourage users to explain additional cues. 

Languages followed the natural and realistic style of the Ex-
periencer mode. We also added a user-controlled exit option and 
provided example dialogue for guidance. The prompt is included in 
the Supplementary Material. 

3.3.3 Observer. In this mode, older adults acted as third-party ob-
servers of simulated scam conversations. These conversations were 
generated using the extracted fraud cues described in Table 1. Specif-
ically, we provided the fraud cues as part of the input to GPT-4o and 
requested it to generate scam dialogues, which were subsequently 
refined by S&P experts to ensure plausibility. The prompt used 
for generating these dialogues is provided in the Supplementary 
Material. 
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Figure 2: Study overview. The blue sections illustrate the overall study design. The green sections depict the study procedure 
for an individual participant. Note: participants were randomly assigned to begin with either the Finance or Health context, 
and the A/B cue sets were also randomly assigned. 

4 Study Procedure 
We conducted a between-subjects experiment to examine the effect 
of ROLESafe on improving older adults’ online fraud awareness. 
Figure 2 shows an overview of the study design. 

4.1 Pilot Study 
Before the official data collection, we conducted two rounds of 
pilot studies with a total of 13 participants, including four experts 
(i.e., one police officer and three researchers) and nine older adults. 
Participants were recruited through personal networks. Pilot ses-
sions were conducted either via Zoom or in person, depending on 
participants’ preferences. 

The experts primarily evaluated the study design and assessed 
the rigor and appropriateness of the materials, including the online 
fraud cues, the learning materials, and the GPT-generated fraud 
cases. The police officer brought extensive experience delivering 
anti-fraud education to diverse groups such as older adults and 
students. All researchers had backgrounds in security and privacy, 
with one having prior experience with online fraud research and 
another in phishing-related educational interventions. We refined 
our intervention design based on the collected feedback. For ex-
ample, they helped refine the phrasing used in the fraud cases to 

better reflect real-world practices and noted the potentially high 
workload for older adults. 

The older adults focused on experiencing one of the four learn-
ing modes to provide feedback on study duration, workload, and 
overall feasibility. For example, they noted that the font size was 
too small on mobile devices, prompting us to enlarge the text and 
make the platform accessible across phones, tablets, and comput-
ers. We also observed that sessions lasting more than 30 minutes 
caused noticeable fatigue among older adults. Through iterative 
refinement and testing, we limited each context to six cues to be 
learned. With these adjustments, participants were able to complete 
all components in roughly 30 minutes on average while remaining 
attentive and engaged. Feedback indicated that participants did not 
feel rushed or perceive the tasks as overly demanding. Data col-
lected from the pilot studies were employed to improve our study 
design, and they were excluded from the final analysis. 

4.2 Participants and Recruitment 
We recruited Chinese participants who met the following inclusion 
criteria: 1) aged 50 or above, which aligns with the legal earliest 
retirement age in China [102] and is consistent with prior research 
involving older adults [46, 47, 99]; 2) having basic communication 
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abilities; and 3) using digital devices in their daily life (e.g., mobile 
phones and tablets).3 A power analysis (power = 80%, 𝛼 = .05) for 
a one-way ANOVA conducted with G*Power suggested a sample 
size of 120 participants. To achieve this, we collaborated with a 
large local community center that regularly organizes activities 
for hundreds of older adults, which helped ensure the diversity 
of our sample. The community staff assisted in recruiting eligible 
participants. 

In the pilot study, we found that requiring older adults to com-
plete a screening survey imposed additional cognitive demands. To 
avoid participant fatigue, we instead held a short informal conversa-
tion with each participant before the study began. This conversation 
served both to build rapport and to confirm inclusion criteria (e.g., 
age and experience with digital devices). As the community cen-
ter pre-screened participants according to our criteria, only two 
individuals were later found ineligible for not meeting the age 
requirement. In total, we successfully recruited 150 participants. 
After excluding six participants with missing data, our final sample 
consisted of 144 older adults. 

Regarding compensation, the collaborating community center 
advised that tangible items (e.g., eggs, rice, and bottled water) would 
be more culturally appropriate than direct monetary payments. 
Providing cash might affect older adults’ expectations and reduce 
enthusiasm for future community events, since the center itself 
does not distribute money. Therefore, each participant received a 
gift valued at 50 RMB (approximately 6.96 USD) as compensation 
for their time and effort.4 

Among the 144 participants, 52.08% were female (𝑛=75) and 
47.92% were male (𝑛=69). Age distribution was as follows: 50–59 
(𝑛=78, 54.17%), 60–69 (𝑛=40, 27.78%), 70–79 (𝑛=21, 14.58%), and 80+ 
(𝑛=5, 3.47%). Educational background included primary school or 
below (𝑛=58, 40.28%), middle school (𝑛=38, 26.39%), high school 
(𝑛=10, 6.94%), associate degree (𝑛=25, 17.36%), and bachelor’s de-
gree or above (𝑛=13, 9.03%). We include the detailed demographic 
overview of the participants in the Supplementary Material. 

4.3 Learning through ROLESafe 
While ROLESafe was designed as a digital intervention, all sessions 
were in-person. We scheduled sessions with older adults in advance 
and conducted the intervention at the community center to en-
sure the setting felt familiar and comfortable for them. Before the 
learning session began, we welcomed the older adults, introduced 
ourselves, explained the purpose of the project, collected basic de-
mographic information, and obtained informed consent. As some 
participants might not have been familiar with the terminology of 
online fraud cues, we asked all participants to first read the same 
learning materials in the Supplementary Material to establish a 
basic understanding before engaging in their assigned condition. 
The learning materials included descriptions of fraud cues, corre-
sponding online fraud examples, and anti-fraud strategies, which 
were derived from the design materials in Sec. 3.2 and validated by 
S&P experts. Participants were then randomly assigned to one of 

3During the experiment, only technical assistance related to platform operation (e.g., 
navigating to the “send” button) was provided, as the interface was new to participants. 
No cognitive or decision-making assistance was given.
4The compensation was determined with the aim of exceeding the hourly minimum 
wage of the province where participants are located (i.e., 21.0 yuan in Chongqing [103]). 

the four conditions and instructed to complete tasks according to 
their assigned group. Participants chose the devices they prefered to 
complete the intervention, we provided iPad Air, Macbook Air, and 
iPhone 13. The interface displayed the same content across all de-
vices and only the text size was adjusted according to participants’ 
comfort. 

(1) Experiencer group: Participants were told that their task was 
to chat with another person through a WeChat-style inter-
face. The conversation continued until they no longer wished 
to proceed. Figure 3a shows a learning example between an 
experiencer-group user and the system. 

(2) Helper group: Participants were told that their task was to 
assist a potential victim of fraud by persuading the individual 
not to be deceived. They interacted with the victim through 
the WeChat-style interface, with the conversation lasting 
as long as they chose. Figure 3b shows a learning example 
between a helper-group user and the system. 

(3) Observer group: Their task was to observe chat records dis-
played in the WeChat-style interface. These generated chat 
records are shown in the Supplementary Material. 

(4) Control group: These older adults did not perform additional 
tasks. 

During the intervention, researchers remained present through-
out the session to accompany participants but did not interfere with 
the tasks. The detailed model performance is shown in Sec. 6.4. 

4.4 Post-Intervention Evaluation 
We conducted a series of post-intervention evaluations. System 
effectiveness and user experience are two critical evaluation dimen-
sions in cybersecurity and privacy research [51]. Effectiveness was 
evaluated using an online fraud awareness assessment, including 
fraud cue identification tests and a self-efficacy scale, while user 
experience was measured with a questionnaire-based evaluation. 
Finally, we gathered participants’ perceptions and suggestions with 
exit interviews. 

4.4.1 Online Fraud Awareness Assessment. Fraud cue identification 
test. Figure 4 shows an example of a fraud cue identification test, 
including a fraud case and a task.5 Participants were presented with 
an online fraud test case before completing the cue identification 
task. The task was “Please select the fraud cues below that you 
think are present in the above conversation.” Participants selected 
any number of cues they believed appeared in the case from six 
possible fraud cues that had been identified for the given context. 

Figure 2 (green parts) illustrates how a participant goes through 
the learning and evaluation phases. Specifically, after completing 
the learning phase in one context, participants took a fraud cue 
identification test corresponding to that context (e.g., finance con-
text). They then proceeded to the second learning phase in the other 
context and completed another test specific to that context (e.g., 
health context). Thus, each participant completed two fraud cue 
identification tests in total. The order of fraud contexts in the learn-
ing phases was randomized, and within each context, the tested cue 

5We did not include non-scam cases because our goal was to assess whether partici-
pants could identify targeted fraud cues, rather than to evaluate binary classification 
performance and adding non-scam cases would shift the construct with limited benefit 
for the training objective. 
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(a) Experiencer (finance B) (b) Helper (finance B) 

Leverage peer influence 

Invoke fake government investment schemes 

Promise dividends between shareholders 

Figure 3: Interaction examples in the learning phase between users and LLM (taking the finance B context as an example). (a) An 
authentic conversation between an experiencer-group user and the LLM. (b) An authentic conversation between a helper-group 
user and the LLM. Colored highlights indicate how different fraud cues are manifested by the model. 

set (A or B) was also randomly assigned. For instance, a participant 
might work with cue set A in the financial context and cue set B in 
the health context. This design ensured that participants did not all 
encounter the same cue set, thereby improving the robustness of 
the tests. 

We adopted a multiple-choice format rather than a per-cue bi-
nary response to reduce satisficing behavior observed in the pilot 
study, where some older participants tended to endorse all cues 
without careful consideration. The multiple-choice layout encour-
ages comparative thinking and deliberate selection. To evaluate 
identification accuracy, we used the F1 score, which balances pre-
cision and recall, providing a relatively fair measure of overall 
cue-recognition ability [84]. We computed the F1 score by taking 
twice the number of options that were selected in both the predicted 
and ground-truth answers, and dividing it by the total number of 
options selected across the predicted and the ground-truth answers. 
It ranges from 0 to 1, with higher values indicating stronger fraud-
cue recognition ability. The final F1 score was calculated as the 
average of the two tests. 

The test cases were generated using the fraud cues collected in 
Sec. 3.2.3. Specifically, each of the four fraud cue sets from Table 1 
was provided as part of the input prompts to GPT-4o, which gen-
erated four online fraud test cases. Researchers then refined the 
outputs to ensure plausibility. The prompt used for case generation 

is provided in the Supplementary Material, and the four complete 
test cases are provided in the Appendix A.1. 

Self-efficacy. In addition to the fraud cue identification tests, we 
also used a self-efficacy scale to assess older adults’ confidence in 
identifying online fraud. After two fraud cue identification tests 
were completed, participants were guided to assess their self-efficacy, 
with measures adapted from [80]. The specific items were shown 
in the Appendix B. The system logged the responses automatically. 

4.4.2 User Experience Evaluation. After finishing the online fraud 
awareness assessment, participants were asked to report their learn-
ing experience with the assigned intervention. This evaluation was 
conducted through a survey (details in Appendix B). The survey 
was implemented on our application following the awareness tests, 
and participants’ responses were automatically logged. 

Specifically, we employed three constructs that are widely used 
to evaluate learners’ learning experiences with interventions in 
cybersecurity education research, including enjoyment [52, 106], 
perceived usability [3, 40], and future behavioral intention [32, 36]. 
The three constructs were measured as follows: 

(1) Enjoyment: Participants’ perceived pleasure and fulfillment 
when engaging with the assigned online fraud education, 
adapted from [2]. 

(2) Usability: Participants’ general perceptions of effectiveness, 
efficiency, and satisfaction of the learning system, adapted 
from the Usability Metric for User Experience (UMUX) [41]. 
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Q: Please select the fraud cues below that you 
think are present in the above conversation 

• Promise high returns with low risk 

• Claim to be financial experts 

• Leverage peer influence 

• Pitch senior-living investment schemes 

• Invoke fake government investment schemes 

• Promise dividends between shareholders 

• None of the above 

Task Fraud Case 

Figure 4: An illustration of a fraud cue identification test within a finance context. It demonstrates how specific fraud cues 
(left) correspond to suspicious elements in a fraud test case (right). 

(3) Future behavioral intention: Participants’ intention to engage 
with the assigned education again in the future, adapted 
from [2]. 

Two researchers reviewed and adapted these scales from English 
to Chinese. Each item was measured using a 5-point Likert scale, 
with response options ranging from “strongly disagree” to “strongly 
agree.” The detailed user experience questions are shown in the 
Appendix B. 

4.4.3 Intervention Feedback Interview. The interview covered sev-
eral themes related to participants’ experiences and perceptions. 
For example, we asked about: 1) prior experiences with anti-fraud 
education, 2) their perceptions of the assigned role in the interven-
tion, 3) impressions of the interaction partner (e.g., whether they 
felt it was a human or a machine, particularly for participants in the 
Experiencer and Helper groups), 4) overall learning perceptions, 5) 
perceived task load, and 6) anticipated impact of the intervention 
on their future behavior. The full list of interview questions is pro-
vided in the Supplementary Material. Each session, including the 
learning phase, tests, survey, and interview, lasted approximately 
30 minutes in total. 

4.5 Follow-up Intervention Evaluation 
We reconnected with the collaborating community center, which 
assisted us in inviting participants who had taken part in the main 
study to voluntarily return for a follow-up session approximately 

one month later.6 A total of 89 participants completed the follow-up 
study, of which five were excluded due to repeated tests, resulting 
in 84 valid users, including 17 participants in the Experiencer group, 
31 participants in the Helper group, 17 participants in the Observer 
group, and 19 participants in the Control group. The demographics 
of these older adults is shown in the Supplementary Material. 

In the follow-up session, participants completed the same two 
measures as in the main study: 1) the fraud cue identification test 
and 2) the self-efficacy scale, both serving as indicators of inter-
vention effectiveness. While the tests targeted the same fraud cues 
as before, the test cases were newly generated following the same 
procedure described in Sec. 4.4.1. The context order and test sets for 
each participant were consistent with their allocation in the main 
study. The four complete test cases for follow-up evaluation are 
provided in the Appendix A.2. Each follow-up session lasted approx-
imately 10 minutes. Participants who took part in this additional 
session received an extra gift valued at 15 RMB (2.1 USD). 

4.6 Ethics Considerations 
This study received approval from our Institutional Review Board 
(IRB). Because our research introduced GPT-4o with customized 
prompts to interact with older adults, we implemented several safe-
guards to minimize the risk of unintended outputs beyond our 

6The timing was around one month rather than an exact day, as the main study itself 
spanned several weeks, and we could not ensure that each participant returned on 
precisely the same day. 
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control. First, in the prompt, we try our best to highlight the sys-
tem’s educational purpose and to restrict the content strictly to the 
predefined online fraud cues, as shown in Sec. 3.3. Second, although 
these safeguards significantly reduced risk, we could not guarantee 
with absolute certainty that no unexpected content would be gen-
erated. Therefore, all interventions were conducted in person, with 
a researcher present throughout the session. If GPT-4o produced, 
or showed signs of producing, unintended content, the session 
would be immediately terminated. Across all participants in the 
main study and the pilot sessions, no such incidents occurred. 

Moreover, given the sensitivity of fraud, all participants were 
clearly informed that the intervention was conducted for educa-
tional purposes on online fraud. Although in the consent process, 
we withheld specific information about the use of an LLM-based 
simulation to prevent bias or priming prior to the intervention, 
participants were fully briefed about the role of LLMs and invited 
to share their perception in the feedback interview. 

To further protect participants’ privacy, we only collected basic 
demographic information (age, gender, and education). Recruitment 
was conducted through a community center to minimize direct con-
tact with participants. If any personal information was mentioned 
in transcripts, we removed it during data processing. 

5 Data Analysis 
5.1 Quantitative Data Analysis 
The quantitative data included responses to the online fraud aware-
ness assessment in Sec. 4.4.1 and the user experience questionnaire 
in Sec. 4.4.2. 

5.1.1 Randomization Check. We first examined data completeness 
and excluded cases with missing values. Randomization of group as-
signment was then assessed across demographic factors, including 
age, gender, and education level. For age, normality (Shapiro–Wilk 
test) and homogeneity of variance (Levene’s test) were evaluated. 
As the assumptions for ANOVA were not met, the non-parametric 
Kruskal–Wallis test was applied. Gender distribution was exam-
ined using a chi-square test of independence. Education level was 
assessed using Fisher’s exact test with Monte Carlo simulation due 
to sparse cells (expected counts smaller than five) as an alternative 
to the chi-square test for larger contingency tables. 

5.1.2 Data Processing. For scale-based data, including the self-
efficacy scale and user experience questionnaires, negatively worded 
items were reverse scored. To examine the validity and reliability 
of our measurement scales, we employed both internal consistency 
estimates and confirmatory factor analysis (CFA). Specifically, Cron-
bach’s 𝛼 and McDonald’s 𝜔 were computed for each multi-item 
construct to assess internal consistency. CFA was then conducted 
to examine the factor structure and construct validity, with stan-
dardized factor loadings and model fit indices (e.g., 𝜒 2/df, CFI, TLI, 
RMSEA, SRMR) reported. After confirming acceptable reliability 
and validity, we calculated the mean score of each construct for 
each participant, which served as the indicator of their overall level 
on that construct. 

5.1.3 Difference between Groups. To evaluate the overall impact 
of the role-based simulation intervention on effectiveness and user 

experience, we compared the combined treatment groups (Expe-
riencer, Helper, Observer) against the control group using the 
Mann–Whitney U test [22]. This non-parametric test was chosen 
because the Shapiro–Wilk test indicated that the data were not 
normally distributed, and the two groups are independent. 

To further examine group-level differences, we conducted two 
sets of Kruskal–Wallis H tests [58]. First, we compared outcomes 
across all four groups (Experiencer, Helper, Observer, Control) to 
identify differences between the treatment and control groups. Sec-
ond, we compared outcomes across the three treatment groups (Ex-
periencer, Helper, Observer) to investigate any role-specific effects. 
This non-parametric test is appropriate for independent groups 
when the dependent variable is ordinal or continuous but not nor-
mally distributed. When the Kruskal–Wallis test indicated signifi-
cance, we conducted post-hoc pairwise comparisons using Dunn’s 
test with Bonferroni correction to adjust for multiple testing. 

5.1.4 Follow-up Study Analysis. To examine whether the effective-
ness of the intervention was retained over time in each group, we 
compared participants’ fraud cue identification and self-efficacy 
between the main study and the follow-up. When data were approx-
imately normally distributed, we used paired 𝑡-tests; otherwise, we 
applied Wilcoxon signed-rank tests. We applied the same methods 
to compare group differences in the follow-up evaluation as in the 
main study, shown in Sec. 5.1.3. 

5.2 Qualitative Data Analysis 
The qualitative data included feedback interviews. All qualitative 
data were collected as audio recordings. The recordings were first 
transcribed into text for subsequent analysis. We conducted an 
inductive thematic analysis [11]. Specifically, two authors inde-
pendently conducted open coding [24] on a random sample of 40 
transcripts to familiarize themselves with the data and to generate 
preliminary codes. This stage emphasized capturing insights di-
rectly emerging from the data. Examples of codes included “having 
a sense of achievement” and “having a deeper impression.” The 
researchers then iteratively discussed and compared their codes 
through multiple rounds of meetings to resolve disagreements and 
ensure consistency, constructing an initial codebook. Then, two au-
thors independently coded half of the remaining transcripts, where 
we revisited and refined the codebook through multiple meetings. 
Subsequently, we applied affinity diagramming [73] to cluster codes 
with similar meanings into higher-level themes by examining the 
codes, their associated excerpts, and the relationships among them. 
Examples of higher-level themes included “the positive perceptions 
of LLM-based simulation” and “the negative perceptions of Helper.” 
Due to our participants are Chinese older adults, all the transcripts 
are in Chinese. All quotes were first translated from Chinese to 
English using Google Translate. The first author then reviewed and 
refined the translations to ensure their accuracy. 

6 Findings 
6.1 Preliminary Validation Analysis 
There were 33 participants in the Experiencer group, 40 participants 
in the Helper group, 35 participants in the Observer group, and 36 
participants in the Control group. Randomization check confirmed 
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that older adults were evenly distributed across groups. Specifically, 
the chi-square test indicated no significant differences in gender pro-
portions (𝜒 2(3)=0.50, P=.920, Cramér’s V=0.059), Fisher’s exact test 
with Monte Carlo simulation showed no significant differences in 
education level (P≈.276, Cramér’s V=0.181), and the Kruskal–Wallis 
test indicated that age differences among the four groups did not 
reach statistical significance (H(3)=7.56, P=.056). 

The results of a CFA indicated an acceptable model fit (𝜒 2/df=2.06, 
CFI=0.915, TLI=0.894, RMSEA=0.086, SRMR=0.072). All constructs 
exhibited Cronbach’s alpha values near or above 0.7, demonstrating 
acceptable reliability. Two constructs, usability and self-efficacy, 
had slightly lower values of 0.634 and 0.666, respectively. While 
0.7 is often cited as the benchmark for acceptable internal consis-
tency, recent methodological reviews note that values approaching 
this threshold can still be considered adequate, particularly in ex-
ploratory or applied contexts [95]. Given that both values are close 
to 0.7, we retained these constructs in the analysis. 

6.2 Effectiveness of Intervention 
6.2.1 Online Fraud Cue Identification Comparison. As shown in 
Figure 5a, participants in all treatment groups (Experiencer, Helper, 
Observer) achieved higher average 𝐹1 scores in the online fraud 
cue recognition compared to the control group. A Mann–Whitney 
U test confirmed that these differences were statistically significant 
(W=1009.5, P<0.001). A Kruskal–Wallis test revealed significant 
differences across the four groups (H(3)=24.68, P<0.001), shown 
in Table 2. Post-hoc pairwise comparisons using Dunn’s test with 
Bonferroni correction identified a significant difference between 
the Helper and Control group (Z=4.73, adjusted P<.001), as well 
as between the Experiencer and Control group (Z=3.53, adjusted 
P=.002), displayed in Table 3. 

Table 2: Results of the Kruskal–Wallis test comparing inter-
vention effectiveness. 

Effectiveness Construct Test Statistic P-value 

treatment 
vs. control 

fraud cue identification 24.68 < .001∗∗∗ 

self-efficacy 1.98 .576 

among 
treatment 

fraud cue identification 6.97 .031∗ 

self-efficacy 1.09 .581 

Table 3: Pairwise comparisons across all groups on fraud cue 
identification using Dunn’s test with Bonferroni correction 

Test Statistic Adjusted P 

control vs. helper 4.73 <.001*** 
control vs. experiencer 3.53 .002** 
control vs. observer 2.21 .163 
experiencer vs. helper 1.00 1.000 
observer vs. experiencer 1.35 1.000 
observer vs. helper 2.43 .090 

Among the three treatment conditions, the Helper group achieved 
the highest mean 𝐹1 score, followed by the Experiencer group, while 

the Observer group had the lowest in Figure 5a. The Kruskal–Wallis 
test indicated a significant difference among the three treatment 
groups (H(2)=6.97, P=.031) in Table 2. Dunn’s post-hoc tests with 
Bonferroni adjustment showed that Helpers outperformed Ob-
servers (Z=2.63, adjusted P=.025), whereas no significant differences 
were observed between Helpers and Experiencers or between Ex-
periencers and Observers, shown in Table 4. 

Summary: Our findings show that role-based simulation learn-
ing proved more effective than the control condition in improving 
fraud cue recognition. Both Experiencers and Helpers outperformed 
the Control group, while Helpers further outperformed Observers. 
In other words, engaging older adults in more active roles, particu-
larly helping others, may provide stronger benefits. 

Table 4: Pairwise comparisons among treatment groups on 
fraud cue identification using Dunn’s test with Bonferroni 
correction. 

Comparison Test Statistic Adjusted P 

observer vs. helper 2.63 .025* 
observer vs. experiencer 1.50 .399 
experiencer vs. helper 1.04 .891 

6.2.2 Self-efficacy of Online Fraud Identification. All three treat-
ment groups showed higher mean self-efficacy scores than the con-
trol group, as shown in Figure 5b. Nonetheless, the differences were 
not statistically significant, as indicated by both the Mann–Whitney 
U test (W=1737.5, P=.314) and the Kruskal–Wallis test (H(3)=1.98, 
P=.576) in Table 2. The mean self-efficacy scores were 4.41 for Expe-
riencer, 4.40 for Helper, and 4.26 for Observer in Figure 5b. However, 
the Kruskal–Wallis test revealed no significant differences across 
these groups (H(2)=1.09, P=.581) in Table 2. 

Summary: Taken together, these findings suggest that while 
role-based simulation learning may enhance older adults’ self-
efficacy in recognizing fraud, neither the presence of the role-based 
intervention nor the role assigned led to statistically significant 
improvements in self-efficacy. 

6.3 User Experience of Intervention 
Figure 6 presents the descriptive results for user experience mea-
sures. Overall, the Mann–Whitney U tests revealed no statistically 
significant differences between the treatment groups and the con-
trol group across any of the constructs. Likewise, the Kruskal–Wallis 
tests indicated no significant differences among the four groups (see 
Table 5). Although the Observer group showed the highest means 
for Usability and Future Behavioral Intention, neither of these differ-
ences reached statistical significance. 

Summary: Role-based simulation interventions did not yield 
significant differences in user experience, and the assigned roles 
also had no measurable impact on participants’ perceptions. 

6.4 User-System Interaction 
In this section, we describe the interaction statistics between users 
and ROLESafe. Table 6 demonstrates the cue coverage rates across 
groups and contexts during the learning phase. For the experiencer 
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Figure 5: Descriptive comparisons of effectiveness across groups. 
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Figure 6: Descriptive comparisons of user experience across groups. 

Table 5: Results of the Kruskal–Wallis test comparing user 
experience. 

User Experience Construct Test Statistic P-value 

treatment 
vs. control 

enjoyment 2.21 .529 
usability 5.30 .151 
future behavioral intention 1.49 .685 

among 
treatment 

enjoyment 1.80 .406 
usability 2.20 .332 
future behavioral intention 0.78 .675 

and helper groups, since they interact with the LLM directly, the 
entire process remains dynamic, so we manually annotated the 
cue coverage. Specifically, if the LLM produced an utterance that 
included a particular fraud cue, we considered that conversation to 
have covered that cue. Conversely, if none of the LLM’s responses 
contained the cue, the conversation was coded as not covering it. For 
example, in Figure 3a, the LLM’s statement “this is a government-
supported program” is counted as covering the fraud cue of “invoke 
fake government investment schemes” within that conversation. 
To establish a shared coding standard, two authors annotated the 

presence or absence of covered cues. To assess inter-rater reliabil-
ity, the two authors independently coded a random sample of 70 
conversations. The results showed a Cohen’s Kappa of at least 0.9 
for every cue, indicating strong agreement between coders. After-
ward, the coders discussed discrepancies and reached consensus on 
the annotations. Each author then individually coded half of the 
remaining conversations. For the observer group, participants read 
pre-generated fraud cases rather than interacting with the LLM, so 
each fraud case includes all three cues. 

For the experiencer and helper groups, LLMs provided all three 
cues in 65.07% of user–LLM interactions, with 86.30% containing at 
least two cues and 98.63% containing at least one. We observed that 
34.93% (n=51) interactions did not cover all three cues. Most of these 
cases fell into two categories: 1) users signaled clear disinterest, 
prompting the LLM to refrain from pushing the conversation fur-
ther, and the interaction then ended naturally by the user (21.92%; 
n=32; n(helper)=3, n(experiencer)=29). 2) users abruptly ended the 
interaction before the LLM had finished providing all fraud cues 
(11.64%; n=17; n(helper)=4, n(experiencer)=13). Only two interac-
tions (1.37%, n(helper)=1, n(experiencer)=1) failed to include the full 
cue set due to incomplete cue presentation by the LLM itself. We 
also found that the helper group exhibited substantially higher cue 
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coverage rates than the experiencer group. One plausible explana-
tion was that older adults tended to be more engaged in the helper 
role, whereas in the experiencer role, particularly within health 
contexts, they were less willing to sustain interaction with the sys-
tem. This may shed light on why helpers demonstrate stronger 
fraud cue identification learning gains compared to experiencers, 
as reported in Sec. 6.2.1. 

Table 6: The proportion of conversations that contained spe-
cific numbers of cues. A “conversation” refers to one com-
plete chat log during a learning phase. For each metric (Cue 
(𝑛 = 3), Cue (𝑛 ≥ 2), Cue (𝑛 ≥ 1)), the denominator is the total 
number of conversations within the corresponding group 
or context. The numerator is the number of conversations 
that covered exactly three cues, at least two cues, or at least 
one cue, respectively. Thus, for example, “Cue (𝑛 = 3)” rep-
resents the percentage of conversations in which all three 
target cues appeared. Due to the conversation content in the 
observer group being fixed, we only combine the data for the 
other two groups to calculate the overall cue coverage rates 
of user-LLM interactions. 

Group Context Cue 
(𝑛 = 3) 

Cue 
(𝑛 ≥ 2) 

Cue 
(𝑛 ≥ 1) 

Experiencer 
finance 48.48% 93.94% 100.00% 
health 21.21% 57.58% 100.00% 
all 34.85% 75.76% 100.00% 

Helper 
finance 90.00% 95.00% 95.00% 
health 90.00% 95.00% 95.00% 
all 90.00% 95.00% 97.50% 

Observer 
finance 100.00% 100.00% 100.00% 
health 100.00% 100.00% 100.00% 
all 100.00% 100.00% 100.00% 

Combined (Experiencer + Helper) 65.07% 86.30% 98.63% 

We also present the interaction metrics in Table 7. For the experi-
encer group and helper group, on average, conversations contained 
9.55 turns7 , lasted 4.40 minutes, and included 27.64 Chinese char-
acters per turn. Overall, user–LLM engagement was higher in the 
Helper group than in the Experiencer group. 

6.5 One-month Follow-up Effects of 
Intervention 

Figure 7 demonstrates that scores in all training conditions re-
mained relatively stable from the main study to the follow-up, 
while the control group exhibited a modest, non-significant increase. 
Moreover, for fraud cue identification, no significant within-group 
differences were found between the main and follow-up assess-
ments across all groups, including Control (Z=1.660, P=.102), Expe-
riencer (Z=-0.284, P=.798), Helper (t=-0.582, P=.565), and Observer 
(t=0.331, P=.745). Similarly, for self-efficacy, no significant changes 

7Each message from either the user or the LLM is counted as one turn. 

Table 7: User-system interaction metrics (mean(std)). Turn 
Count refers to the number of turns within a conversation. 
Time (min) reflects the duration of each conversation. Char-
acter Count captures the number of characters per turn. We 
do not have the observers’ reading-time data. 

Group Context Turn Count Time (min) Character 
Count 

Experiencer 
finance 7.82 (3.45) 3.18 (2.39) 25.37 (18.37) 
health 7.79 (3.71) 2.97 (1.85) 25.61 (18.48) 
all 7.80 (3.56) 3.08 (2.12) 25.49 (18.41) 

Helper 
finance 11.03 (4.04) 5.72 (3.14) 29.65 (19.21) 
health 10.98 (2.90) 5.27 (2.74) 28.10 (18.16) 
all 11.00 (3.49) 5.49 (2.93) 28.88 (18.70) 

Observer 
finance 15.50 (0.71) \ 19.74 (14.38) 
health 12.00 (0.00) \ 18.42 (12.25) 
all 13.75 (2.06) \ 19.16 (13.38) 

Combined 
(Experiencer+Helper) 9.55 (3.86) 4.40 (2.86) 27.64 (18.66) 

were observed over time within any group, including Control (Z=-
0.118, P=.937), Experiencer (Z=-0.280, P=.831), Helper (Z=0.560, 
P=.582), and Observer (t=-0.347, P=.733), shown in Table 8. 

Mann-Whitney U tests did not find a significant difference for 
both fraud cue identification (W=489, P=.169) and self-efficacy 
(W=602, P=.863) between treatment groups and the control group. 
Similarly, Kruskal-Wallis tests indicated no significant difference, 
with specific results in Table 9. In addition, there is no significant 
effectiveness difference between the three treatment groups shown 
in Table 9. 

Summary: While the main study demonstrated significant group 
differences for fraud cue identification, these differences were not 
observed at the follow-up. The smaller sample sizes at follow-up 
may have reduced the statistical power, which could account for 
the absence of significant findings. Thus, we refrain from making 
strong claims about the underlying causes of the follow-up pattern. 

6.6 User Feedback of Intervention 
6.6.1 Perceived Benefits of LLM-based Simulation. Participants ex-
pressed some positive views on using the LLM-based simulation for 
online fraud education. First, participants highlighted the concrete-
ness and detail of the simulation, noting that conversations were 
intuitive, specific, and rich in information compared to traditional 
anti-fraud education. For example, P04 explained, 

“This approach to fraud prevention feels more detailed, 
more targeted, and also more accurate, with a lot of 
concrete details. In all these details, you can see how to 
resist such behaviors. Today’s (LLM-based simulation) 
was quite detailed. When I give different content and 
prompts, its responses also vary. That way of chatting 
makes the experience sink in more deeply. It really sticks 
in the mind and leaves a stronger impression.” 
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Figure 7: Descriptive comparisons of effectiveness between the main study and the follow-up study. 

Table 8: Within-group effectiveness differences between the main study and follow-up study. 

Group Shapiro p-value Test-used Test Statistic P-value 

fraud cue identification 

experiencer 0.022 Wilcoxon signed-rank Z = -0.284 .798 
helper 0.412 Paired t-test t = -0.582 .565 
observer 0.689 Paired t-test t = 0.331 .745 
control 0.023 Wilcoxon signed-rank Z = 1.660 .102 

self-efficacy 

experiencer 0.027 Wilcoxon signed-rank Z = -0.280 .831 
helper 0.010 Wilcoxon signed-rank Z = 0.560 .582 
observer 0.102 Paired t-test t = -0.347 .733 
control 0.023 Wilcoxon signed-rank Z = -0.118 .937 

Table 9: Results of the Kruskal–Wallis test comparing inter-
vention effectiveness (follow-up study). 

Effectiveness Construct Test Statistic P-value 

treatment 
vs. control 

fraud cue identification 2.95 .399 
self-efficacy 2.07 .558 

among 
treatment 

fraud cue identification 0.98 .613 
self-efficacy 2.02 .364 

P61 also remarked, “This is different from other methods that only 
provide fraud information. Here you actually chat with someone, 
which feels much better.” 

Second, the simulation was praised for its flexibility and au-
thenticity. Participants described the interaction as flexible. As 
P140 noted, 

“Yours is definitely more flexible. Compared to tradi-
tional lectures, this one covers a much broader range. 
Lectures are really limited, narrow, and rigid, at least, 
very rigid. But with your system, I can let my thoughts 
wander, and it can also respond in unexpected ways, 
right? It’s more like that, because when you ask, it will 

always answer, isn’t that so? In that sense, the flexibility 
and liveliness are definitely much better.” 

Some even perceived the dialogues as sincere and realistic. For 
example, P109 commented on its authenticity, “Because it (LLM-
based simulation) seems very sincere and very real. Through the 
learning, we felt that the words generated by the AI sounded sincere. 
This kind of (learning) exchange can be done through AI.” 

Third, participants emphasized the practical relevance of this 
learning approach, since fraudsters may also use virtual identities 
to interact with victims. P92 said, “I think it might be virtual. After 
all, scam groups always use something virtual to chat with people.” 
Moreover, since the chances of real interactions with scammers 
were limited, they considered simulations an effective tool for fraud-
prevention learning. The AI’s ability to simulate scams was seen as 
“just right”, not as overwhelming as a real scammer, but effective 
enough to serve as a reminder. P92 explained, 

“For someone like me, who is hard to trick, your system 
didn’t force me to keep chatting. With real scammers, 
the ones actually trying to get money, it would feel more 
exhausting. With the AI, I could just say a few words and 
then stop. I know very clearly that if something is a scam, 
I normally wouldn’t believe it. So, I politely refused. The 
AI doesn’t mind and won’t keep chasing you, and you 
can still learn some knowledge about scams from it.” 
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Fourth, the simulation was considered accessible for older 
adults, especially those with lower educational backgrounds. P95 
said, “This system is easier to understand. Even people with little 
education can follow.” 

Finally, several participants envisioned future uses of AI in 
decision support. They imagined shifting from the helper role, 
where older adults assist a potential victim, to AI directly supporting 
their own decision-making. For example, P109 suggested, “I think it 
(AI) is definitely more skilled than me in giving action advice. What 
if the AI persuades me instead? When facing suspicious situations, 
I could use AI to help me solve them.” P118 similarly hoped that if 
a friend were scammed, she could use AI to help persuade them 
more effectively, “If I realize my friends might be getting scammed 
and can’t convince you, I could bring in a robot to help persuade 
you. Because when you call the police, sometimes they can’t give that 
many reasons. But a robot could be added to the conversation to help 
persuade your friend.” 

6.6.2 Perceived Limitations of LLM-based Simulation. Despite these 
benefits, participants also pointed out several shortcomings of the 
LLM-based simulation. First, some described the interaction as 
mechanical, with responses that were too fast, overly official, or 
lacking natural flow. As P94 put it, “The replies were very official.” 
P118 added, “As soon as you say something, it immediately replies. 
There’s still a bit of a mechanical feel in its responses, and the tone 
doesn’t quite feel like a real person.” 

Second, participants noted a lack of warmth in the languages 
of LLM-based simulation. For example, P140 said, 

“It’s like a system, a programmed system, because it 
lacks the warmth that a real person has. You know, 
when scammers try to deceive, they put warmth into 
their language. So, I feel that in terms of language, that 
aspect is stronger than what you have here.” 

Finally, some older adults also felt that the LLM showed limited 
fraud sophistication. For example, P92 said, “The kind of fake 
robot you mentioned, after all, it can’t really compare with a real 
person. In terms of skills and techniques, it still falls a bit short.” 
This limitation may also be related to our prompt design, since 
we explicitly restricted the simulation to predefined online fraud 
cues and did not allow the LLM to generate other cues, not only to 
prevent it from going off-topic, but also to avoid causing unforeseen 
harm to older adults. 

6.6.3 Experiencer Feedback. Participants found the Experiencer 
role valuable for immersive learning and enhancing self-protection 
confidence, though some also reported worries and mismatches 
with their personal preferences. 

Positive feedback about experiencer. Immersive and realistic 
learning. Several participants described the Experiencer role as a 
form of firsthand experience that allowed them to feel immersed in 
a simulated fraud situation. For example, P102 noted, “It was like 
we were actually experiencing it ourselves, like a scenario simulation. 
For instance, if you act as the scammer and you talk with me, we can 
really feel what that situation is like.” P92 remarked, “It gave me the 
feeling of being personally involved.” Participants also appreciated 
that this role helped them understand concretely how scammers 
operate. As P42 explained, “This included examples showing how 

scammers trick people, how they make up lies, and these were all 
there.” 

Increased self-protection confidence. Some experiencers re-
ported that the role boosted their confidence in resisting scams. 
For example, P127 stated, “If someone really tried to scam me in 
that way in the future, they wouldn’t succeed”. P18 added, “Now that 
I’ve learned from your program and improved my knowledge. If I 
encounter such situations later, I won’t be deceived.” 

Negative feedback about experiencer. Perceived worries. Be-
cause the Experiencer role involved being “scammed” by a simu-
lated fraudster, some participants reported feelings of worry. P127 
directly explained, “He was trying to scam me and I felt unhappy.” 
Others were concerned that they might actually fall for the scam 
and did not want to learn in this way. As P94 put it, 

“Why go and learn from them? All they do is set traps for 
you. The more you chat with them, the more they start 
to use tricks. The deeper they go with their tricks, the 
more you keep chatting, and in the end, you’ll naturally 
start to believe them and get carried away.” 

P18 said, “They are scammers, deceivers. Asking me to chat with 
them, but I don’t even want to look at it.” However, when we em-
phasized the educational purpose again, the same participant (P18) 
acknowledged, “If it is about reminders and warnings, I can fully 
accept it.” 

Preference mismatch. A few participants indicated that their 
personality made them dislike learning through communications. 
For example, P33 shared, “I don’t like this mode. My personality is a 
bit solitary.” P115 said, “I simply don’t like chatting.” 

6.6.4 Helper Feedback. In reflecting on the Helper role, partici-
pants emphasized its meaning in contributing to others and rein-
forcing their own skills, yet some also described confusion, disap-
pointment, or difficulties in persuading the simulated victim. 

Positive feedback about helper. Altruism and social responsi-
bility. Many participants described the Helper role as giving them 
a sense of altruism and social contribution. They valued the oppor-
tunity to share their own experiences and help others, aligning this 
activity with broader cultural values of “helping others” in China. 
P131 explained, 

“Helping others gave me a sense of pleasure and altruism. 
When it comes to preventing fraud, if older adults are 
being deceived, and you have good experience to share, 
why not provide it, as long as it’s the right way? If you 
can reduce the chance of someone around you being 
scammed, why wouldn’t you do it? You don’t suffer 
any loss, right? And besides, in China we advocate for 
helping others with joy.” 

Some participants even suggested that after practicing in the helper 
role, they would be able to extend this behavior to real life, becom-
ing advocates for anti-fraud education in their communities. P131 
future shared “We start by persuading a virtual person, but once we 
learn it, we can also persuade real people.” Similarly, P36 noted, “If a 
friend is being scammed, I could help stop them after learning. That 
is very practical.” 

Sense of achievement. Participants often reported feeling a 
sense of accomplishment when they successfully persuaded the 
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simulated victim. For example, P134 said, “It gives me a sense of 
achievement, if I manage to persuade that person. I really feel a sense 
of accomplishment inside.” 

Self-reinforcement. Several participants reflected that helping 
others also reinforced their own awareness. For example, P141 
noted, “By helping others, I also improve my own ability to recognize 
scams.” 

Negative feedback about helper. Role confusion and skepti-
cism. Some participants were unsure about the identity of the 
simulated victim, worrying that the victim might itself be deceptive. 
P140 explained, “If you want to ask, you should consult someone 
knowledgeable, right? You shouldn’t come to me, trying to drag me 
in. My first response to him was: I don’t know, I won’t get involved.” 
Even after we repeatedly emphasized that they were playing the 
helper role and the other party was a victim, some still insisted 
on interpreting them as scammers. P129 insisted, “But I still don’t 
have the ability to recognize it. To me, he just seemed like a scammer. 
Talking about high income . . . It’s all fake. Those kinds of financial 
investments are high risk. I felt it was more like he was trying to scam 
the next person.” 

The sense of disappointment. While some participants said 
that persuading others gave them a sense of achievement, others 
mentioned that failing to persuade created a sense of disappoint-
ment. For example, P131 said, “If you succeed in persuading someone, 
of course you feel a sense of achievement. But if you can’t persuade 
them, then you don’t feel any achievement at all. That kind of gap, 
that letdown from not achieving it, feels quite big.” 

Difficult to persuade. A complaint was that the simulated 
victim was hard to persuade. For example, P111 shared, 

“Since you asked me to persuade him, I just told him 
it was a scam, a fraud. But let’s say he really, really 
believed in it, and he kept circling around that topic and 
wouldn’t let go. With people, after you say a couple of 
sentences like ‘this is a scam’ a normal person might 
stop and think, ‘Oh, maybe I should reconsider.’ But 
here, it felt like he was too deeply poisoned. It’s not the 
same as chatting with a real person. Because with the 
system, one question will just keep coming back again 
and again.” 

This effect may stem from our prompt design, which explicitly 
instructed the LLM to elicit persuasion attempts from older adults. 

6.6.5 Observer Feedback. Reactions to the Observer role varied, 
with many participants highlighting its usefulness for awareness 
and reflection, while others considered it less engaging. 

Positive feedback about observer. Warning effect. Participants 
noted that observing others being scammed had a strong warning 
and educational effect. It reinforced the impression that older adults 
like themselves could easily become victims. P133 explained, “Just 
by watching, the impact was quite strong because it had an educa-
tional meaning. We realized we could also easily fall for it.” P138 
added, “These cases have a lot of warning value, and I think they still 
achieve a certain effect.” 

Empathy and reflection. Several older adults reported feeling 
empathy when they saw others being scammed, which in turn 
prompted them to reflect and learn lessons for themselves. P138 
said, “When you see someone get scammed, you feel empathetic. 

Because you also need to guard against being scammed yourself.” P49 
emphasized the value of reflection, “Seeing this, we all learn a lesson 
from it.” P116 added, 

“Others were scammed. You need to reflect and summa-
rize, right? Sometimes if you don’t reflect, you won’t 
notice, and you’ll get scammed yourself. You have to 
draw lessons from others’ experiences. Honestly, no mat-
ter how smart you are, if you’re not paying attention, 
you can still be scammed.” 

Negative feedback about observer. Low engagement. Some par-
ticipants found the Observer role less engaging or even boring. As 
P70 put it, “It was not interesting to learn this way. I didn’t like it.” 

7 Discussion 

7.1 Reimagining Fraud Education for Older 
Adults through Role-based Simulation 

Compared with traditional anti-fraud education that relies on pas-
sive information delivery, role-based simulation offers hands-on 
and first-person perspectives, realistic contexts, and greater en-
gagement [8, 62, 88]. Although prior work has shown the effective-
ness of role-based simulation for younger or general populations 
[19, 60, 101], its applicability to older adults has remained unclear, 
especially given that they may be less inclined toward interactive 
ways of S&P education [5]. Our findings demonstrate that role-
based simulation is both feasible and effective for older adults in 
improving fraud cue identification relative to a control group (Sec. 
6.2.1). The results suggest that older adults may be more willing 
and able to benefit from interactive approaches than previously 
assumed, highlighting role-based simulation as a promising direc-
tion for future fraud interventions for older adults, offering a more 
engaging alternative to passive knowledge consumption. 

7.1.1 Moving Beyond General Information: Fine-grained Fraud Ed-
ucation. In terms of simulation content, prior work on fraud ed-
ucation for older adults has largely focused on relatively general 
fraud information [18, 20, 25, 78]. While informative, such general 
knowledge does not necessarily equip older adults with the abil-
ity to recognize the detailed cues that often signal fraud, which 
may hinder their ability to detect scams in practice. Role-based 
simulation offers a distinct advantage by exposing learners to the 
fine-grained details of scam interactions, enabling them to develop 
practical recognition skills in realistic fraud scenarios. In this study, 
we organized and extracted linguistic fraud cues to embed into 
the simulations. Beyond language, however, scams often involve 
multimodal details, such as deepfakes [108]. Incorporating such 
fine-grained and multimodal cues into role-based simulation could 
give older adults a richer and more realistic understanding of how 
online fraud operates. In addition, our current simulations relied on 
a fixed set of curated fraud cues. A promising direction would be 
to leverage AI agent capabilities to dynamically update fraud cues 
based on emerging scam tactics and to adapt training to individual 
participants’ weaknesses. 

7.1.2 Leveraging LLMs for Role-based Simulation: Opportunities 
and Challenges. Role-based simulation can be effectively imple-
mented through large language models. Older adults found several 
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perceived benefits, describing the simulation as concrete and de-
tailed, the conversations as intuitive, rich, and realistic, and the 
overall dialogue format as flexible and easy to understand (Sec. 
6.6.1). Overall, LLMs proved capable of playing simulation roles 
effectively and were generally well received by older adults. Look-
ing ahead, role-based simulation powered by LLMs appears to be a 
promising approach for online fraud education among older adults. 
At the same time, participants also noted limitations. For example, 
some perceived the dialogues as somewhat mechanical or lacking 
emotional warmth, suggesting the possibility of incorporating affec-
tive elements to create more authentic simulations [38]. However, 
future work should carefully consider how to balance simulation 
authenticity with instructional effectiveness - the ultimate goal is 
not to create a perfectly realistic simulation, but rather to develop 
an experience that maximizes learning outcomes while maintaining 
sufficient realism to engage users. 

Special caution is needed when applying LLM-based simulations, 
as the model may occasionally produce unexpected outputs [86] 
that could potentially cause harm to older adults. In our study, this 
risk was managed by having researchers present throughout the 
intervention to immediately stop the session if any inappropriate 
content appeared. While this safeguard proved effective, it may 
not be feasible for large-scale deployment. Future implementations 
will therefore need to explore additional protective measures, such 
as integrating a monitoring model to review the primary model’s 
outputs in real time and automatically interrupt or replace unsafe 
responses, or adopting a human-in-the-loop approach in which 
community staff, family members, or other facilitators are present 
to ensure safe use. 

7.1.3 Generalizability. Our fraud cues are derived from real scam 
cases and grounded in the specific vulnerabilities of older adults. 
For example, the cue “high returns with low risk” corresponds to the 
vulnerability related to financial expectations. Many different fraud 
types are, in fact, built upon the same underlying vulnerabilities 
[31], which means that the cues we identified can be, to some 
extent, generalized to educational interventions targeting other 
fraud types that exploit financial expectations or health and well-
being concerns in real-world scenarios. More broadly, our work 
offers a transferable approach that extracts fraud cues through the 
lens of user vulnerabilities and uses these cues as the basis for fraud 
education. This approach could be adopted by future educators 
or researchers who aim to design fraud-prevention interventions, 
especially in chat-based, step-by-step manipulative scam contexts. 
They could apply the same logic to identify fraud cues associated 
with the specific vulnerability they intend to target, and then use 
those cues to support tailored educational goals. 

Nonetheless, because the fraud cues and learning materials in 
our study were based on the Chinese context, the extent to which 
role-based simulation for online fraud education can be generalized 
to other cultural settings remains an open question. Future work 
could build on fraud cues and prevalent fraud contexts in other 
regions to examine the effectiveness of such interventions across 
cultures. Beyond cultural adaptation, generalizability to other pop-
ulations is also worth exploring. Prior research has suggested that 
younger populations tend to be receptive to chatbot-based and 
interactive learning [5], and simulated phishing has already been 

studied with general populations [34, 75, 91]. Thus, LLM-based 
role-based simulation may also hold promise beyond older adults. 

7.2 Broadening Fraud Education through 
Multi-Role Perspectives 

Most prior role-based simulations in fraud education have predomi-
nantly focused on the victim role, aiming to help participants learn 
by experiencing fraud directly [44, 56, 61]. However, learning is 
not restricted to those who undergo the experience themselves. 
For example, prior work in healthcare simulation has shown that 
observer roles can achieve learning outcomes that are as effective 
or even superior to those in hands-on roles [81]. Similarly, beyond 
the experiencer, the helper role also proves valuable as helpers 
outperform the control group in fraud cue identification (see Sec. 
6.2.1). This multi-perspective approach to learning may provide 
users with distinct experiences and insights. 

7.2.1 Experiencer. Older adults reported that the experiencer role 
gave them an immersive, first-hand sense (Sec. 6.6.3). Quantita-
tively, this role was also associated with higher effectiveness than 
the control group in fraud cue identification (Sec. 6.2.1). This find-
ing resonates with experiential learning theory, which emphasizes 
“learning by doing” through a hands-on approach [57]. Prior re-
search has similarly demonstrated the effectiveness of experiential 
approaches in domains such as dart patterns [106], and our results 
extend this evidence to the context of fraud education. We there-
fore suggest that future cybersecurity education should integrate 
experiential components to foster deeper learner understanding. 
However, special consideration is needed when applying this role 
with older adults. Some participants expressed concerns about “ac-
tually being scammed” during the exercise (Sec. 6.6.3). Once the 
learning purpose was clarified, they became more willing to accept 
this role. Therefore, future implementations should provide older 
adults with clearer and more salient explanations, emphasizing that 
the primary goal is to help them recognize how scams may unfold. 

7.2.2 Helper. We found that teaching others enabled helpers to 
better identify fraud cues (Sec. 6.2.1). This aligns with prior research 
demonstrating that peer teaching strengthens the teacher’s own 
understanding of the material [42, 49]. Compared to simply being 
taught, the act of explaining requires individuals to actively review 
and reformulate knowledge, similar to the way people consolidate 
their own thoughts by explaining them to friends [29, 35]. Moreover, 
we observed that the helper role was enriched by feelings of altruism 
and social responsibility (Sec. 6.6.4). Many older adults reported 
a sense of achievement after helping, echoing prior findings that 
older adults tend to exhibit greater altruism than younger adults 
[93]. This prosocial orientation may amplify the effectiveness of 
the helper role among older adults, which also sheds light on the 
potential of helper role in broader simulation-based learning. 

Despite the benefits of the helper role, several challenges deserve 
attention in future work. Some helpers expressed doubts about their 
role, including concerns that the person they were assisting might 
actually be a scammer attempting to entrap them (Sec. 6.6.4). This 
highlights the importance of clearly communicating to helpers 
that the other party is a victim in need of assistance, rather than 
a potential threat. One potential solution is to particularly note 



Online Fraud Intervention for Older Adults CHI ’26, April 13–17, 2026, Barcelona, Spain 

differences between task-related interactions and prior background 
information. Besides, some helpers reported disappointment when 
their persuasion efforts were unsuccessful (Sec. 6.6.4). Future work 
should pay careful attention to the emotional burden that the helper 
role may place on older adults, particularly when they encounter 
scenarios involving distressed victims or feel responsible for others’ 
safety. In order to preserve older adults’ confidence, future itera-
tions may benefit from a gamified design, where persuasion tasks 
are structured with varying levels of difficulty to ensure that partic-
ipants experience achievable successes while still being challenged. 

7.2.3 Observer. Older adults reported that simply observing pro-
duced a warning effect and enabled empathy and self-reflection 
(Sec. 6.6.5). This aligns with the principles of social learning theory, 
which posits that observation alone without direct practice can still 
facilitate learning [9]. However, our quantitative results did not 
show that observers outperformed participants in other conditions. 
One possible reason is that, without interactive engagement, older 
adults may only gain a general sense of the risks of online fraud 
while struggling to pinpoint specific cues of danger. Prior work 
suggests that observation can be more effective when supported 
by appropriate observing tools [81]. Building on this, future inter-
ventions could provide observers with lightweight scaffolds, for 
instance, a visual annotation tool or mini-quizzes alongside the 
interaction, that might help them more actively process and retain 
what they observe. 

Overall, the different perspectives afforded by distinct roles bring 
unique benefits as well as challenges. Future work in fraud educa-
tion could explore such multi-perspective approaches, as they may 
help learners step outside of their potential victim roles and view 
the same problem from alternative standpoints, fostering different 
insights and deeper reflection. We thus advocate that future fraud 
education initiatives incorporate a broader range of viewpoints to 
enrich learning outcomes. 

7.3 Implications 
7.3.1 Design Implications. Integrating different roles into one appli-
cation. Preferences for different roles may not only stem from the 
roles themselves but also from individual characteristics such as 
personality. For example, we observed that some older adults in the 
experiencer group reported that they were more introverted and 
therefore did not enjoy chat-based interactions (Sec. 6.6.3). For them, 
the observer role might have been more suitable. Since our study fol-
lowed a between-group design, each participant engaged with only 
one role, and thus we could not directly compare within-person 
preferences across roles. Future work could explore integrating 
multiple roles into a single educational application, allowing older 
adults to freely select and experiment with different roles. Such flex-
ibility could help individuals discover one or more formats that best 
align with their preferences and approach the same problem from 
multiple perspectives, supporting more well-rounded learning. 

Mitigating confusion between simulation and reality. Both in Ex-
periencer and Helper modes, a few older adults expressed concerns 
about being scammed for real. While researchers provided immedi-
ate clarification during our study, this highlights a critical design 
challenge for simulation-based fraud education: balancing realistic 
engagement with clear educational framing. Future work should 

carefully consider the balance between maintaining sufficient de-
tachment (to ensure users understand they are in a simulation) 
and preserving immersion (to maintain engagement and learning 
effectiveness). For example, the system could use distinct visual 
cues (such as educational logos) to constantly remind users of the 
simulation environment without disrupting the experience. Addi-
tionally, when deploying such systems without human supervision, 
careful attention must be paid to the onboarding process. This 
should include explicit educational framing, clear explanations of 
the simulation’s purpose and boundaries, step-by-step previews of 
the interaction format, and require participants to confirm their 
understanding of the educational nature of the exercise. 

Scaling role-based interventions. Future work could explore the 
scalability of the current intervention. Our experimental design 
focused on two scenarios, health and finance, but many other fraud 
contexts exploit older adults’ vulnerabilities, such as overreliance 
on authority, social isolation, and generational affection (Sec. 3.2.3). 
These scenarios could be readily incorporated into the interven-
tion by organizing additional fraud cues. Moreover, the scalability 
could also extend to the simulation channels. In our current design, 
WeChat served as the messaging interface for role-based simulation. 
However, livestreaming platforms represent another major site of 
online fraud targeting older adults. Such platforms could similarly 
support multi-role perspectives, for instance, by simulating audi-
ences or content moderators as additional roles. Finally, scalability 
might also apply to the interaction patterns within each role. For 
example, in the helper condition, “learning by teaching” can take 
multiple forms, including teaching one peer, teaching a group of 
peers, or teaching collaboratively in a group where each member 
becomes an expert on a different topic [29, 92]. Future research 
could explore whether adapting these different forms, such as help-
ing one victim, assisting a group, or collaborating with other older 
adults to provide help, might further improve learning outcomes in 
online fraud education. 

7.3.2 Educational Implications. Embedding role-based simulation 
into existing fraud education. From a practical perspective, our in-
tervention may offer a complementary pathway to support existing 
anti-fraud education for older adults. Governments, communities, 
and NGOs have already developed extensive resources, such as 
brochures, training sessions, and public lectures, that provide valu-
able strategies and examples. These resources, however, are often 
presented in traditional formats and may not always encourage 
active engagement. Our role-based simulation approach could serve 
as a complementary layer, enabling existing educational content to 
be experienced in a more interactive and multi-perspective manner. 
Rather than replacing current practices, this approach might be 
explored as a way of enriching them, with the potential to make 
fraud education for older adults more engaging and impactful in 
real-world contexts. 

Advocating for the longitudinal effects. Role-based simulation 
learning proved more effective than the control condition after 
the intervention (Sec. 6.2.1). However, the follow-up evaluation 
did not reproduce the significant group differences found in the 
main study (Sec. 6.5). Although the follow-up results diverged from 
the initial pattern, this finding underscores the importance of in-
corporating longitudinal evaluation when studying online fraud 
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education. Cross-sectional post-intervention gains may not fully 
reflect the stability or durability of learning outcomes, and with-
out follow-up assessments, potential fluctuations, whether due to 
sampling constraints or other contextual factors, may go unnoticed. 
Our reflection extends to prior educational intervention studies, 
where evaluations of longitudinal effects are often lacking. There-
fore, we advocate for future research to systematically incorporate 
longitudinal evaluation in order to capture the longitudinal effects 
of learning outcomes and better inform the design of durable and 
effective intervention strategies. 

7.4 Limitations 
First, all fraud cues and learning materials were derived from Chi-
nese contexts, and the participants were also Chinese. Therefore, 
the findings may not be generalizable and require further validation 
in other cultures. Second, the non-significant difference in user ex-
perience scores may be due to the observation that older adults were 
very appreciative of our fraud-prevention efforts, and thus reported 
positive experiences regardless of the learning modes. Third, self-
reported user experience might have the potential social-desirability 
bias [30], so future work can explore observation techniques [33] 
and use more objective metrics (e.g., the time spent interacting with 
the interface) to compare different learning modes. Fourth, we only 
compared the role-based simulation with a control group (reading 
educational material as training); future work could examine the 
effects of role-based simulation versus in-person workshops [19] 
or educational video series [98], as these have been evaluated in 
prior work as effective cybersecurity training approaches for other 
demographic groups. Finally, we include only two representative 
contexts (finance and health) and call for further validation across 
other contexts. 

8 Conclusion 
In this work, we designed three perspectives of role-based sim-
ulation for older adults’ fraud education. In a between-subjects 
experiment with 144 participants, Experiencer and Helper roles 
effectively improved fraud cue identification, with Helper outper-
forming Observer. However, the follow-up results did not replicate 
the initial group effects, highlighting the value of incorporating 
longitudinal evaluation when designing interventions. From older 
adults’ perceptions, LLM-based multi-role simulation is feasible but 
also presents challenges, and different roles offer distinct benefits 
and drawbacks. We discuss future directions for fraud education 
through role-based simulation, highlighting multi-role perspectives 
and implications for design and practice. 
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A Fraud Cue Identification Test 
A.1 Fraud Cue Identification Test (Main Study) 
Finance A Test 

Figure 8: Finance A Test 

Q: Please select the fraud cues below that you think are 
present in the above conversation 

• Promise high returns with low risk 
• Claim to be financial experts 
• Leverage peer influence 
• Pitch senior-living investment schemes 
• Invoke fake government investment schemes 
• Promise dividends between shareholders 
• None of the above 

Finance B Test 

Figure 9: Finance B Test 

Q: Please select the fraud cues below that you think are 
present in the above conversation 

• Promise high returns with low risk 
• Claim to be financial experts 
• Leverage peer influence 
• Pitch senior-living investment schemes 
• Invoke fake government investment schemes 
• Promise dividends between shareholders 
• None of the above 
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Health A Test 

Figure 10: Health A Test 

Q: Please select the fraud cues below that you think are 
present in the above conversation 

• Exaggerate illness to create anxiety 
• Advertise referrals to top doctors 
• Offer free services as bait 
• Using cheap trials with steep follow-up charges 
• Claim to be medical experts 
• Frame products as miracle cures with refund guarantees 
• None of the above 

Health B Test 

Figure 11: Health B Test 

Q: Please select the fraud cues below that you think are 
present in the above conversation 

• Exaggerate illness to create anxiety 
• Advertise referrals to top doctors 
• Offer free services as bait 
• Using cheap trials with steep follow-up charges 
• Claim to be medical experts 
• Frame products as miracle cures with refund guaran-
tees 

• None of the above 
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A.2 Fraud Cue Identification Test (Follow-up 
Study) 

Finance A Test 

Figure 12: Finance A Test 

Q: Please select the fraud cues below that you think are 
present in the above conversation 

• Promise high returns with low risk 
• Claim to be financial experts 
• Leverage peer influence 
• Pitch senior-living investment schemes 
• Invoke fake government investment schemes 
• Promise dividends between shareholders 
• None of the above 

Finance B Test 

Figure 13: Finance B Test 

Q: Please select the fraud cues below that you think are 
present in the above conversation 

• Promise high returns with low risk 
• Claim to be financial experts 
• Leverage peer influence 
• Pitch senior-living investment schemes 
• Invoke fake government investment schemes 
• Promise dividends between shareholders 
• None of the above 
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Health A Test 

Figure 14: Health A Test 

Q: Please select the fraud cues below that you think are 
present in the above conversation 

• Exaggerate illness to create anxiety 
• Advertise referrals to top doctors 
• Offer free services as bait 
• Using cheap trials with steep follow-up charges 
• Claim to be medical experts 
• Frame products as miracle cures with refund guarantees 
• None of the above 

Health B Test 

Figure 15: Health B Test 

Q: Please select the fraud cues below that you think are 
present in the above conversation 

• Exaggerate illness to create anxiety 
• Advertise referrals to top doctors 
• Offer free services as bait 
• Using cheap trials with steep follow-up charges 
• Claim to be medical experts 
• Frame products as miracle cures with refund guaran-
tees 

• None of the above 
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B Scale Questions in Evaluation 

Table 10: Measurement items used in the evaluation. 

Construct Items 

self-efficacy [80] I am confident I can detect online scams. 
I am able to detect online scams without much effort. 

enjoyment [2] 

I have fun interacting with the system. 
Using the system provides me with a lot of enjoyment. 
I enjoy using the system. 
Using the system bores me. 

usability [41] 

This learning system’s capabilities meet my requirements. 
Using this learning system is a frustrating experience. 
This learning system is easy to use. 
I have to spend too much time correcting things with this 
learning system. 

future behavioral 
intention [2] 

I plan to use the system in the future. 
I intend to continue using the system in the future. 
I expect my use of the system to continue in the future. 
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