
1540-7993/19©2019IEEE Copublished by the IEEE Computer and Reliability Societies March/April 2019 67

Editors: Heather Richter Lipford, richter@uncc.edu | Jessica Staddon, jessica.staddon@gmail.com

SOCIOTECHNICAL SECURITY AND PRIVACY

D ata breaches pose significant 
security and privacy risks to 

affected consumers. However, it is 
doubtful whether data breach noti-
fications mandated by respective 
laws effectively inform consum-
ers of risks stemming from a data 
breach and motivate them to take 
protective actions.5,8,12 We analyze 
potential reasons for consumers’ 
inaction after a data breach and dis-
cuss how data breach notifications 
and respective requirements should 
be improved.

Consumer Inaction 
After Data Breaches
A range of measures can help consum-
ers limit harm from data exposed in 
a breach. Consumers can accept free 
identity protection services offered by 
the breached company, place a credit 
freeze or fraud alert on their credit 
report, change compromised pass-
words, closely monitor their credit 
reports and financial accounts, and 
adopt security best practices, such 
as strong passwords and two-factor 
authentication.

Yet empirical evidence suggests 
consumers do not take adequate 
protective actions when affected by 
a data breach. In a 2014 U.S. national 
survey, the concern for being an 
identity theft victim increased by 
21% following a breach, yet 32% 
of respondents reported their reac-
tion to a data breach notification is 

to “ignore it and do nothing.”8 Two 
thirds of respondents in a 2017 
worldwide survey reported similar 
identity theft concerns;5 neverthe-
less, 56% continued using the same 
password for multiple accounts, 
and 41% did not adopt two-factor 
authentication when offered.5 A 
positive exception is RAND’s 2016 
U.S. national survey, in which 62% 
reported accepting offers of free 
credit monitoring, a higher but still 
not satisfactory number.1 Together, 
these studies suggest a dissonance 
between attitudes and behaviors 
around data breaches: awareness 
and concerns about privacy and 
security risks are not reflected in 
consumers’ behavior.

Using Equifax’s 2017 data breach 
as a case study, a breach that exposed 
sensitive personal information 
of almost half the U.S. population 
(145 million), we studied reasons 
behind people’s inaction after a 
data breach through semistructured 
interviews.12 Most participants were 
aware of the breach and associated 
risks, such as identity theft and pri-
vacy invasion. Nevertheless, only 
10 of 24 participants had checked 
whether they were af fected  on 
Equifax’s website, and only four 
took protective measures, such as 
freezing their credit reports and 
using identity theft protection.

Their inaction was not driven by 
a lack of risk awareness but rather 
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by cognitive and behavioral biases. 
For instance, many participants 
exhibited optimism bias, assuming 
that identity thieves would choose 
and target data breach victims who 
are more affluent or have a better 
credit history than themselves. Some 
participants described a retroac-
tive approach to dealing with risks: 
they saw nothing unusual happen-
ing to them after the breach as reas-
surance that no action was needed. 
Moreover, taking one action, such 
as freezing one’s credit, can lead to a 
false sense of security, making it less 
likely to engage in additional pro-
tective actions, such as monitoring 
one’s credit report or bank accounts, 
even though those participants were 
aware that a credit freeze could not 
eliminate all risks.

Additionally, participants’ actions 
were heavily influenced by extrin-
sic factors, such as cost of protec-
tive measures. Actions with no cost, 
like checking Equifax’s website and 
self-monitoring one’s credit reports 
and accounts, were favored. Con-
versely, some participants refrained 
from freezing their credit report due 
to associated fees (US$3–10 by the 
time we conducted the study). It 
also matters how participants were 
made aware of the breach and avail-
able measures. Participants who 
took actions primarily followed 
advice from family members, col-
leagues, and trusted experts. News 
media helped enhance the awareness 
of the breach but did not necessarily 
prompt actions.

Furthermore, many participants 
struggled with the specialized terms 
used to describe protective mea-
sures and therefore discounted their 
applicability. For example, partici-
pants misconceptualized a credit 
freeze as “freezing credit cards” 
(12 out of 24) and a fraud alert as an 
“alert sent by banks and credit card 
companies when fraudulent activi-
ties occur” (21 out of 24). This 
begs the question: are current data 
breach notifications presenting 

protective measures in ways that 
are understandable and actionable?

Issues With Data 
Breach Notifications
Bisogni3 found a lack of clarity in 
data breach notifications regard-
ing the incident description, the 
types of information exposed, and 
the number of affected consumers; 
moreover, some companies use a 
reassuring tone to depict the con-
sequences of a breach to limit the 
effects on their reputation. Building 
on this prior work, we conducted 
a content analysis of 161 data 
breach notifications to consumers11 
retrieved from the Maryland attor-
ney general,13 most of which (154) 
were letters. We identified several 
issues that may contribute to con-
sumer inaction by hampering com-
prehension, risk perception, and 
intention to take action.

 ■ Poor readability: The median of 
our sample’s Flesch–Kincaid grade 
level was 10 (minimum 6.4, maxi-
mum 16), meaning that the text 
requires the reading abilities of a 
10th grader. This is higher than 
what is recommended for materi-
als addressed to the general public 
(i.e., seven to nine).6

 ■ Prevalent yet inconsistent headings: 
67% of the analyzed notifications 
(106) used headings to structure 
text into sections. However, the 
use of headings did not necessarily 
support readability, as they were 
often printed at the beginning 
of paragraphs or with little white 
space separating them from text.

 ■ Scarcity of visual emphasis: When 
presenting recommended actions, 
list formats were common in sub-
level text (e.g., details of a specific 
action) but not at the top level 
(e.g., different actions), hamper-
ing the reader’s ability to gain 
an overview of available actions. 
Additionally, duration of benefits 
and enrollment deadlines of free 
identity protection, if provided, 

were often not highlighted by text 
formatting (e.g., bolding) despite 
their significance.

 ■ Many recommendations without 
priorities: Multiple recommenda-
tions are usually described in long 
paragraphs, with little to no guid-
ance on prioritization. Compari-
sons between different actions 
are rarely provided, leaving con-
sumers overloaded with choices, 
even though some recommenda-
tions are more effective than oth-
ers (e.g., credit freeze versus fraud 
alert; see Figure 1).

 ■ Downplaying risks: Some compa-
nies claimed that there was “no 
evidence” that breached data had 
been misused, providing poten-
tially false assurance regarding 
the likelihood of harm occurring. 
Moreover, hedge terms such as 
“probably,” “might,” and “likely” 
are frequently used when describ-
ing whether the consumer was 
affected, for example, “the infor-
mation potentially involved in the 
incident may have included your 
name, credit or debit card num-
ber, and card expiration date.”

Making Data Breach 
Notices More Effective
Our research indicates that how 
consumers are informed about a 
data breach and what actions they 
should take are likely to have sub-
stantial impacts on consumers’ pro-
pensity to act. We argue that more 
emphasis should be placed on sup-
porting consumers in protecting 
themselves after a data breach rather 
than merely informing them about 
the breach. We discuss opportuni-
ties for improving the utility and 
usability of data breach notifica-
tions to make them an effective 
mechanism for helping consumers 
mitigate potential risks.

Readability Expectations 
Beyond “Plain Language”
Current data breach notif ica-
tions fail to comply with the “plain 
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Figure 1. An example of recommendations with poor actionability. The introduced measures (fraud alert and security 
freeze) are hidden in lengthy paragraphs without headings or highlighting or any indication of which one to prioritize.  
This image is obtained from a data breach notification in the breach notice database14 on the Maryland Attorney  
General website.

language” requirement established 
in the General Data Protection 
Regulation and California’s breach 
notification law. A potential reason 
may be that these laws do not clearly 
define how to assess whether some-
thing is written in plain language. 
Regulators should provide specific 
guidance on how this plain lan-
guage requirement can be achieved, 
including recommended actions 
such as using short sentences, com-
mon words, and active voice. Fur-
thermore, lessons can be borrowed 
from the insurance industry, where 
the Flesch reading ease score test 
is required as a readability assess-
ment of insurance policies in some 
U.S. states.6

Delivering Notices  
Through Multiple Channels
Currently, most U.S. state laws require 
written notices sent to affected con-
sumers after a data breach; 96% of 
the data breach notifications we 
analyzed were mailed letters. Elec-
tronic notices (e.g., emails, website 

announcements, and notices to state-
wide media) are treated as substitutes 
when the cost of delivering mail is too 
expensive or the physical addresses of 
affected individuals are unavailable. 
However, the slow speed of mailed 
letters might increase the uninformed 
exposure time to potential risks for 
consumers.3 This might explain why 
many consumers learn about a data 
breach even before receiving direct 
notifications from companies.1 Con-
versely, electronic notices not only 
are faster but also have the advan-
tage of providing consumers with 
direct links to action, thus reducing 
barriers in moving from intention 
to taking an action. The nature of 
electronic methods (a small screen 
if displayed on a mobile device, 
allowing less text) may also incen-
tivize companies to shorten the 
text and increase aesthetics. This, 
of course, needs to be compounded 
with clear readability requirements 
to prevent companies from send-
ing lengthy and unreadable elec-
tronic notices.

Consistent Standards 
for Style and Format
Even though our primary data source 
pertained to Maryland, most analyzed 
notifications with section headings 
adhered to wording required by Cali-
fornia’s breach notification law (Cali-
fornia Civil Code section 1798.82). 
This indicates a promising avenue for 
standardizing style and format expec-
tations for data breach notifications. 
Legislators and regulators should pro-
vide specific content and style require-
ments, potentially templates that have 
been validated in terms of readability 
and usability based on rigorous user 
testing. The requirements of Califor-
nia’s data breach notification law and 
the Gramm–Leach–Bliley Act model 
privacy notice4 demonstrate the reach 
and influence of official templates—
but it has to be ensured that they are 
usable and actionable.

Using Visual Emphasis to 
Enhance User Experience
Formatting makes information 
visually accessible and enhances the 
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overall user experience. We suggest 
text formatting should be effectively 
used to highlight crucial informa-
tion along with a consistent use of 
list formats to lay out major actions. 
W hen lists are used, each point 
should be followed by short and 
succinct sentences, instead of long 
paragraphs, to keep the cognitive 
burden low for readers. Further-
more, it is important to consider 
the needs of special groups,10 such 
as visually impaired people, which 
means the content should be dis-
played in a sufficiently large font 
size, be accessible to screen reader 
devices, and contain required meta-
data and text descriptions.

Communicating Risks 
Clearly and Concisely
Risk communication is critical to 
data breach notifications because 
risk perception is the precursor for 
forming the intention to take action. 
Risk communication is also chal-
lenging because companies need 
to help consumers correctly assess 
risks and determine the necessity to 
take action while avoiding overstat-
ing of risks, which might harm their 
business interests. Privacy and secu-
rity nudging literature2 provides 
valuable insights for improving risk 
communication in data breach noti-
fications. For instance, optimism 
bias could be addressed by remov-
ing hedge terms to make it clearer 
that the reader is personally affected 
by the breach. Loss aversion theory 
(i.e., people hate loss more than lik-
ing the equivalent gain) can be lever-
aged when framing the outcome of 
recommended actions by emphasiz-
ing negative consequences of inac-
tion. We also found that people 
with low socioeconomic status, 
due to their limited money or assets, 
may subscribe to an “I’ve got noth-
ing to lose” attitude, lacking moti-
vation to react.12 This fallacy could 
be addressed by describing how 
people the reader relates to have 
been affected by the consequences 

of data breaches, such as showing 
evidence of their susceptibility to 
identity theft and scams. Essentially, 
companies should be as clear as pos-
sible about whether the recipient 
has been affected and avoid “no evi-
dence of data misuse” claims or at 
least combine them with clear warn-
ings of potential future misuse.

Supporting Consumers 
in Prioritizing and 
Executing Actions
Jargon in naming as well as lengthy 
yet confusing descriptions of pro-
tective actions likely hamper con-
sumers’  abi l ity to act ,  as  they 
struggle to understand the functions 
and importance of recommended 
actions. When making recommen-
dations, companies should identify 
and highlight those most relevant 
to the specific breach. Leveraging 
the anchoring effect,2 actions of 
high priority should be listed first 
so they receive the most attention 
from readers. Moreover, companies 
should provide a clear rationale for 
why a certain action is important 
rather than merely listing out what 
is included in a recommended ser-
vice (see Figure 2 for a counterex-
ample). To deal with the choice 
overload problem, companies need 
to adjust their recommendations 
rather than blindly adopting a given 
template. For instance, in analyzing 
notifications to Maryland consum-
ers, we often observed long lists of 
contact information for other state 
attorney general offices, which are 
unnecessary details, at least for 
Maryland residents, that should 
be removed.

R esearch on privacy policies has 
identified their deficiencies in 

communicating privacy risks: most 
are written in lengthy paragraphs filled 
with jargon and ambiguity, leading 
readers to struggle with comprehend-
ing the content and forming accurate 
mental models.9 Our research reveals 

that data breach notifications, unfor-
tunately, suffer from similar issues, 
yet we have a limited understanding 
of how these issues may impact users’ 
comprehension and reactions in a 
moment when they are most vulnera-
ble—after their information has been 
exposed in a data breach. Although 
data breaches are recognized as severe 
threats, the design of corresponding 
mandatory notifications has received 
little attention. Poor readability and 
actionability, compounded by ambig-
uous risk communication, are pos-
sible explanations for data breach 
fatigue, when consumers take little to 
no action after receiving a data breach 
notification. We outline directions for 
more effective data breach notifica-
tions that can help consumers over-
come hurdles in dealing with risk 
and take action to adequately protect 
themselves. More research is needed 
to develop and validate best practices 
for successfully guiding consumers 
toward safety after a data breach.

Companies that suffer a data 
breach could leverage actionable 
data breach notifications to main-
tain or restore consumer trust. For 
them, the intuition to hedge about 
the consequences of a breach to 
prevent eroding consumer trust is 
understandable but misguided. In 
fact, in RAND’s survey, consumers 
were generally satisfied with compa-
nies’ postbreach handling, whereas 
only 11% terminated the business 
relationship.1 Research has shown 
that making apologies and using 
visual elements in data breach noti-
fications can enhance a company’s 
perceived reputation.7 Building 
on this, we argue for acknowledg-
ing risk openly and providing clear 
and actionable recommendations 
as indicators for a company’s sin-
cerity in protecting their custom-
ers’ security and privacy. Although 
data breaches are irreversible and 
an unfortunate reality, providing 
consumers with understandable 
and actionable notifications, which 
clearly communicate associated 
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risks and available measures, offers 
mutual benefits for both companies 
and consumers. 
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