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Abstract gaining dominance in the social media market, yet they are

Short-form video platforms (SVPs) such as TikTok have
grown rapidly in popularity. While online scams have been
extensively studied, the extent to which they take new forms
on SVPs and the discourses around them remain understud-
ied. Using TikTok as a case study, we analyzed 150 videos in
which content creators reported scam experiences and offered
anti-scam advice. We focus on how TikTok users (creators,
followers, and commenters) discuss scams, rather than analyz-
ing scams. Our analysis surfaces six types of scams, including
creator impersonation and account badge verification scams
that target TikTok’s influencer-follower ecosystem. Scammers
also exploit platform-specific features (e.g., direct messaging
or the “For You Page”) to lure victims. In response, TikTok
users share strategies to identify scammer profiles and commu-
nication cues, building community support through anti-scam
advice. Based on our findings, we offer recommendations for
systemizing platform support to combat scams and leveraging
the influencer ecosystem to raise awareness.

1 Introduction

Fraudulent content on social media is on a rapid rise. Accord-
ing to the US Federal Trade Commission (FTC), consumers
lost up to $3 billion in online scams in 2024, 70% of which
started through social media [39]. Short-form video platforms
(SVPs), such as TikTok, Instagram, and YouTube Shorts, are
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not immune to the risks of fraudulent content. Online scams
have been studied extensively [36] as researchers examine pig-
butchering scams [4,71], romance scams [114], and crypto
scams [117] by analyzing victim testimonies [70,71,73] or
measuring actual scam operations [5, 89]. However, SVPs are
relatively new and offer distinct affordances, notably their bite-
sized video formats and influencer-centric culture [6, 13, 67],
that may reshape traditional scams and amplify their risks.
Current SVP literature has largely focused on documenting
scam operations, such as malicious livestream selling strate-
gies [116] or the illicit trade of social media accounts [10].
While emerging research has begun to explore the human
element of SVPs, e.g., anti-security advice [111] and social
surveillance [49], a critical gap remains: it is still unclear how
users encounter, report, and react to scams on SVPs.

In this paper, we study user-reported scams on SVPs using
TikTok as a case study. We use the term TikTok users to refer
to content creators, their followers, and viewers/commenters
on their videos. We focus on TikTok for three reasons: (i)
Scale: With more than 1.5 billion users worldwide—over
half of whom are under 35 years old [27]—TikTok is among
the most popular SVPs. (ii) Culture: TikTok’s short-form
video format, combined with algorithm-driven recommenda-
tion, has fostered an influencer-centric and commerce-driven
culture [6, 13, 67]. TikTok has emerged as a platform for
e-commerce and online advertising, benefiting 7 million busi-
nesses and over 100 million consumers in the U.S. [95], while
also creating incentives for scams. Simultaneously, it is also
a rich site for examining user experiences, beliefs, and ad-
vice across diverse topics including security advice [111] and
interpersonal surveillance [49]. (iii) API access: TikTok al-
lows researchers to access and study public TikTok content
and account data through its Research Tools program [97]. In
contrast, YouTube’s Data API does not isolate short-form con-
tent, and Instagram’s Meta Content Library and API does not
include machine-generated video transcripts, limiting utility.

We qualitatively analyze 150 English-language TikTok
videos from the US, where TikTok users report scams experi-



enced on the platform or elsewhere, and/or share anti-scam
advice. We identified relevant videos through hashtag-based
keyword search, applied filtering criteria, and conducted the-
matic analysis to distill key themes from the videos. We also
conducted sentiment analysis of 1,163 associated comments
and analyzed video/account metadata to validate the credi-
bility of videos and their creators. Our findings address the
following research questions:

RQ1 What types of scams do TikTok users report?

We synthesized user-reported scams into six categories.
While these categories are broadly aligned with prior lit-
erature [9, 36], some of them evolved in distinct ways on
TikTok. Additionally, we identified two new types of scams.
Overall, we found that platform-specific affordances and
influencer-driven culture [57] shape how scams are expe-
rienced and the harms they caused. E.g., impersonation
and account badge verification scams specifically target in-
fluencers and their followers, exploiting trust built within
communities.

RQ2 How do user-reported scams manifest on TikTok?

TikTok users shared that scammers approached them through
TikTok-specific features, such as direct messaging and the
‘For You Page’ (FYP) [103]. The luring techniques used
are grounded in established psychological principles [90],
but are adapted to increase the effectiveness on the TikTok
platform. The scam entry points and escalation patterns also
vary significantly by scam type.

RQ3 How do TikTok users identify and redress these scams?

TikTok users reported various signals they leveraged to iden-
tify scams, and some of these are very specific to TikTok’s
culture and communication norms. These TikTok-specific
signals focus on scammer communication patterns, €.g., use
of templated messages or unconventional language, or anal-
ysis of inconsistencies between authentic creator profiles
and impersonated accounts. Users also shared anti-scam ad-
vice and redressal mechanisms, often grounded in personal
experience, that we categorize and map to the scam types.

By analyzing user-reported scams on TikTok, we make
four contributions. First, our work extends existing scam
taxonomies to the SVP context by highlighting how plat-
form affordances and the influencer-centric culture reshape
scam experiences. Second, we report how scammers leverage
TikTok-specific features and adapt luring techniques to in-
crease the effectiveness of scams on the platform. Third, our
work shows that while perpetuating online scams, TikTok also
serves as a peer-support space where users actively share pro-
security advice and community-driven strategies to prevent
and mitigate scams, in contrast to prior SOUPS literature that
characterizes TikTok as the breeding ground for anti-security
advice and interpersonal surveillance [49, 111]. Lastly, we
identify implications for SVPs, including privacy-preserving

on-device scam detection with real-time warnings, and lever-
aging influencer and multi-channel network brand manager
ecosystems to deliver large-scale anti-scam education.

2 Background and Related Work

2.1 Online Scams

Types of scams While the definitions of scams' vary in
academic literature, we take the following working defini-
tion from Beals et al. [9]—the scam or fraud must “inten-
tionally and knowingly deceive the victim by misrepresent-
ing, concealing, or omitting facts about promised goods, ser-
vices, or other benefits . . . for the purpose of monetary gain.”
There are several existing taxonomies of scams. Beals et al.’s
taxonomy focuses on financial fraud, including nine differ-
ent fraud categories (e.g., consumer investment fraud, em-
ployment fraud, and charity fraud) across both digital and
in-person channels [9]. Federal Trade Commission (FTC)
also categorizes fraud based on consumer reports [36]. Other
scholars examined specific scam types such as online shop-
ping [54,66], pig-butchering [71], romance [114], deepfake-
enabled fraud [112, 118], and cryptocurrency scams [117],
including analyses of victim testimonies [70, 73] and large-
scale investigations of scam operations [5, 89]. We build on
these prior works to explore the different types of SVP scams.

Scammer tactics Stajano and Wilson summarized seven
principles scammers typically leverage to lure victims: dis-
traction, social compliance, herd, dishonesty, kindness, need
and greed, and time [90]. Prior research in phishing and social
engineering has extensively validated these principles across
various digital domains. For instance, Ferreira et al. examined
how principles of persuasion are operationalized in phishing
attacks [40]. Furthermore, Salahdine et al. examined how so-
cial engineering techniques are used to manipulate individuals
into performing actions or divulging confidential information,
and how modern deceptive practices frequently use hybrid
methods that exploit both human psychology and platform-
specific vulnerabilities [83]. Other studies have characterized
scammers’ tactics and operations with regard to particular
types of scams [4,61,71,87,106].

Button et al. provided insights into various reasons why
victims fall for scams [19]. Several studies have highlighted
the demographics and psychological characteristics of scam
victims, such as how romance scam victims tend to be middle-
aged, well-educated women who are more impulsive and
trustworthy [113], and scam victims tend to have less financial
knowledge [56] and lower cognitive reflectiveness [85].

In this work, we adopt the lure principles from Stajano
et al. [90] and explore tactics used by scammers on TikTok,

Prior literature has often used the terms “scam” and “fraud” inter-
changeably [9, 16] and we do this in our paper too.



including how they leverage TikTok’s influencer culture and
product features (direct messages and ‘For You Page’).

2.2 Security Folklore and Adyvice

Folklore encompasses people’s attitudes, feelings, and beliefs
communicated through word of mouth or examples [29]. Se-
curity folklore, specifically, is “a collection of beliefs about
security practices that have become part of the culture and are
transmitted informally through, for example, verbal tales, writ-
ten social media posts, or demonstrated behavior” [34]. Prior
work has studied security folklore by analyzing stories and
lessons people share about security [75,78] and by exploring
users’ mental models of security technology [77,107,115]. Se-
curity folklore focuses on beliefs despite the lack of empirical
evidence.

On top of a large body of related work on security ad-
vice [33,81], prior work has specifically highlighted the role of
peer influence in security behavior adoption [24, 108]. Other
work has shown that users go to social media to express cri-
tique and frustration about existing password practices [30]—
even create jokes about particular advice [11]—or spread
anti-security and anti-privacy advice [111]. Influencers, or so-
cial media creators with a large audience, could be a powerful
source to spread security and privacy advice [93], similar to
how they function in brand marketing [51].

In our study, we analyze user-reported scams as a type of
security folklore and investigate the role of TikTok creators
in the sharing of security and privacy advice.

2.3 Background and Related Work on TikTok

TikTok’s rapid rise in popularity has prompted the creation
of other short-form video platforms such as Instagram Reels,
YouTube Shorts, and Douyin (the Chinese equivalent to Tik-
Tok). Content creators frequently post the same videos across
many different SVPs [86]. Users’ sensemaking of TikTok’s
highly personalized, black-box algorithm has been the focus
of prior research [12,25,26,58,91]. Other work explored how
users interact with TikTok to enable activism [21,53,60] and
to find emotional support [7,65].

Security and privacy on TikTok Prior work has ex-
plored how online harms transpire through TikTok, includ-
ing spreading disinformation or misinformation [88], or
spreading memes as propaganda during Russia’s invasion
of Ukraine [14]. Other work investigates the harms experi-
enced by marginalized and vulnerable populations, such as
Black content creators [52], BlindTokers [63], and transfemi-
nine creators [26]. Focusing on the advice available to users
on SVPs, Elgedawy et al. examined the differences in security
advice served to children and adults [31], Wei et al. explored
the spread of anti-privacy and anti-security advice on Tik-

Tok [111], and Gilbert et al. [49] analyzed social surveillance
on TikTok.

Online social media accounts, including TikTok, are be-
ing abused to conduct fraud and scams [10, 116]. This ex-
ploitation extends to the influencer-centric culture of these
platforms, where creators frequently engage in brand collabo-
rations and user-generated content (UGC) contracts. In such
arrangements, vendors compensate creators for producing
sponsored promotional content, often in exchange for product
endorsements or demonstrations [3,62]. While these collab-
orations are a central part of influencer-driven marketing,
scholars have noted that influencer labor is often character-
ized by informality and power asymmetries between creators
and vendors [28,76]. These collaborations can create oppor-
tunities for scammers to exploit creators under the guise of
legitimate brand partnerships [48]. With the growing concerns
about fraudulent activity on the platform, in 2023 the U.S.
FTC ordered TikTok to disclose how it manages fraudulent
advertising and scams [47]. Our work complements and ex-
tends this prior research by exploring different types of scams
reported or discussed on the TikTok platform, the techniques
scammers use to defraud users, and how users identify and
mitigate these scams.

3 Methodology

We collected and analyzed 150 videos in English posted by
TikTok users in the U.S., including three types: reporting a
scam (108/72%), providing scam-related advice (15/10%),
and doing both (27/18%). We further discuss the ethics and
limitations of our approach.

3.1 Data Collection

Identify relevant videos We systematically curated and
refined hashtags to identify videos relevant to our research
questions, similar to prior work on TikTok [49,111]. We began
by exploring videos on TikTok using the hashtag #scams to
find videos where creators reported experiences with scams.
Our initial search yielded 22 relevant videos and led us to
find other possible hashtags, such as #onlineshoppingscam,
#romancescam, #tiktokshopscam, and #dminstagram. We
then explored additional videos associated with these hash-
tags and identified three hashtags that consistently ap-
peared in videos tagged by creators who were reporting
personal scam experiences or shared scam-related advice:
#socialmediascam, #tiktokscam, and #instagramscam.
Using these three hashtags, we queried the TikTok US Re-
searcher API” with a daily limit of 100 records, between Jan-
uary and May 2024, yielding 288 videos. No additional filters

2We used the official TikTok API in line with the platform’s policy, as
TikTok restricts using external web crawlers to scrape videos. Since the API
is tied to the lead author’s primary institution, it allows the collection of
videos only in the US region.



were applied. We selected the random selection parameter,
meaning the process is not subject to trending or personalized
content via TikTok’s recommender system. The API searches
TikTok’s internal index of public videos and returns match-
ing videos with metadata related to the video’s engagement
and exposure °. Because of the 100-per-request cap, we don’t
know what fraction of videos are returned and cannot claim
representativeness.

To ensure the comprehensiveness of our video search,
we further experimented with additional hashtags. From
the 288 videos, we extracted over 300 additional hashtags
such as #bewareofscammers, #scammerredemption, and
#scamalert.” Using the expanded set of hashtags, we col-
lected 1,272 videos from July to December 2023. Applying
the inclusion and exclusion criteria (§3.1), we manually re-
viewed a random 10% of the sample and found 92% were
off-topic. The additional hashtags did not help surface relevant
videos but rather introduced substantial noise by pulling in
off-topic videos. E.g., a creator used #scamalert when com-
paring the real estate market before the 2008 financial crisis to
the present-day market. So we leveraged 288 videos identified
by three hashtags: #socialmediascam, #tiktokscam, and
#instagramscam for further filtering.

Filter videos We decided on the filtering criteria through
iterative discussions among the research team. First, the
video must be relevant to scams or fraud, as defined in prior
work [9, 22], i.e., it must involve an intentional deception
by the scammer to distinguish it from other unfair business
practices. We also viewed impersonation within scope if it is
done for monetary gain, since it constitutes a form of decep-
tion. Second, for videos that report scams, the creator must
experience a scam from another person (such as a vendor or
another creator), and the creator should present evidence that
the scam has occurred and any potential consequences (e.g.,
in terms of monetary harm and emotional distress). Third, for
videos that share anti-scam advice, the creator should draw on
a specific incident they experienced personally or on someone
else’s, or offer generic advice on staying safe from scams.
Based on the criteria above, two researchers went through
the 288 videos together and conducted the filtering. We re-
solved any disagreements until consensus was reached [20],
leading to 150 videos in our final dataset. Our analysis yielded
a good inter-coder reliability (Cohen’s Kappa = 0.85) [43].
Examples of excluded videos include: (1) content irrelevant
to scams based on prior work’s conceptual definitions; (2)
videos that mention scams but do not provide sufficient de-
tails to indicate a scam has occurred; and (3) videos that make
general accusations about TikTok unrelated to scams, such as

3The complete list of information included hashtags, username, time
when the video was created, video ID, comment count, comment text, like
count, share count, view count, video description, and the voice-to-text con-
version based on the audio.

4List of hashtags used: https://osf.i0/yqxb9/files/wrpbu

accounts disqualification or followers not increasing.

Collect comments Leveraging the TikTok Researcher API,
we also collected 1,256 comments associated with these 150
scam videos. Similar to Gilbert et al. [49], we collected com-
ments for further sentiment analysis to determine how many
support or disapprove of the video’s content, as another check
of the videos’ validity. Of the 1,256 comments, we filtered
out 93 that contained only emojis, leaving 1,163 comments
for further analysis.

3.2 Data Analysis

Qualitative analysis of videos We thematically analyzed
the collected videos both deductively and inductively. We
made our codebook publicly available.” Since scams are a
well-studied topic outside the TikTok context, we developed
the initial version of our codebook deductively, to ground our
analysis in existing conceptual frameworks and support com-
parability with the broader scam literature. This includes, for
example, curating scam categories from Beals et al. [9], FTC
[36], and various media articles [44,46, 69]; drawing on the
seven luring techniques in Stajano et al. [90]; and developing
codes on anti-scam advice from FTC’s resources [35].

We then expanded our codebook using inductive thematic
analysis to capture insights specific to TikTok. E.g., we induc-
tively developed codes for the scam sub-categories, scam’s
origin point, who the scammer was, and whether and to what
extent the victim experienced any monetary harm (and if so
how much). We also added new codes for anti-scam advice,
and redressal mechanisms (e.g., ‘product purchase and trans-
action-related advice’ for advice and ‘reporting to an entity’
for redressal mechanisms).

Three researchers collaboratively analyzed the videos,
meeting regularly to apply and refine the codebook, dis-
cuss ambiguous cases, and reach agreement on final code
assignments. We used a consensus coding approach for the
video content analysis, rather than relying on independent
coders. Accordingly, we do not report inter-rater reliability
for this stage, in line with HCI/CSCW qualitative coding
guidelines [64]. We then finalized the codebook, grouping
related codes into higher-level themes for scam types, lure
techniques, scam identification, redressal, and advice.

Text analysis of video comments We conducted a large
language model (LLM) assisted text analysis of 1,163 com-
ments posted on the 150 videos to understand user reactions
beyond engagement metrics. Specifically, we analyzed the
sentiments conveyed through the comment texts to validate
whether users engaging with the videos are generally sup-
portive of the video’s content (e.g., finding the video useful
or informative, or relatable). We supplemented the analysis

Shttps://osf.io/yqxb9/files/wrpbu
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of the supportive comments with thematic analysis using a
consensus coding approach.

We leveraged the Gemini Flash 2.5 model® for the text anal-
ysis. Based on manual analysis of a few comment texts and
video descriptions, we constructed a two-level classification
task for the LLM: (1) Level-1 classification determines the
overall stance of the comment, i.e., whether it is supportive
of the video description; and (2) Level-2 classification further
classifies supportive comments based on whether the user
found the video useful, relatable, or neither. We carefully
curated the LLM prompt to perform both classifications in a
single call and to provide its reasoning, i.e., ‘Chain-of-thought’
prompting [109]. The prompt text includes class definitions,
‘few-shot’ examples, and rules for handling edge cases (see
Table 3 for the full prompt).

To validate the LLM-assisted classification, we manually
sampled 100 video-description-comment pairs. Two coders
independently labeled them using the three level-1 class la-
bels: supportive, against, and neutral. We achieved good inter-
coder reliability (Cohen’s Kappa) of 0.82 [43]. Similarly, for
level-2 class labels for supportive comments: relatable, use-
ful, and neutral, the inter-coder reliability (Cohen’s Kappa)
is 0.79. We discussed disagreements and resolved them to
generate the final classification label for each comment. The
curated LLM prompt achieves > 94% for precision, recall,
and F1 scores on the level-1 classification task. Instances
where the LLM’s predictions differed from human labels
were due to short, ambiguous comments, not errors.

3.3 Ethics Statement

We obtained approval and an exemption from full review from
two Institutional Review Boards (IRBs). We also recognize
that IRB approval does not guarantee ethical research, and
there are various privacy and ethical risks associated with
research using social media data [8], such as the difficulty of
obtaining the data subject’s explicit consent for their data to be
used in research. To mitigate potential harms of exposing data
to unintended audiences [41,42], we stored only video URLSs
rather than downloading the videos to honor a data subject’s
withdrawal of consent: in case a video is deleted, it represents
the data subject’s wish to be removed from our dataset. We
used the TikTok Researcher API to collect videos to follow the
platform’s policy and to mitigate potential privacy and ethical
risks of using third-party scrapers. We also obscured users’
faces in example images and paraphrased quoted content.

3.4 Limitations

We identify several potential limitations of our work. First, our
analysis emphasizes depth over scale. Our goal was to unpack

Shttps://deepmind.google/models/gemini/flash/ using Ver-
texAl API; we also experimented with Gemini 3 Flash and 3 Pro models, but
Gemini Flash 2.5 performed as well as Gemini 3 models on our task.

Table 1: Mean (M) values of engagement metrics by the video
type are reported, not in millions.

Video Type n Myiews Miikes M comments
Scam reporting 108 266 184 23
Anti-scam advice 15 55 57 11
Reporting and Advising 27 114 55 17

the nuances in user-reported scam videos on TikTok and the
reactions they trigger, rather than quantify the prevalence of
scams on TikTok. Second, our dataset may reflect a voluntary-
response bias, as creators who actively post on TikTok may be
more likely to share content about scams than more passive
users. Nevertheless, our dataset still captures videos that users
could easily find when seeking scam-related advice, which
aligns with the study’s objectives. Third, due to the API’s
restrictions, our dataset was limited to English-language con-
tent from US-based IP addresses. Consequently, our findings
may not generalize to the diverse contexts prevalent in the
global TikTok ecosystem. Future work could examine TikTok
users’ scam experiences across different cultural contexts.

4 Findings

4.1 Video Characteristics
4.1.1 Video and Creator Metadata

Our final dataset consists of 150 videos where TikTok users
report a scam experience and/or provide scam-related advice.
Table | captures the engagement metrics of these videos,
including the number of views, likes, and comments. On av-
erage, videos were 90 seconds long.The videos were posted
by 129 unique user accounts (126 were public, three private).
None of the accounts had a ‘verified’ account badge.” On av-
erage, these accounts received around 2.3M likes across their
videos, maintained an average of 1,064 videos per profile, and
had an average follower count of 69.6K. Table 4 shows the
engagement metrics of the videos.

4.1.2 Comments Analysis

Among the 1,163 comments we analyzed using the LLM-
assisted two-level classification technique, nearly 78% (902)
were supportive, expressing agreement with the video cre-
ator or adding to the discussion. Of these, 43% (388/902) re-
ported experiencing a similar scam or finding the video relat-
able, commonly recounting losses from past scams, warning
about emerging trends, or sharing personal strategies against
scams, e.g., “I’ve noticed a few of those as well. TikTok also

7A verified badge means that TikTok has confirmed the account belongs
to the person or brand it represents [100]. The absence of a verified badge
does not necessarily imply that an account is fake; it just means the account
owner has not completed the verification process.
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doesn’t do much, so it’s best to just block them.” Another
11% (104/902) expressed that they found the videos useful
or informative, some noting that it made them more aware of
potential scams, e.g., “Keep sharing. You are answering ques-
tions we didn’t know we needed to know. Thank you.” The
remaining supportive comments were generally positive or
encouraging in nature, expressing concern about scam preva-
lence or offering help against scams, e.g., “Ugh, that’s so
frustrating! I know it’s discouraging, and it’s not your fault.
I'll see if I can report that page as well!”

In the remaining 20% (233) of the comments, the users
provided a neutral reaction or shared something irrelevant.
Only 2% (26) of the comments contradicted or challenged the
original video, e.g., “If it was a good deal then what does it
matter? It’s just a bottle.” Overall, comment analysis shows
high engagement with videos in the dataset. The predomi-
nantly positive sentiment expressed in the comments serves
as a proxy for the video’s legitimacy and trustworthiness.

4.2 Types of Scams Reported (RQ1)

Below, we summarize the six types of scams reported by
TikTok users, ordered in frequencysz finance scams (54/33%),
scams targeting influencers (49/30%), online shopping scams
(36/22%), account-related scams (17/10%), romance scams
(10/6%), and other miscellaneous scams (5/3%).

Table 2 in the Appendix further summarizes the definitions
and examples of each scam type and maps them to similar,
known scam types from prior work outside the TikTok con-
text. While most of the scams reported by TikTok content
creators can find parallels in prior work, our analysis shows
how platform-specific affordances and influencer-centric cul-
ture can shape how scams are experienced and the harms
they may cause. For instance, as shown by various influencer-
targeted scams, the platform’s influencer-centric culture has
shifted the trust model. Instead of just impersonating distant
institutions or authorities, scammers are now exploiting the
parasocial bonds and community trust built between creators
and followers, which complicates the traditional security ad-
vice of relying on verifying the source. Our analysis further
surfaced a salient form of scam on TikTok, i.e., account-badge
verification scam.

4.2.1 Scams involve financially-rewarding schemes

Most often, TikTok users reported finance scams where scam-
mers try to lure people into financially rewarding schemes
that turn out to be bogus. It includes four major types: mural
scams, psychic reading scams, crowdfunding scams, and fake
investment opportunities.

8The frequency only reflects how often we observe the scam type in our
dataset and does not represent the estimated prevalence of these scam types
on TikTok broadly. The scam types are not mutually exclusive, i.e., multiple
types can be applied to a single video.

Mural scams are the most encountered finance scams in
our dataset, mirroring the ‘fake check scam’ or ‘fake buyer
fraud’ in prior work [9]. In mural scams, a scammer posing as
an ‘artist’ sends a direct message, requesting to paint a mural
of the victim from one of their profile pictures, as highlighted
in Fig. 3 in the Appendix. They suggest a peculiar payment
arrangement in which a ‘client” would send an e-check to the
victim for the full amount, after which the victim forwards
half to the scammer for painting materials. However, the e-
check later remains pending or bounces, leaving the victim
with no money.

Psychic reading scams are similar to the fortune-telling
fraud reported in prior work [9], where a scammer claims
to tell the victim’s fortune in return for a fee. Sometimes
psychic reading scams overlap with impersonation scams.
For example, T18 reported contacting a scammer via TikTok
direct messages (see Fig. 5 in Appendix), believing she was
communicating with a legitimate influencer whose content she
liked. The scammer quickly requested payment for a psychic
reading, raising her suspicion. After T18 stopped responding,
the scammer started liking and commenting on all her videos
to get her attention. Upon further investigation, she discovered
that the scammer account’s videos were copied from another
TikTok page.

Crowdfunding scams, also known as the ‘charitable solic-
itations’ from prior work [9], often involve crowdfunding
for bogus personal causes such as fake illness or sick pets.
Moreover, TikTok users report fake investment opportunities,
similar to miscellaneous investments, Ponzi schemes, and
crypto scams mentioned in prior work [9,70]. TikTok users
reported that scammers try to lure them into easy-money in-
vestment schemes. For instance, T22 shared their encounter
with a fraudulent brokerage account that promised $20K in
virtual currency upon activation, but required a $300 upfront
payment. They contrasted it with legitimate brokerage com-
panies like Robinhood, which request minimal verification
fees like $2 to activate an account.

Across reported financial scams, scammers primarily initi-
ated contact via TikTok direct messages, with a few instances
of mural scams reported on Instagram direct messages. Mon-
etary losses were limited: only 3 of 54 users reported losses,
with the largest at approximately $35 in a crowdfunding scam.

4.2.2 Scams targeting influencers and influencer culture

Uniquely tied to TikTok’s influencer-centric culture, TikTok
users, especially those who are active content creators, re-
ported scams that target their own celebrity and fan bases.
The specific schemes include account impersonations, fake
collaborations, and false promises of growing the account by
a social media brand manager.

TikTok users reported impersonation scams in multiple
ways. Most commonly, creators shared screenshots of imper-
sonated accounts from scammers and warned their followers



about it. TikTok users also identified characteristics of imper-
sonation scams, e.g., scammers would often use the original
creator’s profile picture and the same name with slight vari-
ation, as highlighted in Figure 5(b) in the Appendix. T31
shared, “My account gets cloned all the time by scammers. I
don’t slide into anyone’s DM to sell or promote anything. If
someone messaged you from any profile that looks like mine,
it’s not me” (see Figure 6(a)) in the Appendix. In other cases,
the TikTok user encountered a fake profile of a creator they
like; when they followed those fake accounts, the scammers
asked for money.

In fake collaboration scams, the influencer reported being
approached by companies to endorse their products, but was
required to purchase them first; in other cases, the influencer
was never compensated for sales generated by their endorse-
ment. Two creators, T97 and T145, reported the same vendor
who approached them via email under a “‘UGC content cre-
ation request’ (see Figure 6(b)). Fake collaboration scams
share some similarity with ‘business opportunities fraud ’ [9]
and the employment/job fraud [36, 70], where victims are
promised support to build a business or gain employment, but
companies fail to fulfill that promise.

Other TikTok users reported social media brand manager
scams, in which the scammer pretended to be a social me-
dia brand management agency and promised to increase the
creator’s followers and view counts, and to help with brand
collaborations. T61 reported that a scammer contacted him,
offering event opportunities and technical support to grow his
account. However, when he checked the scammer’s TikTok
page, the account was banned, indicating that the scammer had
violated TikTok’s community guidelines. This type of scam
parallels the ‘business coaching scam’ [9], ‘sports agent and
endorsement scams’ [36], and ‘fake LinkedIn recruiters’ [70],
where companies promise business training and tools but fail
to deliver, frequently charging high fees.

Across influencer-targeting scams, the scammer tends to
be a business or organization that reached out through TikTok
direct messages or email. Users reported the second-most
financial loss (only after online shopping scams), with maxi-
mum loss being $1000 in a fake collaboration scam.

4.2.3 Online shopping scams involving fake products

Online shopping scams ranked third among the most com-
monly reported scams. TikTok users reported fraudulent ex-
periences when buying a product or service through ‘TikTok
Shop’? or through advertisements on their ‘For You Page.’
Users reported receiving fake or poor quality products, simi-
lar to the ‘worthless products’ scam in prior work [9], which
involves false or misleading information about the products or
goods that exaggerate the claims or turn out to be worth much

*TikTok Shop’ is an in-app personalized commerce solution where
brands and creators sell products directly on TikTok, through a suite of
in-app shopping touchpoints such as a shop page and live shopping [98].

less than anticipated. For instance, T10 reported being “duped
for a fake Stanley Cup.” Other scams in this category involved
unauthorized billing for products or services and undelivered
goods. T62 reported receiving unauthorized billing for a prod-
uct that had not been delivered. She was charged an extra $50
beyond her original order of a similar amount. Although she
received emails confirming the order, sharing details about
tracking the package, and notifying her of a delay, she never
received the product.

All in all, users reported the most financial loss to online
shopping scams, with the maximum amount being $3000.
Unlike the individual creators behind finance-related scams,
scammers in this category were mainly businesses.

4.2.4 Account-related scams fueled by badge verification

Less often, TikTok users reported account-related scams in
which they were tricked into giving away personal informa-
tion and sometimes lost money, either through fake account
badge verification offers or account hijacking.

On TikTok, a verified badge is a blue check mark that
appears next to a user’s account name, indicating that the
account is authentic. TikTok grants these badges to accounts
that meet specific criteria, including active usage and recogni-
tion in multiple news sources [100]. In account verification
badge scams, users reported receiving emails impersonating
TikTok that asked them to verify their accounts to receive the
verification badge. The email had a legitimate-looking subject
line (e.g., ‘RE: Badge Application - #831947”) from ‘TikTok
Support,” a TikTok logo, and a ‘Verify Now’ button in red. In
some cases, the scam led to account hijacking. For example,
T77 reported that she clicked the ‘verify now’ button and
entered credentials on a fake TikTok login page, resulting in
unauthorized access to her account and subsequent takeover.
This scam represents a TikTok-salient variant that combines
institutional impersonation [9] and phishing [36] to exploit
creator verification incentives.

Another account-related scam involves tagging users in
fake CashApp or lottery schemes. TikTok users reported re-
ceiving direct messages such as “you have been selected as
the winner” for some money contests, mirroring the ‘prizes,
sweepstakes, and lotteries scams’ in prior work [36]. To ap-
pear legitimate, scammers often used the CashApp logo, a
popular digital wallet (see Figure 7(b) in the Appendix).

Across account-related scams, scammers mostly operated
as individual creators rather than businesses. They reached
victims via email, TikTok direct messages, or curated content
on the ‘For You Page.” We did not observe any financial losses.

4.2.5 Sugar daddy scams: romance scams tailored to
TikTok demographics

Though less common, romance scams, a well-known scam
type, were also reported by TikTok users in both traditional



forms and as sugar daddy scams tailored to TikTok’s user
base. As in prior work [9,36, 113, 114], conversations often
began with a seemingly innocent direct message, followed
by love bombing and eventually financial requests. For sugar
daddy scams, demographics are the distinctive factor: scam-
mers posed as wealthy, older men who initiated contact via
direct messages, offering money for companionship or a ro-
mantic relationship. Unlike the consensual sugar daddy re-
lationships [79], these interactions resulted in requests for
money, mirroring romance scam patterns. TikTok’s user base,
which skews toward young women in the U.S. [92], may
contribute to the rise of such scams on TikTok.

The romance scams reported by TikTok users are also not
unique to TikTok. For example, T64 reported that a scammer
reached out to her via direct message on Instagram, asking
her to hang out and then asked to move the conversation to
another platform, such as Google Chat or text message. The
similar pattern—in which initial contact occurred through di-
rect messaging on social media and was followed by requests
to move to another platform—was reported by other TikTok
users and mirrors prior work that documents the trajectory of
sugar daddy [45, 59, 80] and pig-butchering scams [71].

We also observed miscellaneous scams, including Al-
driven deepfakes, health-related scams, and educational fi-
nancial support scams. T98 shared an example of Al-driven
deepfake scam (see Fig. 4 in Appendix), in which scammers
manipulated her original video to falsely promote a fraudu-
lent product. T98 expressed concern that such altered content
could damage her reputation, as followers might believe she
endorsed products that never arrive or are of poor quality.

4.3 How User-Reported Scams Manifest (RQ?2)

Going beyond the types of scams, TikTok users also shared
where the scams came from and their analysis of how scam-
mers tried to defraud them. In this section, we summarize
findings on these scam origin points and tactics used by scam-
mers, mapped to the seven principles in Stajano et al. [90].

4.3.1 Scams commonly originate from TikTok direct
messages

We found that most reported scams originated from TikTok
direct messages (30%) or the TikTok ‘For You Page’ (30%).
Users also reported encountering the scam through TikTok
shops (13%), video comments (2%), post tagging (2%), and
TikTok Live feeds (2%). External origin points include phish-
ing emails (5%), direct messaging on other social media plat-
forms (3%), and phone calls or text messages (2%).
Mapping these origin points to scam types (see Figure 1),
we observed that TikTok direct messages are a common origin
point for account-related, finance, influencer-targeting, and
romance scams. Sometimes, influencer-targeting and account-
related scams also occur through email. For online shopping
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Figure 1: The distribution of origin points for scam types.

scams, ‘For You Page’ (FYP) and ‘TikTok Shop’ are the most
common origin points.

4.3.2 Luring Techniques Used By Scammers

Some TikTok users highlighted the psychological techniques
scammers use, which we analyzed using the seven principles
by Stajano and Wilson [90]. We found that the two techniques,
‘need and greed’ and ‘distraction,” often occur together.

The ‘need and greed’ principle is most often reflected in
reported experiences of finance, influencer-targeting, and ro-
mance scams. Under this principle, scammers exploit individ-
uals’ needs and desires, such as financial need or emotional
vulnerability. For example, in psychic reading scams, users de-
scribed being offered fortune-telling services in exchange for
payment, indicating scammers’ exploitation of people’s emo-
tional need to know about their future. In influencer-targeting
scams, scammers exploit creators’ desire to grow their ac-
counts by making false promises of increasing followers and
presenting fake collaboration opportunities.

Users also described experiences that reflect scammers’
exploitation of the ‘distraction’ principle, in which scammers
divert the victim’s attention and carry out their deceptive act
in the background. The ‘distraction’ principle is particularly
salient in videos reporting online shopping scams. Users re-
counted being drawn to low-cost products, only for scammers
to sneakily add shipping costs or dupe them with counterfeit
products. For instance, in T62’s case (§4.2.3), she reported
being lured by an ad for what appeared to be a high-quality
makeup product on a polished website. After placing an order
for approximately $50, the company automatically charged
her for an additional $50 product without consent, and neither
product was ever delivered.

Scammers also leverage ‘need and greed’ and ‘distraction’
together to increase the effectiveness of their lures. This is
the case in reported fake collaboration scams, for example,
where creators described receiving emails impersonating Tik-
Tok representatives (distraction) that offered verified account



badges as an incentive (need and greed). T77 reported falling
victim to such a scam (§4.2.4).

4.4 Scam Identification and Redress (RQ3)
4.4.1 How TikTok Users Identify Scams

Here, we summarize the signals TikTok users leverage to
identify a scam. Among the four signals documented by the
FTC [35], we found that TikTok users mostly relied on scam-
mers’ requests to pay money in specific ways as a signal. For
instance, users reported that in mural scams, when scammers
request that the victim deposit an e-check from a third-party
app, it is a red flag. Others shared instances of scammers’
impersonation attempt (e.g., in account badge verification
scams) or when scammers pressure them to act immediately.

Beyond these well-known signs, our analysis surfaces ad-
ditional signals that might be more specific to TikTok’s com-
munity culture and norms. Users reported identifying scams
based on certain communication patterns, e.g., a generic tem-
plate used in mural scams when scammers reached out via
direct messaging (DM): “I was thinking about using one of
your photos for a fine art project I'm working on for my client,
and you’ll also get paid for it as a bonus.” T73 helped their
followers understand their own communication patterns in
contrast to the scammer: “There is a fraudulent profile posing
as me (creator) on TikTok, and reaching out to people offering
a special deal. Please note I will NEVER conduct bookings
via DM on any socials, and I will not call you beloved.” Users
also highlighted linguistic red flags, such as grammatical er-
rors in brand names or unconventional language. For example,
T39 reportedly identified a scammer by observing that “(when
texting) big paragraphs have perfect English, but smaller ones
are full of grammar errors.” T43 shared that the “scammer
used unconventional phrases and words like ‘dear’, ‘sweetie’,
and ‘bucks’ - Americans don’t use those words.”

Account discrepancy is another sign that TikTok users use
to detect scams. A lack of social media or internet presence
could trigger suspicion. For instance, T70 shared that when a
scammer reached out in a mural scam, they checked the scam-
mer’s profile and found that it “had three photos and only 15
followers on Instagram.” Other TikTok users detected scams
by spotting mismatched email domain names, differences in
the number of followers between the actual user’s and the
scammer’s profiles, or profile details that did not match in
cases of impersonation.

Product and pricing misrepresentation is another sign users
leverage to identify a scam, particularly online shopping
scams. E.g., T30 reported that when she received a product,
she found that a product advertised for eczema treatment was
not actually recommended for that use, as revealed in the fine
print. Other users paid close attention to pricing and became
suspicious when prices seemed unusually high or unrealisti-
cally low. They compared prices elsewhere on the internet

and often found similar products at lower prices, helping them
avoid buying from scammers.

4.4.2 How TikTok Users Redress Scams

Our analysis shows that TikTok users employed five major
redressal strategies against scams: public disclosure, report-
ing to entities, in-platform protective measures, information
seeking, and community mobilization.

By sharing scam-related videos, TikTok serves as a plat-
form for public disclosure and awareness-raising about scams.
The user-reported scam videos often included evidentiary
content, such as screenshots of interactions with scammers
or direct exposure of their identities, along with advice on
how to mitigate such scams. The advice falls into three broad
categories: a) product purchase and transaction-related ad-
vice (e.g., researching products and sellers thoroughly before
making a purchase), primarily for online shopping scams; b)
scammer profile and communication style (e.g., highlighting
linguistic red flags such as unusual phrasing), primarily for
finance and influencer-targeting scams; c) generic security
advice, such as avoiding unfamiliar links.

When losses occur, users reach out to various entities to
seek redress, including TikTok, payment vendors such as Pay-
Pal, and, in some cases, the scammers themselves. Those who
contacted TikTok often reported experiencing a lack of sup-
port and no visible action taken against the scammers. For
example, T23 reported multiple TikTok accounts impersonat-
ing her profile, but TikTok concluded there was no violation
of its community guidelines and simply suggested she block
those accounts. Similarly, users who reached out directly to
scammers rarely, if ever, received a response. In contrast,
contacting payment vendors such as PayPal or credit card
companies was often far more effective, with many users
successfully securing refunds through these channels.

In addition to seeking institutional redress, users applied
various in-platform protective measures, most commonly
blocking scammers. For instance, T45 mentioned blocking an
account that reached out to paint their mural. Others created
new accounts or used additional security measures like Face
ID to log into the account.

Users also engaged in information-seeking behaviors, such
as consulting Reddit forums to learn about scams or using
Google’s reverse image search to verify a scammer’s identity.
T43 shared that they used Google’s reverse image search to
investigate a scammer’s profile picture and discovered that it
had been sourced from another website. Community support
on TikTok emerged as another prominent strategy, particularly
for impersonation scams. Creators encouraged their followers
to report fraudulent profiles, while followers alerted creators
to accounts impersonating them.

‘We map the various redressal mechanisms to the scam types
in Figure 2. While public disclosure was common across all
scam types (and so not shown), other redressal strategies vary.
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Figure 2: Distribution of redressal mechanisms across promi-
nent scam categories.

Account-related scams prompted multifaceted responses, in-
cluding in-platform protections, reporting to relevant entities,
and community mobilization. Online shopping and finance
scams more often led to efforts to recover funds through
payment providers and in-platform protections. Influencer-
targeted scams saw higher reporting levels to platforms, espe-
cially TikTok. Additionally, information-seeking behaviors
were notably high in finance scams, where users questioned
the legitimacy of messages or offers.

5 Discussion

5.1 Key Insights

Comparing scams reported by TikTok users with prior
work Scams are a longstanding societal problem that pre-
dates the Internet. Most of the scam types in our dataset §4.2
parallel categories from Beals et al.’s framework [9] and FTC
fraud types [36], along with prior work on specific scam types
such as online shopping [54, 66], romance [105, 113, 114],
pig-butchering [71], deepfake-enabled scams [118], and cryp-
tocurrency scams [117] (see Table 2). Nonetheless, these
scam types manifest differently on TikTok, shaped by the plat-
form’s affordances and influencer-centric culture, a defining
characteristic of SVPs [6, 82]. For instance, while imperson-
ation scams mirror impostor scams [38], on TikTok these
scams specifically exploit the influencer—follower trust by cre-
ating fake profiles of those influencers and requesting money
from followers (§4.2.2). Account badge verification scams
are particularly salient on TikTok: although they combine
elements of institutional impersonation [9] and phishing [36],
they target influencers through phishing emails that imperson-
ate TikTok and offer verification badges, ultimately locking
creators out of their accounts after a password reset (§4.2.4).
Building on recent work highlighting the digital safety issues
faced by content creators [84,94], we show that being targeted
by scammers further increases influencers’ risk exposure.

How TikTok scams occur: same underlying principles,
platform-specific entry points We observe that scammers’
tactics in our dataset generally align with the seven luring prin-
ciples outlined by Stajano and Wilson [90], though our find-
ings highlight that their application varies across scam types.
For instance, the ‘need and greed’ principle—exploiting vic-
tims’ desires—is pervasive across scam types, whereas the
‘distraction’ principle—targeting victims when they are preoc-
cupied by something else—appears predominantly in online
shopping scams. Scammers may simultaneously employ mul-
tiple lure principles, such as combining ‘need and greed’ with
‘distraction’ in account badge verification scams (§4.3.2).
Rather than introducing new psychological strategies, Tik-
Tok scams adapt established lures to the platform affordances.
Most scams reported by TikTok users originated within the
platform, commonly via direct messages or the For You Page
(§4.3.1). This builds on prior research on ‘#DMMe” scams
on Instagram [101], where scammers prompt users to initiate
direct messages, which are then exploited to extract money
or sensitive information under the guise of offering legiti-
mate services. The presence of scam-related content on the
FYP may also complicate users’ understanding of how the
algorithm curates content. Such encounters can introduce
uncertainty into users’ algorithmic folk theories [58] and po-
tentially contribute to acts of algorithmic resistance [102].

Scam security folklore and anti-scam advice are rooted in
personal experience TikTok users’ reported experiences
with scams, ways to identify them, redressal mechanisms,
and advice on how to stay safe from scams together form
a type of security folklore. Some recommendations—such
as caution with unfamiliar links (§4.4.2)—echo established
security advice in prior work [18,55, 81]. Others seek to pro-
mote healthy shopping habits to mitigate online shopping
scams or highlight scammers’ communication patterns and
profile characteristics. The communication patterns, recog-
nized by TikTok users, align with FTC’s guidelines on how
to avoid a scam [35], while also being tailored to the TikTok
audience. For instance, creators share specific scam templates
(e.g., those used for mural scams) or highlight inconsistencies
in scammer profiles by comparing them with their own ac-
counts (§4.4.1). This community-driven advice and redress
could complement TikTok’s existing anti-scam efforts, e.g.,
the Safety Center [96], which lists known scams but could also
incorporate recurring communication and behavioral patterns
identified in this work that may apply to emerging scams.
While the provision of anti-scam advice can take many
forms, we observe that across all videos in our dataset that
share anti-scam advice, a majority also report on a specific
scam (Table 1), often grounded in personal experience. Cre-
ators give detailed accounts of the specific fake products they
fell for to contextualize their advice on researching the sell-
ers (§4.2.3), or draw from their interactions with fraudulent
brokerage services when calling out specific communication



patterns used by scammers (§4.4.2). The nature of TikTok
anti-scam advice, often driven by personal stories, also reflects
the effectiveness of storytelling about negative incidents [78]
and folklore [34], as laypeople rely on informal lessons more
than official sources for learning about security.

TikTok as an avenue for anti-scam peer support and
studying pro-security advice Our research builds upon a
growing body of scholarship that uses social media data—
such as those from Facebook [72], Reddit [15, 23], and
YouTube [16, 17, 68]—to study particular types of scams,
such as cryptocurrency scams [23], sextortion scams [104],
as well as other trust and safety issues, such as image-based
sexual abuse [110]. A coherent theme across this literature
is how community members provide peer support by shar-
ing their vulnerabilities and providing actionable guidance to
help others prevent or recover from similar forms of victim-
ization [23, 110]—a pattern we also observe in our findings.
Prior work by Wei et al. used TikTok as a source for studying
anti-security and anti-privacy advice [111]. In contrast, our
work, which focused on pro-security advice, observed that
TikTok serves as both a site where scams may originate and
a space where victims can support one another. This dual-
ity presents nuanced dynamics for victims to leverage the
platform for peer support while also confronting the risk of
(re)traumatization associated with their experiences.

5.2 Recommendations

Systemizing platform security support TikTok’s “Safety
Checkup” feature aims to prevent account verification scams
by allowing users to link and verify contact information, en-
able two-step verification, manage trusted devices, and add
a passkey. However, these security features are optional, de-
spite their potential to strengthen account security following
an account verification scam. Similarly, 2-step verification is
optional for other SVPs such as Instagram [2]. Furthermore,
TikTok relies on social authentication for account recovery, in-
volving friends in the verification process, unlike Instagram’s
video verification, which introduces additional usability over-
head. Given the prevalence of account-related scams in our
dataset, requiring completion of key Safety Checkup steps
could reduce their impact. SVPs and OS providers could also
collaboratively develop on-device support and offer timely,
privacy-preserving scam detection and notification across
applications. For instance, they can leverage Android’s on-
device Al, already used for detecting phone scams [50], and
privacy-preserving model update techniques [119].

Usability of automated content filtering. We found that
more scams originate from direct messages than from any
other vector. On TikTok, most users access direct messages
through either their “Inbox™ or “Message Requests.” How-
ever, safety features such as spam filtering are only available

to users with over 10,000 followers who have access to the
enhanced creator inbox. As a result, distinguishing genuine
from fraudulent messages can be more difficult for most users
who do not meet this follower threshold. One promising fea-
ture is TikTok’s content labeling, which marks videos as Al-
generated, as containing unverified or false information, or as
originating from state media—either automatically or manu-
ally by the creator. Prior work shows that such labels can help
users assess information credibility [32]. However, without
labels, users may mistakenly believe content is authentic [74].
Automated content filters could also be better personalized to
meet community needs, a task creators often handle manually,
as noted on YouTube’s creator safety page [1]. Extending la-
beling and filtering efforts to encompass scams and anti-scam
advice may help users better protect themselves on SVPs.

Leveraging influencers, multi-channel network (MCN)
brand managers, and storytelling in scam experiences
We found that scammers often exploit followers’ trust in in-
fluencers and creators’ visibility on TikTok. Conversely, this
suggests significant potential to leverage influencers as key
opinion leaders to raise awareness of scams and promote pro-
tective behaviors among users. Prior work also highlights that
peer storytelling is one of the most effective ways to generate
awareness and educate people by sharing of personal experi-
ences with scams [78]. Implementing this strategy requires
TikTok to strengthen its safety mechanisms against emerging
threats, such as Al-generated deepfakes, while better protect-
ing creators. One promising avenue is the platform’s existing
multi-channel network (MCN) ecosystem, where TikTok en-
courages brand managers to acquire, educate, and incubate
creators within the TikTok Shop [99]. Although we found
cases of scammers impersonating MCN brand managers to
defraud creators, this risk highlights the need for stronger
MCN safeguards. Verified MCNs could help creators identify
legitimate collaborations while providing scam-awareness
training, strengthening the creator—follower ecosystem.

6 Conclusion

We analyzed 150 TikTok videos of users’ reported experi-
ences with fraudulent content and scams. Our study reveals
unique scam types targeting SVPs, tactics scammers use, sig-
nals to identify scams, and advice to mitigate them. While the
scam categories and luring techniques are not entirely new, we
show how TikTok’s influencer culture and platform features
amplify these scams. Additionally, TikTok serves as a venue
for anti-scam advice and peer support. Based on our findings,
we provide recommendations for systematizing platform sup-
port for scam prevention and utilizing influencer culture to
increase scam awareness. Our work has implications for fu-
ture research on fraudulent content and on effective strategies
for identifying and mitigating scams.
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Figure 5: Overlap between psychic reading and impersonation
scams: T18 found out multiple accounts of the psychic reader.
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Figure 6: Examples of a) Impersonation scam, and b) Fake
collaboration scam.
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Figure 7: Examples of account-related scams.
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Table 2: Defining scam types and mapping them to prior work

Types of scams Definition and example in the context of TikTok Related Scams in Prior Work and Difference

Finance scams (54/33%): Lure people into financially rewarding schemes that turn out to be bogus.
Mural Scammer poses as an artist and requests eCheck payments Fake check / fake buyer scams [9]. Reconfigures
for murals. E.g., T13 received a DM offering to paint her for fake-check overpayment model into SVP-specific
a payment of $2500 via eCheck and was asked to send variation involving artist-impersonation scheme.
$2000 back to the “artist” for supplies. She declined. This
was also reported by T70 via Instagram DM

Psychic reading Claim to tell a victim’s fortune for a fee. Fortune-telling fraud [9].

Crowdfunding Crowdfunding for bogus causes (e.g., fake illness). E.g.,  Charitable solicitation scams [9]. Expands charitable
T67 encountered a post requesting funds to treat a sick cat. solicitation to include personal appeals (e.g., sick pets,
She felt bad and made a donation via CashApp. pending surgery) requested via GoFundMe links in

DMs/FYP on TikTok
Fake investment Lure victims into easy-money schemes. Misc investments, Ponzi schemes, Crypto scams [9, 70].
opportunity
Scams targeting influencers (49/30% ): Targets content creators through account impersonations and fake opportunities.

Impersonation Scammers create fake profiles of creators and reach out to Imposter Scams [9,37,70]. Shifts impersonation from
their followers to request money. E.g., T31: “My account institutional authority (tech support) or family and
gets cloned all the time by scammers. I don’t slide into friends (distressed relative) to creators, exploiting
anyone’s DM to sell anything (paraphrased).” influencer-centric culture and a para-social relationship

with followers.
Fake collaboration =~ Companies request creators to endorse products, but require Business opportunity fraud [9], Employment/job
them to purchase those products first. E.g, T145: “I'was  fraud [36,70]. Shifts focus from a general audience to
hyped for my first offer until I realized it was the same scam creators, leveraging their desire to grow on TikTok using

(paraphrased).” a pay-to-avail model.
Social media brand Targets creators in early growth stages with promises to ~ Business coaching scams [9], Sports agent and
manager increase followers and view counts. E.g, A scammer endorsement scams [36], Fake LinkedIn recruiters [70].
contacted T61, offering opportunities to grow account, but Differs by reconfiguring fee-based professional growth
the agency’s TikTok account was banned. scams into talent agencies for growing TikTok creators.

Online shopping scams (36/22%): Fraudulent experiences when purchasing products or services online.
Fake or poor-quality False or misleading information about products that are ~ Worthless products [9], Fake websites, e-commerce

product worth much less. scams, Counterfeit/shoddy product scams [54, 66, 70].
Undelivered goods  Payment made for a product that is never received. Paid never received [9].
Unauthorized billing Charged for products or services not agreed to. Unauthorized billing [9], Fake subscription/billing [70].

Account-related scams (17/10%): Users are tricked into giving away personal information.
Tag users in contests Users are tagged in false prize offerings. E.g., T60 shared Prize, sweepstakes, and lottery scams [36]. Differs by
being publicly tagged in posts that used the CashApp logo use of platform affordances like public tagging and

as the profile picture to appear legitimate. payment-app logos (e.g., CashApp) to appear legitimate.

Account badge Fake badge verification offers to creators from scammers

verification impersonating TikTok. E.g., T77 found an official-looking ot found. Combines institutional impersonation [9] of
email with a TikTok logo and a badge application number. 11KTok and phishing [36] to exploit the creator economy.

Account hack User accounts compromised through deception. Family & Friend Imposters [9]. Used with above scam.

Romance scams (10/6 %): Emotional manipulation for financial gain.

Traditional romance Fake romantic interest used to extort money. Romance scams [9, 113, 114].

scam

Sugar daddy/baby A wealthy person offers money initially, then requests Romance scams [9, 113, 114], Pig-butchering

scam favors or payments. E.g., T64 reported being contacted via scams [70,71], Reddit [80]. A variant of romance scam
DM, “He offered to send money, then asked me to move to adapted to SVPs, often targets young women, promising
Google Chat. (paraphrased)”. financial companionship at the outset rather than

gradually cultivating romantic attachment.
Miscellaneous scams (5/3%)

Al-driven Use of Al-generated deepfakes. E.g., Scammers used an ~ Deepfake-enabled fraud [112, 118]. Focuses on synthetic
Al-altered video of T98 to falsely promote a product. creator endorsements rather than deepfakes targeting
older adults.
Health-related Fake health products and fitness programs. Weight-loss products, health supplements [9].

Educational financial Scams offering fake educational financial support. Scholarship or educational grant scams [9].




Table 3: LLM Prompt to perform two-level classification of the comment texts. Note that our analysis leverages the Supportive
comment type.

Role
You are an expert Social Media Researcher specializing in digital safety, scams, and community discourse. Your task is to classify TikTok
comments based on their relationship to the video’s content and the creator’s intent.

Task
Analyze the provided TikTok video description and the comment. You will perform a two-step classification based on the criteria below.

Classification Criteria

Level 1: Stance (Alignment with Creator’s Message)
1. Supportive: The comment aligns with the creator’s stance or the video’s theme of scam awareness/prevention. This includes:
 Validation/Explanation: Agreeing with a warning or explaining the mechanism of the scam (e.g., mentioning “dropshipping” or “affiliate
links”).
* Solicitation/Recovery: Offering “help,” “recovery services,” or tagging “recovery experts” (e.g., “Contact @User for a refund”). Even if
these appear to be automated bots, they are categorized as Supportive because they align with the “scam resolution” theme.
* Engagement: Expressing gratitude, sympathy, or asking follow-up questions about the scam.
2. Against: The comment challenges, contradicts, or mocks the creator’s message. This includes:
* Defending a reported scammer or product (e.g., “It arrived for me”).
* Dismissing the creator’s concern as “fake” or “exaggerated.”
3. Neutral: The comment is a surface-level observation or functionally independent. This includes:
* Reactionary/Humorous: Reacting to a specific funny visual or audio moment without commenting on the scam itself (e.g., “I lost it at the
[visual element]”).
* Observations/Lists: Listing names or quoting prices mentioned in the video without providing an opinion (e.g., “I saw [person] t00”).
* Unrelated Content: Spam emojis or questions about unrelated topics (e.g., “Where is your shirt from?”).

Level 2: Supportive Sub-type (Apply ONLY if Level 1 is 'Supportive’)
» Useful: The user indicates a knowledge transfer. They mention they “didn’t know this,” “learned something,” or provide additional technical
context that helps others understand the scam.
* Relatable: The user shares a personal anecdote or confirms they have experienced the same thing (e.g., “This happened to me,” “I saw this
too”).
¢ Neither: General agreement, praise, or bot-like solicitations that lack a specific personal story or a statement of learning.
* N/A: Use only if Level 1 is *Against’ or *Neutral’.

Rules for Classification

1. Mechanism = Support: If a comment identifies the business model of the scam (e.g., “This is just dropshipping”), classify as Supportive.

2. Recovery Bots = Support: Comments claiming a third party can “recover money” or “is a life saver” regarding scams are Supportive
(Alignment with the scam theme).

3. Surface Reactions = Neutral: Quoting a funny moment or stating a price mentioned in the video without a stance is Neutral.

4. Context is King: A “mean” tone doesn’t always mean ’Against.” If the user is angry at the scammer, that is Supportive of the creator.

Output Format (Strict JSON)
{

"analysis": "1. Creator’s point? 2. Comment stance (Does it explain, react, or contradict)? 3. Personal story
or learning?",
"level_1_stance": "Supportive | Against | Neutral",

"level 2_subtype": "Useful | Relatable | Neither | N/A"
}

Examples

Input Data
Description: {video_description}
Comment: {comment}

Classification Result




Table 4: The values of engagement metrics in referenced videos.

Participant Video Type Type of Scam Views Likes Comments Shares Example Comments (Paraphrased)
T10 Reporting and  Online shopping 49 35 6 0  “Mine never came! I hadn’t realized the sale hap-
advising pened outside of TikTok Shop."
T18 Scam reporting  Finance 17 21 11 0  “I hate how scammy TikTok has become. I rarely
trust or talk to strangers here."
T22 Anti-scam Finance 35 7 3 0  “I had the same issue until they helped me fix it
advice quickly.”
T23 Scam reporting  Influencer targeting 22 40 12 0  “This has gone on forever. it’s insane that creators
can’t stop it."
T30 Scam reporting  Online shopping 2 2 0 0
T31 Scam reporting  Influencer targeting 48 32 2 0  “Clones usually copy my entire profile and content
but use a slightly misspelled username."”
T39 Reporting and  Finance 14 38 16 0
advising
T43 Scam reporting  Finance 67 93 15 0
T45 Scam reporting  Finance 4 22 19 0  “Ican’t believe these are scams?!"
T61 Reporting and Influencer targeting 56 23 7 0
advising
T62 Scam reporting  Online shopping 10 10 6 0  “They charged my card the day after starting the
trial, so I disputed it."
T64 Scam reporting  Finance and romance 115 43 19 0  “I’'m so over it. No, I don’t want a mural and [
don’t want your ‘free’ money."
T70 Scam reporting  Finance 3 19 5 0  “Total scam. I just block anyone with typos and a
bunch of photos posted all at once."
T73 Scam reporting  Influencer targeting 2 8 3 0 “They blocked me, but I'm still hearing from people
they are trying to scam."
T77 Scam reporting  Account 3121 630 120 0  “The scammers are working overtime! Same thing
happened to me on X, glad you’re back.”
T95 Anti-scam Account 308 307 15 0  “Iaccidentally gave my login details to a scammer.
advice can [ still save my account?"”
T97 Reporting and Influencer targeting 29 20 5 0  “Ialready sent them a nasty reply calling them out.
advising hope karma hits them hard."
T98 Scam reporting  Online shopping 261 57 13 0  “They got me. I thought it was you, but it was a
scam."”
T100 Scam reporting  Influencer targeting 12432 8278 1070 9  “I saw a video about a girl who never got her
commissions and only got excuses."
T126 Scam reporting  Finance 0 0 0 0
T145 Scam reporting  Influencer targeting 530 156 85 13 “I'was hyped for my first offer today until I realized

it was the same scam."
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