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Who knows what a data breach is?

Do you know someone who has been 
affected by a data breach?



Phishing 
attacks

Trading on dark 
web

Identity 
theft

Backgroun
d

Potential harms of data breaches:
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Background

Many laws require data breach notifications being sent to affected 
consumers.
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EU: the General Data Protection 
Regulation, with unified requirements.

US: 50 state laws and a few sectoral laws (e.g., 
HIPAA), with large inconsistencies in 
between. [1]

[1] https://www.dwt.com/statedatabreachstatutes/ 



Background

However, consumers do not take sufficient protective actions when 
affected by a data breach…
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32%

56%
41%

[2] Ponemon Institute (2014). The Aftermath of A Data Breach: Consumer Sentiment.

[3] Gemalto (2017). Data Breaches and Customer Loyalty 2017. 

Ignored the notification(s) and did 
nothing.[2]

Did not use two-factor authentication when 
provided.[3]

Continued using the same password for 
multiple accounts.[3]
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Data breaches pose significant security risks.

Data breach notifications, while required by laws, 
do not trigger protective actions effectively.

What are potential issues with these notifications? 



Motivation
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Readability 
issues?

Usability 
issues?



Related 
Work
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Rare use of visual elements 
(Jenkins et al., 2012)

“Lost data might not be 
used at all” appears in 2 out 
of 13 notification templates 
(Veltsos, 2014)

Large disparities among 
breach notifications in 
terms of timing and content 
(Bisogni, 2016)

Issues with content and 
visuals can impact users’ 
comprehension and 
reactions in other security 
and privacy domains 
(Bravo-Lillo et al., 2011; Gluck 
et al., 2016)



[4] http://www.marylandattorneygeneral.gov/pages/identitytheft/breachnotices.aspx

Method
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Largest number of notifications compared to other states 
(California, Iowa, New Hampshire, and Vermont).



Method

10

Delivery MethodTypes of Exposed 
Data

161 notifications randomly sampled from January to June 2018. 



Quantitative Analysis

Method
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Qualitative Analysis

Codebook developed using thematic 
coding and affinity diagramming (κ = 
0.75).

Themes: structure and formatting; risk 
communication; presentation of 
recommended actions.
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1. Data breach notifications 
are hard to read.

Key findings
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Median = 46.70
Mean = 46.88
Standard 
Deviation = 6.46



Findings
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Estimating reading time based on word counts (McDonald and 
Cranor, 2008):

Range:

213-3,414  

250 words / minute

Word Count

Median:

1,575

Reading 
Time

Range:

0.85-13.66  

Median:

6.3

(words)

(minutes)



Findings
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[5] McDonald, A. M., & Cranor, L. F. (2008). The cost of reading privacy policies. ISJLP, 4, 543.
[6] Mitchell, A., Stocking, G., & Matsa, K. E. (2016). Long-form reading shows signs of life in our mobile news world. Pew Research Center, 5.
[7] https://www.marketingsherpa.com/article/average-email-open-time-is

Reading Time Comparison In Minutes
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2. Ambiguity and 
Obfuscation in risk 
communication.

Key findings



“
We are writing to inform you that due to a security 
incident at a Citizens Bank ATM, your ATM/Debit card 
may have been compromised.
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37% did not report when the breach occurred; 
35% did not report when the breach was discovered.



“
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70% used hedge terms such as “maybe” and “likely” 
when describing the likelihood of being affected.

The information potentially involved in this incident 
may have included your name, credit or debit card 
number, and card expiration date.



“
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40% claimed that there was no evidence of exposed 
data being misused. 

We are not aware of any fraud or misuse of your 
information as a result of this incident.
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3. Multiple actions with no 
priorities and little 
actionability.

Key findings
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Credit freeze: 118 (73%) 
notifications described it 
as one of the many 
options in the appendix.

All notifications provided 
at least one suggested 
action, with a median of 8 
(Mean = 7.19, SD = 2.24).
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What is each paragraph about?

Between fraud alert vs. credit freeze, which one is more effective? 
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4. Consistent headings, lack of 
visual emphasis for key 
elements.

Key findings



Findings
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(b) Heading in 
separate line 
(N=72, 45%)

(c) Heading in 
paragraph’s first 
line (N=34, 21%)

(d) Heading in 
table (N=2, 1%)

(a) Plain text 
without heading 
(N=55, 34%)
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94% of notifications with headings used the exact wording 
and order as the template in California’s data breach 
notification law. [9]

[8] https://www.oag.ca.gov/privacy/databreach/reporting
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87% did not use visual highlights for the duration of benefits.

Text formatting was rarely used to highlight important details of 
complimentary protection services.

Among 124 notifications that provided such services:

63% did not use visual highlights for the enrollment deadline.
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Design Implications

1. Use clear and concise language.
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Does a Maryland 
resident really 
need to see this? 
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Design Implications

1. Use clear and concise language.

2. Support consumers in prioritizing and executing 
multiple actions.
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Credit freeze should be placed on top of fraud alert.

Explain “why important” first, rather than dumping all definitions 
and enrollment instructions together.



31

Design Implications

1. Use clear and concise language.

2. Support consumers in prioritizing and executing 
multiple actions.

3. Discourage hedge terms and “no evidence” claims.
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Avoid making the “no evidence” statement, or at least combine it with 
clear warnings of potential misuse in the future.

Overstating risks is more desired than understating risks:

▪ Trigger more immediate actions.

▪ Address cognitive heuristics, such as optimism bias.
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Policy Implications

1. Clear readability expectations beyond “plain 
language.”
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Clarify expectations of “plain language” and provide specific guidance and 
examples of how it can be achieved.

Incorporate readability assessment requirement based on standardized 
metrics, similar to what’s been done in the insurance industry.

What does “clear and plain language” 
mean?
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Policy Implications

1. Clear readability expectations beyond “plain 
language.”

2. Consistent standards for content and format.
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The GLBA model privacy form. [10]  

[9] https://www.ftc.gov/sites/default/files/documents/rules/privacy-consumer-financial-information-financial-privacy-rule/model_form_rule_a_small_entity_compliance_guide.pdf
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Policy Implications

1. Clear readability expectations beyond “plain 
language.”

2. Consistent standards for content and format.

3. Encourage using multiple channels to deliver data 
breach notifications.
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Primary: mailed letters Secondary: emails, website 
notice, media etc.

Letters increase consumers’ “uninformed exposure time” to potential risks. 

Electronic methods create extra momentum for readability and aesthetics.



Summary
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Motivation:
Method:     
Findings:

Implications:

data breach notifications are mandatory but not effective.
a content analysis of 161 breach notifications from Maryland AG.
low readability;
ambiguous and obfuscated risk communication; 
multiple actions with provided with no priorities and little actionability; 
consistent headings but lack of visual emphasis on key elements.
use clear and concise language; 
discourage hedge terms and “no evidence” defense; 
support execution of recommended actions; 
unify structure and format requirements; 
encourage delivery through multiple mediums.


