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Low awareness, limited action

“Now I’m a bit angry:” Individuals’ Awareness, Perception, and Responses to Data Breaches 
Peter Mayer*, Yixin Zou*, Florian Schaub, Adam J. Aviv (*equal contributions)

USENIX Security Symposium. 2020.
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“Prior to this study, were you aware 
that you are affected by this breach?”
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Let’s look at breach notifications

image source: Maryland Attorney General
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Protection Motivation Theory
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A protection motivation theory of fear appeals and attitude change 
R.W. Rogers

Journal of Psychology, 91(1), 93-114. 1975.
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Focus on breached passwords
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Focus on breached passwords
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Design breach notifications from PMT
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Design breach notifications from PMT
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Design breach notifications from PMT



Survey #1

Recruitment + 
Screening
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Control

Threat

Coping

Threat + Coping

a day later

Survey #3

Follow-up

two weeks 
later

n=1,386 
US participants recruited 
from Prolific
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Comparisons between conditions

threat nudge alone can motivate 
intention
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both threat and coping nudges 
needed for motivating action



An intention-behavior gap

58-67% showed intention

22-31% changed the password
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The “why” behind the intention-behavior gap
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The “why” behind the intention-behavior gap
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“This account isn’t important, and I’m pretty 
sure I haven’t logged into it in almost a decade.  

The information contained in it would be 
minimal since I never really shared personal 
details or provided accurate information to 
websites for certain questions.”



The “why” behind the intention-behavior gap
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“When I tried to reset my password, the email 
never came. 

Maybe these sites had bought my information 
somehow from some other place, and 
therefore were able to obtain a username/email 
and password from me despite me never 
opening an account with them directly.”



Other factors also matter

whether the breached password was 
reused elsewhere (for intention)
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Other factors also matter

whether the breached password was 
reused elsewhere (for intention)

a more proactive attitude toward 
security in general (for action)
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Incorporate PMT-based nudges in practice

General Data Protection Regulation (GDPR)

guidelines from data protection agencies
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compromised credential notifications



Recommend alternative actions
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password managers

image source: Wirecutter (left), CNET (center), FIDO alliance (right)

email alias generators passwordless authentication
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Insights

consumers take limited action after data breaches 

breach notifications are fraught with usability issues 

threat and coping nudges motivate users to change breached passwords

Opportunities

align notifications and guidelines with consumer behaviors 

incorporate PMT-based nudges in practice, while recognizing the limitations 

move toward a passwordless future
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