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A data breach leaks private, sensitive, or 
confidential personal information to 
unauthorized third-parties. 

Image sources:

CNET (left), 
heinonline (right)

https://www.cnet.com/news/identity-thieves-raked-in-billions-with-your-data-even-as-breaches-fell-in-2020/
https://heinonline.org/HOL/LandingPage?handle=hein.journals/wflr51&div=4&id=&page=


Data source:
Identity Theft 
Resource Center

Image source:
Statista 3



Ponemon Institute (2014). The Aftermath of a Data Breach: Consumer Sentiment. 4



We examined individuals’ reactions to real-world
breaches that have exposed their personal data.

Mitigate potential 
recall bias

Ecologically 
valid responses
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Prior work asked about breaches in general or 
intended reactions in hypothetical scenarios.
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We built our own survey platform that could 
query the API of Have I Been Pwned.



Factors influencing the likelihood of exposure to data breaches?
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RQ 5

RQ 4

RQ 3

RQ 2

RQ 1

Research Questions

Perceptions of causes and impacts when affected by data breaches?

Participants' awareness of data breaches?

Participants' emotional reactions to data breaches?

Participants’ behavioral responses to data breaches?
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1
Email-related 

questions

2
Breach-related 

questions

3
Demographics 

and debrief

We asked 
participants to 
provide their most 
commonly used 
email address for 
querying HIBP.

Note: we maintained email addresses in ephemeral memory to query HIBP; at no point did we access or track participants’ email addresses.
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1
Email-related 

questions

2
Breach-related 

questions

3
Demographics 

and debrief

For up to 3 breaches:
● Awareness
● Perception
● Emotional reaction
● Behavioral reaction

We asked 
participants to 
provide their most 
commonly used 
email address for 
querying HIBP.
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1
Email-related 

questions

2
Breach-related 

questions

3
Demographics 

and debrief

We showed a complete 
list of breaches and 
provided resources to 
help participants with the 
coping process.

We asked 
participants to 
provide their most 
commonly used 
email address for 
querying HIBP.

For up to 3 breaches:
● Awareness
● Perception
● Emotional reaction
● Behavioral reaction
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What did we find?
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RQ 1

Factors influencing the likelihood of 
exposure to data breaches?
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73% participants had 
one or more data 
breaches.

5.4 as the average 
number of breaches 
per participant.

RQ 1 Factors influencing the likelihood of exposure 
to data breaches

189 unique breaches 
across all provided 
email addresses.
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RQ 1 Factors influencing the likelihood of exposure 
to data breaches

The number of breaches 
associated with an email 
address increases 8% per 
year of use.
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Exposure to breaches was common. 
The longer the email was used, the more 

likely it was exposed.

RQ 1

Factors influencing the likelihood of 
exposure to data breaches?
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RQ 2

Perceptions of causes and impacts when 
affected by data breaches?
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Email practices 
(159; 53%)

“It’s on the website 
of every business 
I have an online 
relationship with.”

Insecure behaviors 
(31;10%)

“Because I was not 
careful with what 
emails I clicked. ”

External factors 
(42; 14%)

“These companies 
did not try hard 
enough to keep 
my info private. ”

External Blame

RQ 2 Perceptions of causes and impacts when 
affected by data breaches

Self-Blame
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More than half of responses assessed the breach’s impact as 
none (343; 43%) or very little (85; 11%).

“ I receive phone calls 
constantly from scam 
artists...It has caused 
me to rarely ever answer 
my phone. ”

Experienced impacts
“ Not at all, just scammers 

occasionally attempt to 
access some of my older 
accounts that hold no 
sensitive information. ”

Anticipated impacts

RQ 2 Perceptions of causes and impacts when 
affected by data breaches
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Most participants blamed themselves
for being affected, and thought the 
breach would not impact them.

RQ 2

Perceptions of causes and impacts when 
affected by data breaches?
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RQ 3

Participants' awareness of data breaches?
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“Prior to this study, were you 
aware that you are affected by 

this breach?”

(n=792)

RQ 3 Participants' awareness of data breaches
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Participants were unaware of most 
breaches displayed to them.

RQ 3

Participants' awareness of data breaches?
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RQ 4

Participants' emotional reactions to data 
breaches?
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The median concern 
level regarding a breach 
was somewhat 
concerned.

Data types that 
received >50% 
“somewhat concerned” 
or above responses.

RQ 4 Participants' emotional reactions to 
data breaches
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Overall concern level remained low; 
more concern about exposed password, 
physical address, and phone number.

RQ 4

Participants' emotional reactions to data 
breaches?
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RQ 5

Participants’ behavioral responses to data 
breaches?
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Password triggered 
more concerns than 
other data types.

Possibly because most 
leaked data types were 
non-sensitive records.

RQ 5 Participants’ behavioral responses to 
data breaches
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Logistic regression on having 
taken any of the ten provided 
actions (yes vs. no).

To react to a 
data breach, 
one need to be 
aware of the 
breach.

For a one-unit 
increase on a 5-
point scale, the 
odds of having 
taken action 
increased by 2.2.

RQ 5 Participants’ behavioral responses to 
data breaches



29

Changing passwords was more popular 
than other actions. Prior awareness and 
higher concern were key motivators.

RQ 5

Participants’ behavioral responses to data 
breaches?
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We surveyed (n=413) individuals’ awareness, perception, 
and responses to specific breaches that affected them.

Participants were unaware of most breaches displayed to them.

Most participants blamed themselves for being affected, and 
thought the breach would not impact them.

Participants’ overall concern level remained low, yet awareness 
and concern were key motivators of taking action.

Summary of Results

Exposure to breaches increases as an email address gets 
used for a longer time.
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What are the 
implications?
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Tools to help consumers react to breaches

The image features “Sign in with Apple.” Source: MacRumors.

As an email gets used 
longer, the email address 
becomes more likely to 
appear in data breaches.

Promote tools that automate 
the creation of unique email 
aliases.



Tools to help consumers react to 
breaches
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74%
of shown breaches 
were new to 
participants.

Use in-situ methods to notify 
consumers of breaches.

Firefox Lockwise Password Manager. Source: Neowin LLC.
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Increase responsibility of breached companies

Set stricter requirements for notifying affected 
consumers.

GDPR Art. 34:
Mandate notifications for 
all breaches considering 
harms in legal terms.

Deliver notifications via 
multiple channels.

Make sure notifications are 
understandable and usable.
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Increase responsibility of breached companies

Require companies to be more involved in helping 
consumers recover from breaches.

How about providing 
tools such as email 
alias generators or 
password managers?

Source: Maryland Office of Attorney General. Notification sent by Arbiter Sports, LLC in August 2020.



36

This research was partially supported by a 
NortonLifeLock Research Fellowship and 
the Helmholtz Association.

Peter Mayer
peter.mayer@kit.edu

Link to full paper:

Florian Schaub
fschaub@umich.edu

Yixin Zou
yixinz@umich.edu

Adam J. Aviv
aaviv@gwu.edu

Participants were unaware of most breaches displayed to them.

Most participants blamed themselves for being affected, and 
thought the breach would not impact them.

Participants’ overall concern level remained low, yet awareness 
and concern were key motivators of taking action.

Exposure to breaches increases as an email address gets 
used for a longer time.
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